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STATE OF MARYLAND
NOTICE TO OFFERORS/BIDDERS/CONTRACTORS
Maryland Wants to Do Business with You

Please let us know why you are not proposing. (Check all that apply).
(1 We do not offer the services/commodities requested.
(1 Busy with other commitments.
1 Specifications are unclear or too restrictive.
L] Timetable is unworkable.
(1 Bonding/Insurance requirements are prohibitive.
(] Our experience with State of Maryland has not been satisfactory.
[1 Other (Please specify)
Additional Comments:

Please add suggestions for improvement here:

Name of commenter and Business (optional):
Contact Person (optional): Phone ( ) -

Bid/proposal Number: DOIT-FY-16-08 Entitled: Enterprise Budgeting System Replacement
Your comments will help us improve the procurement process.
Thank You.

Please return your comments with your proposal. If you have chosen not to propose to this RFP, please
e-mail this completed form to the Procurement Officer’s e-mail address.
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STATE OF MARYLAND

Department of Information Technology (DolT)
RFP KEY INFORMATION SUMMARY SHEET

RFP Title:
RFP Number:
RFP Issuing Department:

RFP Issue Date:

Proposals Due Date and Time:

Questions Due Date and Time:

Procurement Officer:

Contract Manager:

Send Proposals to:

Send Questions (e-mail only)
to:

Contract Type

Contract Duration

MBE Subcontracting Goal:
VSBE Subcontracting Goal:
Small Business Reserve

Pre-Proposal Conference:

Enterprise Budgeting System Replacement
DOIT-FY-16-08

DolT

45 Calvert St.
Annapolis, MD 21401
September 18, 2015

November 3, 2015 at 2:00 PM Local Time Oeteber27
September 29, 2015 at 5:00 PM Local Time
Michael Meinl

Phone: 410-260-7179
e-mail: Michael.Meinl@Maryland.Gov

Derek Rost

Phone: (410) 260-7396
e-mail: derek.rost@maryland.gov
DolT

45 Calvert Street, Room 445

Annapolis, MD 21401

Attention: Michael Meinl

e-mail address: Michael.Meinl@Maryland.Gov

Time and Materials

Three (3) year base period and two (2) two-year option periods
15%

0.5%

No

September 24, 2015 at 10:30 AM Local Time

45 Calvert Street, Room 164 A&B

Annapolis, MD 21401

See Attachment E for Directions and Response Form

RFP for Department of Information Technology

Page 8


mailto:Michael.Meinl@Maryland.Gov
mailto:Michael.Meinl@Maryland.Gov

Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

1 GENERAL INFORMATION

1.1 Summary Statement |

1.1.1 The Department of Information Technology (Dol T or the “Department”) is issuing this Request
for Proposals (RFP) to implement a solution for its Enterprise Budgeting System (EBS) needs
and requirements. The scope of this RFP includes comprehensive business process changes
and technologies that address all EBS business processes as described in this RFP. The State
envisions a commercial budgeting package implementation, including the services and
infrastructure required to set up this solution, adjust current business processes, train State staff
and support the solution after implementation.

1.1.2 Itisthe State’s intention to obtain products/services, as specified in this RFP, through a
Contract between the successful Offeror and the State. The anticipated duration of the period of
performance under the Contract is a three (3) year base period and two (2) two (2)-year option
periods.

1.1.3 The Department intends to make a single award as a result of this RFP. Offerors, either directly
or through their subcontractor(s), must be able to provide products/services and meet the
requirements requested in this solicitation and the successful Offeror (the Contractor) shall
remain responsible for Contract performance regardless of subcontractor participation in the
work.

1.2 Abbreviations and Definitions

For the purposes of this RFP, the following abbreviations and terms have the meanings indicated
below:

Acceptable Use Policy (AUP) A written policy documenting constraints and practices that a user
must agree to in order to access a private network or the Internet

Access The ability or the means necessary to read, write, modify, or
communicate data/information or otherwise use any information
system resource

Agency For purposes of the EBS System an ‘agency’ is the highest-level
organization within each branch of the State government. A list
may be found at
https://www.maryland.gov/pages/agency_directory.aspx.
Individual counties are not included in the scope of this program.

Agency sub-object A low-level detail account that contains costs or revenues that is
typically unique to a particular agency.

See ‘Chart of Accounts’

Department of Information The unit of the Executive Branch of Maryland State government
Technology (DolT or the issuing the RFP
Department)

RFP for Department of Information Technology Page 9
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Business Day Monday through Friday (excluding State holidays or other State
closure days (e.g., furlough, service reduction))

Chart of Accounts A list of the accounts used by an organization to define each class
of items for which money or the equivalent is spent or
received. The State’s Chart of Accounts is grouped by agency / unit
/ program / sub-program / object / comptroller sub-object and/or
agency sub-object. The chart of accounts is published on the web
by the Comptroller of Maryland.

COA See ‘Chart of Accounts’

COMAR Code of Maryland Regulations available on-line at
www.dsd.state.md.us

Comptroller sub-object A detailed account line item that contains costs that are common
across multiple agencies (e.g. salaries or janitorial services)

See ‘Chart of Accounts’

Confidential (also Confidential ~ The level of sensitivity of most of the data, reports, forms and other

— Privileged, or Confidential =  outputs used or created by this solution. Reports created during

Predecisional) specific phases of the budget cycle must include a footer that states
“This material is ‘Executive Privileged’ and is not to be shared with
other agencies, the press or the public.”

Privileged records are protected from disclosure by the doctrine of
executive privilege which may include but not be limited to
records:

a. Relating to budgetary and fiscal analyses, policy papers, and
recommendations made by the Department or by any person
working for the Department

b. Provided by any other agency to the Department in the course
of the Department’s exercise of its responsibility to prepare and
monitor the execution of the annual budget;

c. Relating to a State procurement when a final contract award has
not been made or when disclosure of the record would
adversely affect future procurement activity; and

d. Of confidential advisory and deliberative communications
relating to the preparation of management analysis projects
conducted by the Department pursuant to State Finance and
Procurement Article, §7-103, Annotated Code of Maryland.

Contract The Contract awarded to the successful Offeror pursuant to this
RFP, the form of which is attached to this RFP as Attachment A.

RFP for Department of Information Technology Page 10
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Contract Manager The State representative who is primarily responsible for Contract
administration functions, including issuing written direction,
invoice approval, monitoring the Contract to ensure compliance
with the terms and conditions of the Contract, monitoring MBE and
VSBE compliance, and achieving completion of the Contract on
budget, on time, and within scope.

Contractor The successful Offeror awarded the Contract

Contractor Personnel Employees and agents and subcontractor employees and agents
performing work at the direction of the Contractor under the terms
of the Contract awarded from this RFP

Contractor’s Point of Contact Person designated at the time of Contract award by the Contractor
(POC) as the single point of contact with the authority and knowledge to
resolve Contract issues.

Data Breach The unauthorized acquisition, use, modification or disclosure of
Confidential Data

Deliverable Any unique and verifiable product, result, or capability to perform a
service that is required to be produced to complete a process, phase
or project.*

Deliverable Expectation Each Deliverable must be defined in terms of description;

Document (DED) applicable standards; deliverable contents list or outline; entrance
criteria; acceptance criteria; deliverable format; deliverable
schedule; DolT SDLC phase and deliverable alignment; resources
and time required to complete, and deliverable update schedule.

The DED shall contain detailed descriptions of Artifacts that
comprise a Deliverable.

DolT Maryland Department of Information Technology
DBM Maryland Department of Budget and Management
DLS Department of Legislative Services. This is DBM’s interface with

the Legislative Branch.
eMM eMaryland Marketplace

End User License Agreement The terms of service governing access to and use of software
(EULA) services provided pursuant to this Contract

! As defined by the Project Management Institute (PM1) in A Guide to the Project Management Body of Knowledge
(PMBOK Guide) - Fifth Edition, ©2013.
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Fund

Fund Source

FYO

FY+1

FY-1
Handle

Information System

Key Personnel

Local Time

Manage

Minority Business Enterprise

(MBE)
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The general type of any funding used by an agency. Typical types
include General (primarily State tax revenue), Special (agency
‘incomes’ such as usage fees, ticket sales, tuition, etc.), Federal
(grants from various federal agencies such as Education and
Transportation) and Reimbursable. Current restricted and
Unrestricted funds (for Higher Education institutions) are also
differentiated. See also “Fund Source”

The specific source of funding used for a particular budget (or
actual) line item, identifying the specific federal grant or other
income source. Typically grants and other federal funds are
restricted to a particular use (e.g. computers for classrooms) and
include reporting requirements to a detailed level.

The current fiscal year. The State’s fiscal year goes from July 1 to
June 30. FY16 started July 1, 2015

The next fiscal year, typically the one for which a budget is being
created.

The previous fiscal year.

(As relates to data) Collect, store, transmit, have access to data (see
also “Manage”)

Information Technology - All electronic information-processing
hardware and software, including: (a) Maintenance; (b)
Telecommunications; and (c) Associated consulting services

A discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition
of information

Contractor Personnel that, should they leave during the
performance period, will, in the State’s opinion, have a substantial
negative impact on the Contractor’s performance under the
Contract.

Time in the Eastern Time zone as observed by the State of
Maryland. Unless otherwise specified, all stated times shall be
Local Time, even if not expressly designated as such

(As relates to data) Collect, store, transmit, have access to data(see
also “Handle”)

A Minority Business Enterprise certified by the Maryland
Department of Transportation under COMAR 21.11.03
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Monthly Charges

Normal State Business Hours

Notice to Proceed (NTP)

NTP Date

Object (Accounting)
Offeror

Personally Identifiable
Information (PI1)

POC

Procurement Officer

Proposal

Protected Health Information
(PHI)

Request for Proposals (RFP)

RFP for Department of Information Technology

RFP Number DOIT-FY-16-08

For purposes of SLA credit calculation, Monthly Charges are
defined as the charges invoiced for the services provided during the
month of the breach.

Normal State business hours are 8:00 a.m. — 5:00 p.m. Monday
through Friday except State Holidays, which can be found at:
www.dbm.maryland.gov — keyword: State Holidays

A written notice from the Procurement Officer that work on the
project or work order shall begin on a specified date. After
Contract commencement, additional NTPs may be issued by either
the Procurement Officer or the Contract Manager regarding the
start date for any service included within this solicitation with a
delayed or non-specified implementation date.

The date specified in an NTP for work on the project or Work
Order to begin.

See “‘Chart of Accounts’
An entity that submits a proposal in response to this RFP

Any information about an individual maintained by the State,
including (1) any information that can be used to distinguish or
trace an individual‘s identity, such as name, social security number,
date and place of birth, mother‘s maiden name, or biometric
records; and (2) any other information that is linked or linkable to
an individual, such as medical, educational, financial, and
employment information.

Point of Contact

The State representative who is responsible for the Contract,
determining scope issues and is the only State representative who
can authorize changes to the Contract.

As appropriate, either or both an Offeror’s Technical or Financial
Proposal

Information that relates to the past, present, or future physical or
mental health or condition of an individual; the provision of health
care to an individual; or the past, present, or future payment for the
provision of health care to an individual; and (i) that identifies the
individual; or (ii) with respect to which there is a reasonable basis
to believe the information can be used to identify the individual

This Request for Proposals for the Department of Information
Technology, including any amendments / addenda thereto

Page 13
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Security Incident A violation or imminent threat of violation of computer security
policies, Security Measures, acceptable use policies, or standard
security practices. “Imminent threat of violation” is a situation in
which the organization has a factual basis for believing that a
specific incident is about to occur.

Security or Security Measures The technology, policy and procedures that a) protects and b)
controls access to networks, systems, and data

Sensitive Data Means PII or PHI; information about an individual that (1) can be
used to distinguish or trace an individual‘s identity, such as name,
social security number, date and place of birth, mother‘s maiden
name, or biometric records; (2) is linked or linkable to an
individual, such as medical, educational, financial, and employment
information; or other proprietary or confidential data as defined by
the State, including but not limited to “personal information” under
Md. Code Ann., Commercial Law § 14-3501(d) and Md. Code
Ann., St. Fin. & Proc. § 10-1301(c) or other proprietary or
confidential data as defined by the State, including but not limited
to “information protected by recognized privilege” under Md.
Code Ann., Public Information Act § 10-615(1)

Service Level Agreement (SLA) Measurable levels governing Contractor performance and
establishing associated liquidated damages for failure to meet those
performance standards

SLA Activation Date The date on which SLA charges commence under this Contract, i.e
the Implementation Date.

Software as a Service (SaaS) Software-as-a-Service (SaaS) as used in this document is defined as
the capability provided to the State to use the Contractor’s software
running on infrastructure provided by the Contractor.

Under SaaS, the Contractor is responsible for the acquisition and
operation of all hardware, software and network support related to
the services being provided, and shall keep all software current.
The technical and professional activities required for establishing,
managing, and maintaining the environments are the
responsibilities of the Contractor.
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Solution All software, services and activities necessary to fully support the
EBS program as an Information System, described as services
and/or products in this RFP, to include software installation,
configuration, and testing, a help desk, and non-technical items
such as business process redesign, training, and other manual
processes. This definition of Solution includes all System
Documentation developed as a result of this Contract.

Also included are all Upgrades, patches, break/fix activities,
enhancements and general maintenance and support of the Solution
and its infrastructure.

State The State of Maryland
Sub-Object See ‘Chart of Accounts’
Subcontractor An agent, service provider, supplier, or vendor selected by the

Contractor to provide subcontracted services or products under the
direction of the Contractor or other Subcontractors, and including
any direct or indirect Subcontractors of a Subcontractor.
Subcontractors are subject to the same terms and conditions as the

Contractor.

System Availability The period of time the System will work as required including non-
operational periods associated with reliability, maintenance, and
logistics.
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System Documentation Those materials necessary to wholly reproduce and fully operate
the most current deployed version of the Solution in a manner
equivalent to the original Solution including, but not limited to:

a.

The executable instructions in their high level, human
readable form and a version that is in turn interpreted,
parsed and or compiled to be executed as part of the
computing system (“"source code™). This includes source
code created by the Contractor or Subcontractor(s) and
source code that is leveraged or extended by the Contractor
for use in the project.

All associated rules, reports, forms, templates, scripts, data
dictionaries and database functionality.

All associated configuration file details needed to duplicate
the run time environment as deployed in the current
deployed version of the system.

All associated design details, flow charts, algorithms,
processes, formulas, pseudo-code, procedures, instructions,
help files, programmer’s notes and other documentation.

A complete list of Third Party, Open Source, or commercial
software components and detailed configuration notes for
each component necessary to reproduce the system (e.g.,
operating system, relational database, and rules engine
software).

All associated user instructions and/or training materials for
business users and technical staff, including maintenance
manuals, administrative guides and user how-tos.

Technical Safeguards The technology and the policy and procedures for its use that
protect Confidential Data and control access to it

Third Party Software Third-Party Software means Software and supporting
documentation that:

a.

b.

are owned by a third party, not by the State, an MW State,
the Contractor, or a Subcontractor, and

are included in, or necessary or helpful to the operation,
maintenance, support or modification of the System.

were specifically identified and listed as Third Party
Software in the Proposal.
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Time and Material (T&M) Type of payment to the Contractor specific to performance, based
on direct labor hours billed at specific hourly rates, plus non-
routine travel costs as may be identified in a Contract, plus the
actual cost of any materials provided. The fixed hourly labor
category rates, plus the actual cost of materials, and non-routine
travel will be payment made for this type of Contract.

The labor category hourly rates may not exceed the hourly rates
specified in the Contract.

The Contractor will be required to provide time records and/or
other documentation documenting that all direct hours billed have
actually been expended by its Contractor Personnel, totally and
productively in the performance of the Contract.

In addition, the Contractor must also provide documentation of the
actual cost of materials or other activities directly used in the
performance of the Contract.

Total Evaluated Price The Offeror’s price as submitted on Attachment F - Price Sheet,
upon which the Offeror’s Financial Proposal will be evaluated. (see
RFP Section 5.3)

Unit (Agency) See ‘Chart of Accounts’

Upgrade A new release of any component of the Solution containing major

new features, functionality and/or performance improvements. An
Upgrade would conventionally be indicated where the version
number is changed by incrementing the numeric digits to the left of
the decimal point, e.g., versions 1.0, 2.0, 3.0, and 4.0 would each
typically be Upgrades to prior versions.

Veteran-owned Small Business = A business that is verified by the Center for Verification and

Enterprise (VSBE) Evaluation (CVE) of the United States Department of Veterans
Affairs as a veteran-owned small business. See Code of Maryland
Regulations (COMAR) 21.11.13 and http://www.vetbiz.gov.

Work Order A subset of work authorized by the Contract Manager performed
under the general scope of this RFP, which is defined in advance of
Contractor fulfillment, and which may not require a Contract
Modification. Except as otherwise provided, any reference to the
Contract shall be deemed to include reference to a Work Order.

Working Day(s) Same as “Business Day”

Required (R) A business or system function or process marked with an “R” is
required for the new EBS solution.

Not Required (N) A business or system function or process marked with an “N” is not
required but highly desirable for the new EBS solution.
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1.3 Contract Type |

The Contract shall be a Time and Materials contract in accordance with COMAR 21.06.03.

Please refer to the appropriate sections on Deliverables (section 3.11), Retainage (section 1.48), and
Incentives (section 1.49).

1.4 Contract Duration |

1.4.1 The Contract shall start from the date of full contract execution by the parties.

1.4.2 As of the Notice to Proceed (NTP) date, the Contractor shall perform all activities required by
the Contract, including the requirements of this solicitation, and the offerings in its Technical
Proposal, for the compensation described in its Financial Proposal.

1.4.3 The base period of the Contract resulting from this RFP shall be for three (3) years from
Contract start date. The State, at its sole option, may renew the term of the Contract through
two (2) additional two-year renewal options for up to a total potential contract length of seven
(7) years.

1.4.4 The Contractor’s obligations to pay invoices to subcontractors that provide products/services
during the Contract term, as well as the audit, confidentiality, document retention, and
indemnification obligations of the Contract (see Attachment A) shall survive expiration or
termination of the Contract and continue in effect until all such obligations are satisfied.

1.5 Procurement Officer

The sole point of contact in the State for purposes of this RFP prior to the award of a contract is the
Procurement Officer as listed on the Key Information Summary Sheet.

The DolT may change the Procurement Officer at any time by written notice.

1.6 Contract Manager

The DolT Contract Manager for the contract is listed in the Key Information Summary Sheet.
DolT may change the Contract Manager at any time by written notice.

1.7 Pre-proposal Conference

1.7.1 A pre-proposal conference will be held at the time, date and location indicated on the Key
Information Summary Sheet. Attendance at the pre-proposal conference is not mandatory, but
all interested companies are encouraged to attend in order to facilitate better preparation of their
proposals.

1.7.2 The pre-proposal conference will be summarized in writing. As promptly as is feasible
subsequent to the pre-proposal conference, the attendance record and pre-proposal summary
will be distributed via the same mechanism described for amendments and questions.

1.7.3 In order to assure adequate seating and other accommodations at the pre-proposal conference,
please e-mail the Pre-Proposal Conference Response Form (Attachment E) no later than the
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time and date indicated on the form. In addition, if there is a need for sign language
interpretation and/or other special accommodations due to a disability, please call the
Procurement Officer no later than five (5) business days prior to the pre-proposal conference.
The Department will make reasonable efforts to provide such special accommodation.

1.8 eMaryland Marketplace (eMM)

1.8.1 eMaryland Marketplace (eMM) is an electronic commerce system administered by the
Maryland Department of General Services (DGS). In addition to using the DolT’s website
http://doit.maryland.gov/contracts/Pages/bids.aspxand possibly using other means for
transmitting the RFP and associated materials, the solicitation and summary of the pre-proposal
conference, Offerors’ questions and the Procurement Officer’s responses, addenda, and other
solicitation related information will be provided via eMM.

1.8.2 In order to receive a contract award, a company must be registered on eMM. Guidelines can be
found on the eMaryland Marketplace website at http://emaryland.buyspeed.com.

| 1.9 Questions

1.9.1 All questions shall be submitted via e-mail to the Procurement Officer no later than the date
and time indicated in the Key Information Summary Sheet. Please identify in the subject line
the Solicitation Number and Title. Answers to all questions that are not clearly specific only to
the requestor will be distributed to all companies the same as for RFP amendments and posted
on eMM.

1.9.2 Only answers that have been answered in writing by the State can be considered final and
binding.

1.10 Procurement Method

The Contract will be awarded in accordance with the Competitive Sealed Proposals procurement
method as described in COMAR 21.05.03.

1.11 Proposals Due (Closing) Date and Time

1.11.1 Proposals, in the number and form set forth in Section 4.2, must be received by the
Procurement Officer listed on the Key Information Summary Sheet, no later than the date and
time listed on the Key Information Summary Sheet in order to be considered.

1.11.2 Requests for extension of this date or time shall not be granted. Offerors mailing Proposals
should allow sufficient mail delivery time to ensure timely receipt by the Procurement Officer.
Except as provided in COMAR 21.05.02.10, proposals received by the Procurement Officer
after the due date and time shall not be considered.

1.11.3 Proposals may be modified or withdrawn by written notice received by the Procurement
Officer before the Proposals due date and time.

1.11.4 Proposals delivered by facsimile or e-mail shall not be considered.

RFP for Department of Information Technology Page 19


http://doit.maryland.gov/contracts/Pages/bids.aspx

Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

1.11.5 Companies not responding to this solicitation are requested to submit the “Notice to
Offerors/Bidders/Contractors” form, which includes company information and the reason for
not responding (e.g., too busy, cannot meet mandatory requirements).

| 1.12 Multiple or Alternate Proposals |

Multiple and/or alternate Proposals will not be accepted.

| 1.13 Economy of Preparation |

Proposals should be prepared simply and economically and provide a straightforward and concise
description of the Offeror’s Proposal to meet the requirements of this RFP.

1.14 Public Information Act Notice

1.14.1 Offerors should give specific attention to the clear identification of those portions of their
proposals that they deem to be confidential, proprietary commercial information or trade
secrets and provide justification why such materials, upon request, should not be disclosed by
the State under the Access to Public Records Article, Md. Code Ann., General Provisions
Avrticle, Title 4. (Also, see RFP Section 4.2.2.2 “Claim of Confidentiality”). This confidential
and/or proprietary information should be identified by page and section number and placed
after the Title Page and before the Table of Contents in the Technical Proposal and if
applicable, separately in the Financial Proposal.

1.14.2 Offerors are advised that, upon request for this information from a third party, the Procurement
Officer is required to make an independent determination whether the information must be
disclosed.

1.15 Award Basis

A Contract shall be awarded to the responsible Offeror submitting the Proposal that has been
determined to be the most advantageous to the State, considering price and evaluation factors set forth
in section 5 (see COMAR 21.05.03.03F), for providing the products/services as specified.

1.16 Oral Presentation

1.16.1 Offerors may be required to make oral presentations to State representatives. Offerors must
confirm in writing any substantive oral clarification of, or change in, their Proposals made in
the course of discussions. Any such written clarifications or changes then become part of the
Offeror’s Proposal and are binding if the Contract is awarded. The Procurement Officer will
notify Offerors of the time and place of oral presentations.

1.16.2 Oral presentations typically occur approximately 3 weeks after the proposal due date.

1.17 Duration of Proposal

Proposals submitted in response to this RFP are irrevocable for the latest of the following: 180 days
following the closing date for submission of proposals, best and final offers (if requested), or the date
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any protest concerning this RFP is finally resolved. This period may be extended at the Procurement
Officer’s request only with the Offeror’s written agreement.

1.18 Revisions to the RFP

1.18.1 If it becomes necessary to revise this RFP before the due date for Proposals, the Department
shall endeavor to provide addenda to all prospective Offerors that were sent this RFP or which
are otherwise known by the Procurement Officer to have obtained this RFP. In addition,
addenda to the RFP will be posted on the Department’s procurement web page and through
eMM. It remains the responsibility of all prospective Offerors to check all applicable websites
for any addenda issued prior to the submission of Proposals. Addenda made after the due date
for Proposals will be sent only to those Offerors that submitted a timely Proposal and that
remain under award consideration as of the issuance date of the addenda.

1.18.2 Acknowledgment of the receipt of all addenda to this RFP issued before the Proposal due date
shall be included in the Transmittal Letter accompanying the Offeror’s Technical Proposal.
Acknowledgement of the receipt of addenda to the RFP issued after the Proposal due date shall
be in the manner specified in the addendum notice. Failure to acknowledge receipt of an
addendum does not relieve the Offeror from complying with the terms, additions, deletions, or
corrections set forth in the addendum, and may cause the Proposal to be deemed not susceptible
for award.

1.19 Cancellations

The State reserves the right to cancel this RFP, accept or reject any and all Proposals, in whole or in
part, received in response to this RFP, to waive or permit the cure of minor irregularities, and to
conduct discussions with all qualified or potentially qualified Offerors in any manner necessary to
serve the best interests of the State. The State also reserves the right, in its sole discretion, to award a
Contract based upon the written Proposals received without discussions or negotiations.

1.20 Incurred Expenses

The State will not be responsible for any costs incurred by any Offeror in preparing and submitting a
Proposal, in making an oral presentation, in providing a demonstration, or in performing any other
activities related to submitting a Proposal in response to this solicitation.

1.21 Protest/Disputes

Any protest or dispute related, respectively, to this solicitation or the Contract shall be subject to the
provisions of COMAR 21.10 (Administrative and Civil Remedies).

1.22 Offeror Responsibilities

1.22.1 The successful Offeror shall be responsible for rendering products and services for which it has
been selected as required by this RFP. All subcontractors shall be identified and a complete
description of their role relative to the Proposal shall be included in the Offeror’s Proposal. If
applicable, subcontractors utilized in meeting the established MBE or VSBE participation
goal(s) for this solicitation shall be identified as provided in the appropriate Attachment(s) of
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this RFP (see Section 1.33 “Minority Business Enterprise Goals” and Section 1.41 “Veteran-
Owned Small Business Enterprise Goals”).

1.22.2 If an Offeror that seeks to perform or provide the products/services required by this RFP is the
subsidiary of another entity, all information submitted by the Offeror, such as but not limited
to, references, financial reports, or experience and documentation (e.g. insurance policies,
bonds, letters of credit) used to meet minimum qualifications, if any, shall pertain exclusively
to the Offeror, unless the parent organization will guarantee the performance of the subsidiary.
If applicable, the Offeror’s Proposal shall contain an explicit statement that the parent
organization will guarantee the performance of the subsidiary.

1.22.3 Although experience and documentation of an Offeror’s parent may be used to satisfy
minimum qualifications, a parental guarantee of the performance of the Offeror under this
Section will not automatically result in crediting the Offeror with the experience and/or
qualifications of the parent under any evaluation criteria pertaining to the actual Offeror’s
experience and qualifications. Instead, the Offeror will be evaluated on the extent to which the
State determines that the experience and qualifications of the parent are transferred to and
shared with the Offeror, any stated intent by the parent in its guarantee of performance for
direct involvement in the performance of the Contract, and the value of the parent’s
participation as determined by the State.

1.23 Substitution of Personnel

1.23.1 Key Personnel

For this Contract, the following positions to be identified in the Technical Proposal will be
considered Key Personnel:

A. Program Manager
B. Subject Matter Expert (Budgeting & Performance Management)
C. Organizational Change Management Lead

These position requirements are described in more detail in Attachment T. These key positions
have been selected because it is the State’s opinion that these roles will be the most crucial for the
success of the project.

1. Program Management: scheduling, cost control and efficient use of resources

2. Subject Matter Expertise: Detailed design, requirements traceability and effective test
case creation

3. Change Management Expert/Lead: Stakeholder communications, training design and
delivery.
1.23.2 Continuous Performance of Key Personnel

Key Personnel shall be available to perform Contract requirements as of the NTP Date. Unless
explicitly authorized by the Contract Manager or specified in the Contract, Key Personnel shall be
assigned to the State of Maryland as a dedicated resource.
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Key Personnel shall perform continuously for the duration of the Contract, or such lesser duration
as specified in the Technical Proposal. Key Personnel may not be removed by the Contractor from
working under the Contract without the prior written approval of the Contract Manager.

The provisions of this section apply to Contractor Personnel and Key Personnel identified in each
Work Order Request and Work Order.

1.23.3 Definitions
For the purposes of this section, the following definitions apply:

1. Extraordinary Personnel Event — means leave under the Family Medical Leave Act; or an
incapacitating injury or incapacitating illness; or other circumstances that in the sole discretion
of the State warrant an extended leave of absence, such as extended jury duty or extended
military service that precludes the individual from performing his/her job duties under the
Contract.

2. Incapacitating — means any health circumstance that substantially impairs the ability of an
individual to perform the job duties described for that individual’s position in the RFP or the
Contractor’s Technical Proposal.

1.23.4 Contractor Personnel General Substitution Provisions

The following provisions apply to all of the circumstances of Contractor Personnel substitution
described in section 1.23.5.

1. The Contractor shall demonstrate to the Contract Manager’s satisfaction that the
proposed substitute has qualifications at least equal to those of the Contractor Personnel
proposed to be replaced.

2. The Contractor shall provide the Contract Manager with a substitution request that shall
include:

a. A detailed explanation of the reason(s) for the substitution request;

b. The resume of the proposed substitute, signed by the substituting individual and
his/her formal supervisor;

c. The official resume of the current personnel for comparison purposes; and
d. Evidence of any required credentials.

3. The Contract Manager may request additional information concerning the proposed
substitution. In addition, the Contract Manager and/or other appropriate State personnel
involved with the Contract may interview the proposed substitute personnel prior to
deciding whether to approve the substitution request.

4. The Contract Manager will notify the Contractor in writing of: (i) the acceptance or
denial, or (ii) contingent or temporary approval for a specified time limit, of the
requested substitution. The Contract Manager will not unreasonably withhold approval
of a proposed Contractor Personnel replacement.

1.23.5 Replacement Circumstances
1. Key Personnel Replacement
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To replace any Key Personnel in a circumstance other than as described in item 2 of this
section, including transfers and promotions, the Contractor shall submit a substitution request
as described in 1.23.4 to the Contract Manager at least fifteen (15) days prior to the intended
date of change. A substitution may not occur unless and until the Contract Manager approves
the substitution in writing.

2. Key Personnel Replacement Due to Vacancy

a. The Contractor shall replace Key Personnel whenever a vacancy occurs due to the sudden
termination, resignation, Extraordinary Personnel Event, or death of such personnel. (A
termination or resignation with thirty (30) days or more advance notice shall be treated as a
replacement under 1.23.5.1.)

b. Under any of the circumstances set forth in the paragraph above, the Contractor shall
identify a suitable replacement and provide the same information and items required under
section 1.23.4within fifteen (15) days of the actual vacancy occurrence or from when the
Contractor first knew or should have known that the vacancy would be occurring,
whichever is earlier.

3. Key Personnel Replacement Due to an Indeterminate Absence

a. Ifany Key Personnel has been absent from his/her job for a period of ten (10) days due to
injury, illness, or other physical condition, or an Extraordinary Personnel Event and it is not
known or reasonably anticipated that the individual will be returning to work within the
next twenty (20) days to fully resume all job duties, before the 25th day of continuous
absence, the Contractor shall identify a suitable replacement and provide the same
information and items to the Contract Manager as required under section 1.23.4.

b. However, if this person is available to return to work and fully perform all job duties before
a replacement has been authorized by the Contract Manager the Contract Manager may, at
his/her sole discretion, authorize the original personnel to continue to work under the
Contract, or authorize the replacement personnel to replace the original personnel,
notwithstanding the original personnel’s ability to return.

4. Directed Personnel Replacement

a. The Contract Manager may direct the Contractor to replace any Contractor Personnel who,
in the sole discretion of the Contract Manager, are perceived as being unqualified, non-
productive, unable to fully perform the job duties, disruptive, or known, or reasonably
believed, to have committed a major infraction(s) of law, Department policies, or Contract
requirements. Normally, a directed personnel replacement will occur only after prior
notification of problems with requested remediation, as described in paragraph 4.b.

b. If deemed appropriate in the discretion of the Contract Manager, the Contract Manager
shall give written notice of any Contractor Personnel performance issues to the Contractor,
describing the problem and delineating the remediation requirement(s). The Contractor
shall provide a written response to the remediation requirements in a Remediation Plan
within ten (10) days of the date of the notice and shall immediately implement the
Remediation Plan upon written acceptance by the Contract Manager. If the Contract
Manager rejects the Remediation Plan, the Contractor shall revise and resubmit the plan to
the Contract Manager within five (5) days, or in the timeframe set forth by the Contract
Manager in writing.
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c. Should performance issues persist despite an approved Remediation Plan, the Contract
Manager may give written notice of the continuing performance issues and either request a
new Remediation Plan within a specified time limit or direct the substitution of Contractor
Personnel whose performance is at issue with a qualified substitute, including requiring the
immediate removal of the Contractor Personnel at issue.

d. Replacement or substitution of Contractor Personnel under this section shall be in addition
to, and not in lieu of, the State’s remedies under the Contract or which otherwise may be
available at law or in equity.

e. If the Contract Manager determines to direct substitution under paragraph 4.a, if at all
possible, at least fifteen (15) days advance notice shall be given to the Contractor.
However, if the Contract Manager deems it necessary and in the State’s best interests to
remove the Contractor Personnel with less than fifteen (15) days’ notice, the Contract
Manager may direct the removal in a timeframe of less than fifteen (15) days, including
immediate removal.

1.23.6 Substitution Prior to and Within 30 Days After Contract Execution

Prior to contract execution or within thirty (30) days after contract execution, the Offeror may
substitute proposed Key Personnel only under the following circumstances: vacancy occurs due to
the sudden termination, resignation, or approved leave of absence due to an Extraordinary
Personnel Event, or death of such personnel. To qualify for such substitution, the Offeror must
demonstrate to the State's satisfaction the event necessitating substitution and that the originally
proposed staff is actual full-time personnel employed directly with the Offeror or subcontractors
(subeentractors; temporary staff or 1099 contractors do not qualify). Proposed substitutions shall
be of equal caliber or higher, in the State's sole discretion. Proposed substitutes deemed by the
State to be less qualified than the originally proposed individual may be grounds for pre-award
disqualification or post-award termination.

1.24 Mandatory Contractual Terms

By submitting a Proposal in response to this RFP, an Offeror, if selected for award, shall be deemed to
have accepted the terms and conditions of this RFP and the Contract, attached herein as Attachment A.
Any exceptions to this RFP or the Contract shall be clearly identified in the Executive Summary of the
Technical Proposal. The volume and severity of exceptions to the Contract terms, including the
terms of the RFP, will be considered in the evaluation process, and may be grounds for finding
an Offeror not reasonably susceptible for award.

1.25 Bid/Proposal Affidavit

A Proposal submitted by an Offeror must be accompanied by a completed Bid/Proposal Affidavit. A
copy of this Affidavit is included as Attachment B of this RFP.

1.26 Contract Affidavit |

All Offerors are advised that if a Contract is awarded as a result of this solicitation, the successful
Offeror will be required to complete a Contract Affidavit. A copy of this Affidavit is included for
informational purposes as Attachment C of this RFP. This Affidavit must be provided within five (5)
Business Days of notification of recommended award.
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1.27 Compliance with Laws/Arrearages |

1.27.1 By submitting a Proposal in response to this RFP, the Offeror, if selected for award, agrees that
it will comply with all federal, State, and local laws applicable to its activities and obligations
under the Contract.

1.27.2 By submitting a response to this solicitation, the Offeror also represents that it is not in arrears
in the payment of any obligations due to the State of Maryland, including the payment of taxes
and employee benefits, and that it shall not become so in arrears during the term of the Contract
if selected for award.

1.28 Verification of Registration and Tax Payment

1.28.1 Before a business entity can do business in the State of Maryland it must be registered with the
Department of Assessments and Taxation, State Office Building, Room 803, 301 West Preston
Street, Baltimore, Maryland 21201. The SDAT website is http://sdatcert3.resiusa.org/ucc-
charter/.

1.28.2 It is strongly recommended that any potential Offeror complete registration prior to the due
date for receipt of Proposals. An Offeror’s failure to complete registration with the
Department of Assessments and Taxation may disqualify an otherwise successful Offeror from
final consideration and recommendation for award.

1.29 False Statements

Offerors are advised that Md. Code Ann., State Finance and Procurement Article, § 11-205.1 provides
as follows:
1.29.1 In connection with a procurement contract a person may not willfully:
A. Falsify, conceal, or suppress a material fact by any scheme or device.
B. Make a false or fraudulent statement or representation of a material fact.
C. Use a false writing or document that contains a false or fraudulent statement or entry of a
material fact.

1.29.2 A person may not aid or conspire with another person to commit an act under subsection (1) of
this section.

1.29.3 A person who violates any provision of this section is guilty of a felony and on conviction is
subject to a fine not exceeding $20,000 or imprisonment not exceeding five years or both.

| 1.30 Payments by Electronic Funds Transfer

By submitting a response to this solicitation, the Offeror agrees to accept payments by electronic funds
transfer (EFT) unless the State Comptroller’s Office grants an exemption. Payment by EFT is
mandatory for contracts exceeding $100,600 $200,000. The successful Offeror shall register using the
COT/GAD X-10 Vendor Electronic Funds (EFT) Registration Request Form.
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Any request for exemption must be submitted to the State Comptroller’s Office for approval at the
address specified on the COT/GAD X-10 form and must include the business identification
information as stated on the form and include the reason for the exemption. The COT/GAD X-10 form
can be downloaded at:
http://comptroller.marylandtaxes.com/Government_Services/StateAccounting_Information/Static_Fil
es/APM/gadx-10.pdf.

1.31 Prompt Payment Policy |

This procurement and the Contract to be awarded pursuant to this solicitation are subject to the Prompt
Payment Policy Directive issued by the Governor’s Office of Minority Affairs (GOMA) and dated
August 1, 2008. Promulgated pursuant to Md. Code Ann., State Finance and Procurement Article, §8
11-201, 13-205(a), and Title 14, Subtitle 3, and COMAR 21.01.01.03 and 21.11.03.01, the Directive
seeks to ensure the prompt payment of all subcontractors on non-construction procurement contracts.
The Contractor must comply with the prompt payment requirements outlined in the Contract, Section
16.14.3 “MBE Prompt Pay Requirements” (see Attachment A), should an MBE goal apply to this RFP.
Additional information is available on GOMA’s website at:
http://goma.maryland.gov/Pages/Legislation-and-Policy.aspx.

1.32 Electronic Procurements Authorized

A. Under COMAR 21.03.05, unless otherwise prohibited by law, a primary procurement unit may
conduct procurement transactions by electronic means, including the solicitation, bidding,
award, execution, and administration of a contract, as provided in Md. Code Ann., Maryland
Uniform Electronic Transactions Act, Commercial Law Article, Title 21.

B. Participation in the solicitation process on a procurement contract for which electronic means
has been authorized shall constitute consent by the Offeror to conduct by electronic means all
elements of the procurement of that Contract which are specifically authorized under the
solicitation or the Contract.

C. “Electronic means” refers to exchanges or communications using electronic, digital, magnetic,
wireless, optical, electromagnetic, or other means of electronically conducting transactions.
Electronic means includes facsimile, e-mail, internet-based communications, electronic funds
transfer, specific electronic bidding platforms (e.g., https://emaryland.buyspeed.com/bso/), and
electronic data interchange.

D. In addition to specific electronic transactions specifically authorized in other sections of this
solicitation (e.g., 8 1.30 “Payments by Electronic Funds Transfer””) and subject to the
exclusions noted in section E of this subsection, the following transactions are authorized to be
conducted by electronic means on the terms (as authorized in COMAR 21.03.05):

1. The Procurement Officer may conduct the procurement using eMM, e-mail, or facsimile to
Issue:

a. the solicitation (e.g., the RFP)
b. any amendments
c. pre-Proposal conference documents
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d. questions and responses

e. communications regarding the solicitation or Bid/Proposal to any Offeror or potential
Offeror

f. notices of award selection or non-selection

g. the Procurement Officer’s decision on any Bid protest or Contract claim
2. An Offeror or potential Offeror may use e-mail to:

a. ask questions regarding the solicitation

b. reply to any material received from the Procurement Officer by electronic means that
includes a Procurement Officer’s request or direction to reply by e-mail or facsimile,
but only on the terms specifically approved and directed by the Procurement Officer

c. submit a "No Bid/Proposal Response" to the solicitation

3. The Procurement Officer, the Contract Manager, and the Contractor may conduct day-to-
day Contract administration, except as outlined in Section E of this subsection, utilizing e-
mail, facsimile, or other electronic means if authorized by the Procurement Officer or
Contract Manager.

E. The following transactions related to this procurement and any Contract awarded pursuant to it
are not authorized to be conducted by electronic means:

a. submission of initial Proposals;
b. filing of Bid Protests;

c. filing of Contract Claims;

d

submission of documents determined by the Department to require original signatures
(e.g., Contract execution, Contract modifications); or

e. any transaction, submission, or communication where the Procurement Officer has
specifically directed that a response from the Contractor or Offeror be provided in
writing or hard copy.

F. Any facsimile or e-mail transmission is only authorized to the facsimile numbers or e-mail
addresses for the identified person as provided in the solicitation, the Contract, or in the
direction from the Procurement Officer or Contract Manager.

1.33 Minority Business Enterprise (MBE) Participation Goal

1.33.1 Establishment of Goal and Subgoals

An overall MBE subcontractor participation goal has been established for this procurement as
identified in the Key Information Summary Sheet, representing a percentage of the total
contract dollar amount.

In addition, the following subgoals have been established for this procurement:
A. There are no subgoals established for this procurement.
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Notwithstanding any subgoals established above, the Contractor is encouraged to use a
diverse group of subcontractors and suppliers from any/all of the various MBE classifications
to meet the remainder of the overall MBE participation goal.

1.33.2 Attachments D-1A to D-5 — The following Minority Business Enterprise participation
instructions, and forms are provided to assist Offerors:

Attachment D-1A MBE Utilization and Fair Solicitation Affidavit & MBE
Participation Schedule (must submit with Proposal)

Attachment D-1B Waiver Guidance

Attachment D-1C Good Faith Efforts Documentation to Support Waiver Request
Attachment D-2 Outreach Efforts Compliance Statement

Attachment D-3A MBE Subcontractor Project Participation Certification
Attachment D-3B MBE Prime Project Participation Certification

Attachment D-4A Prime Contractor Paid/Unpaid MBE Invoice Report
Attachment D-4B MBE Prime Contractor Report

Attachment D-5 Subcontractor/Contractor Unpaid MBE Invoice Report

1.33.3 An Offeror shall include with its Bid/Proposal a completed MBE Utilization and Fair
Solicitation Affidavit (Attachment D-1A) whereby:

A. The Offeror acknowledges the certified MBE participation goal and commits to make a
good faith effort to achieve the goal and any applicable subgoals, or requests a waiver, and
affirms that MBE subcontractors were treated fairly in the solicitation process; and

B. The Offeror responds to the expected degree of MBE participation, as stated in the
solicitation, by identifying the specific commitment of certified MBEs at the time of
Proposal submission. The Offeror shall specify the percentage of total contract value
associated with each MBE subcontractor identified on the MBE participation schedule,
including any work performed by the MBE prime (including a prime participating as a joint
venture) to be counted towards meeting the MBE participation goals.

C. An Offeror requesting a waiver should review Attachment D-1B (Waiver Guidance) and D-
1C (Good Faith Efforts Documentation to Support Waiver Request) prior to submitting its
request.

If an Offeror fails to submit a completed Attachment D-1A with the Proposal as required, the
Procurement Officer shall determine that the Proposal is not reasonably susceptible of being
selected for award.

1.33.4 Offerors are responsible for verifying that each of the MBE(S) (including any MBE primes
and/or MBE primes participating in a joint venture), selected to meet the goal and any subgoals
and subsequently identified in Attachment D-1A is appropriately certified and has the correct
NAICS codes allowing it to perform the committed work.

1.33.5 Within ten (10) Working Days from notification of recommended award or the date of the
actual award, whichever is earlier, the Offeror must provide the following documentation to the
Procurement Officer.
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1.33.6

1.33.7

1.33.8

1.33.9

A. Outreach Efforts Compliance Statement (Attachment D-2).
B. MBE Prime/Subcontractor Project Participation Certification (Attachment D-3A/3B).

C. If the recommended awardee believes a waiver (in whole or in part) of the overall MBE
goal or of any applicable subgoal is necessary, the recommended awardee must submit a
fully-documented waiver request that complies with COMAR 21.11.03.11.

D. Any other documentation required by the Procurement Officer to ascertain Offeror
responsibility in connection with the certified MBE subcontractor participation goal or any
applicable subgoals.

If the recommended awardee fails to return each completed document within the required
time, the Procurement Officer may determine that the recommended awardee is not
responsible and, therefore, not eligible for Contract award. If the Contract has already been
awarded, the award is voidable.

A current directory of certified MBEs is available through the Maryland State Department of
Transportation (MDOT), Office of Minority Business Enterprise, 7201 Corporate Center Drive,
Hanover, Maryland 21076. The phone numbers are (410) 865-1269, 1-800-544-6056, or TTY
(410) 865-1342. The directory is also available on the MDOT website at
http://mbe.mdot.state.md.us/directory/. The most current and up-to-date information on MBEs
is available via this website. Only MDOT-certified MBEs may be used to meet the MBE
subcontracting goals.

The Contractor, once awarded a Contract, will be responsible for submitting or requiring its
subcontractor(s) to submit the following forms to provide the State with ongoing monitoring of
MBE Participation:

A. Attachment D-4A (Prime Contractor Paid/Unpaid MBE Invoice Report).
B. Attachment D-4B (MBE Prime Contractor Report)
C. Attachment D-5 (MBE Subcontractor/Contractor Unpaid MBE Invoice Report).

An Offeror that requested a waiver of the goal or any of the applicable subgoals will be
responsible for submitting the Good Faith Efforts Documentation to Support Waiver Request
(Attachment D-1C) and all documentation within ten (10) Working Days from notification of
recommended award or from the date of the actual award, whichever is earlier, as required in
COMAR 21.11.03.11.

All documents, including the MBE Utilization and Fair Solicitation Affidavit & MBE
Participation Schedule (Attachment D-1A), completed and submitted by the Offeror in
connection with its certified MBE participation commitment shall be considered a part of the
Contract and are hereby expressly incorporated into the Contract by reference thereto. All of
the referenced documents will be considered a part of the Proposal for order of precedence
purposes (see Contract — Attachment A, Section 2.2).

1.33.10The Offeror is advised that liquidated damages will apply in the event the Contractor fails to

comply in good faith with the requirements of the MBE program and pertinent Contract
provisions. (See Contract - Attachment A, Section 20.14.2).

1.33.11As set forth in COMAR 21.11.03.12-1(D) when a certified MBE firm participates on a contract

as a prime contractor (including a joint-venture where the MBE firm is a partner), a
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procurement agency may count the distinct, clearly defined portion of the work of the contract
that the certified MBE firm performs with its own work force towards fulfilling up to fifty-
percent (50%) of the MBE participation goal (overall) and up to one hundred percent (100%) of
not more than one of the MBE participation subgoals, if any, established for the contract.

In order to receive credit for self-performance, an MBE prime must list its firm in Section 4A
of the MBE Participation Schedule (Attachment D-1A) and include information regarding the
work it will self-perform. For the remaining portion of the overall goal and the subgoals, the
MBE prime must also identify other certified MBE subcontractors (see Section 4B of the MBE
Participation Schedule (Attachment D-1A)) used to meet those goals. If dually-certified, the
MBE prime can be designated as only one of the MBE classifications but can self-perform up
to 100% of the stated subgoal.

As set forth in COMAR 21.11.03.12-1, once the Contract work begins, the work performed by
a certified MBE firm, including an MBE prime, can only be counted towards the MBE
participation goal(s) if the MBE firm is performing a commercially useful function on the
Contract.

1.33.12With respect to Contract administration, the Contractor shall:

A. Submit by the 10th of each month to the Contract Manager and the Department or
Agency’s MBE Liaison Officer:

I. A Prime Contractor Paid/Unpaid MBE Invoice Report (Attachment D-4A) listing any
unpaid invoices, over 45 days old, received from any certified MBE subcontractor, the
amount of each invoice and the reason payment has not been made; and

ii. (If Applicable) An MBE Prime Contractor Report (Attachment D-4B)
identifying an MBE prime’s self-performing work to be counted towards the MBE
participation goals.

B. Include in its agreements with its certified MBE subcontractors a requirement that those
subcontractors submit by the 10th of each month to the Contract Manager and the
Department or Agency’s MBE Liaison Officer an MBE Subcontractor Paid/Unpaid Invoice
Report (Attachment D-5) that identifies the Contract and lists all payments to the MBE
subcontractor received from the Contractor in the preceding 30 days, as well as any
outstanding invoices, and the amounts of those invoices.

C. Maintain such records as are necessary to confirm compliance with its MBE participation
obligations. These records must indicate the identity of certified minority and non-minority
subcontractors employed on the Contract, the type of work performed by each, and the
actual dollar value of work performed. Subcontract agreements documenting the work
performed by all MBE participants must be retained by the Contractor and furnished to the
Procurement Officer on request.

D. Consent to provide such documentation as reasonably requested and to provide right-of-
entry at reasonable times for purposes of the State’s representatives verifying compliance
with the MBE participation obligations. Contractor must retain all records concerning MBE
participation and make them available for State inspection for three years after final
completion of the Contract.
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E. Upon completion of the Contract and before final payment and/or release of retainage,
submit a final report in affidavit form and under penalty of perjury, of all payments made
to, or withheld from MBE subcontractors.

1.34 Living Wage Requirements

1.34.1 Maryland law requires that contractors meeting certain conditions pay a living wage to covered
employees on State service contracts over $100,000. Maryland Code, State Finance and
Procurement, 8 18-101 et al. The Commissioner of Labor and Industry at the Department of
Labor, Licensing and Regulation requires that a contractor subject to the Living Wage law
submit payroll records for covered employees and a signed statement indicating that it paid a
living wage to covered employees; or receive a waiver from Living Wage reporting
requirements. See COMAR 21.11.10.05.

1.34.2 If subject to the Living Wage law, Contractor agrees that it will abide by all Living Wage law
requirements, including but not limited to reporting requirements in COMAR 21.11.10.05.
Contractor understands that failure of Contractor to provide such documents is a material
breach of the terms and conditions and may result in Contract termination, disqualification by
the State from participating in State contracts, and other sanctions. Information pertaining to
reporting obligations may be found by going to the Maryland Department of Labor, Licensing
and Regulation (DLLR) website http://www.dllr.state.md.us/labor/prev/livingwage.shtml.

1.34.3 Additional information regarding the State’s living wage requirement is contained in
Attachment G. Bidders must complete and submit the Maryland Living Wage Requirements
Affidavit of Agreement (Attachment G-1) with their Proposals. If an Offeror fails to complete
and submit the required documentation, the State may determine an Offeror to not be
responsible under State law.

1.34.4 Contractors and subcontractors subject to the Living Wage Law shall pay each covered
employee at least the minimum amount set by law for the applicable Tier area. The specific
living wage rate is determined by whether a majority of services take place in a Tier 1 Area or a
Tier 2 Area of the State. If the Contractor provides more than 50% of the services from an out-
of-State location, the State agency determines the wage tier based on where the majority of the
service recipients are located. See COMAR 21.11.10.07.

1.34.5 The Offeror shall identify in the Proposal the location from which services will be provided.

NOTE: Whereas the Living Wage may change annually, the Contract price may not be changed
because of a Living Wage change.

1.35 Federal Funding Acknowledgement

The Contract does not contain federal funds. The costs are funded via an indirect cost allocation to the
State agencies.

1.36 Conflict of Interest Affidavit and Disclosure |

Offerors shall complete and sign the Conflict of Interest Affidavit and Disclosure (Attachment 1) and
submit it with their Proposal. All Offerors are advised that if a Contract is awarded as a result of this

RFP for Department of Information Technology Page 32


http://www.dllr.state.md.us/labor/prev/livingwage.shtml

Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

solicitation, the Contractor’s personnel who perform or control work under this Contract and each of
the participating subcontractor personnel who perform or control work under this Contract shall be
required to complete agreements substantially similar to Attachment | Conflict of Interest Affidavit
and Disclosure. For policies and procedures applying specifically to Conflict of Interests, the Contract
is governed by COMAR 21.05.08.08.

Contractors should be aware that the State Ethics Law, Md. Code Ann., General Provisions Article,
Title 5, might limit the selected Contractor's ability to participate in future related procurements,
depending upon specific circumstances.

By submitting a Conflict of Interest Affidavit and Disclosure, the Contractor shall be construed as
certifying all personnel and subcontractors are also without a conflict of interest as defined in COMAR
21.05.08.08A.

1.37 Non-Disclosure Agreement

1.37.1 Non-Disclosure Agreement (Offeror)
A Non-Disclosure Agreement (Offeror) is not required for this procurement.
1.37.2 Non-Disclosure Agreement (Contractor)

All Offerors are advised that this solicitation and any resultant Contract(s) are subject to the terms of
the Non-Disclosure Agreement (NDA) contained in this solicitation as Attachment J. This Agreement
must be provided within five (5) Business Days of notification of recommended award; however, to
expedite processing, it is suggested that this document be completed and submitted with the Proposal.

| 1.38 HIPAA - Business Associate Agreement |

A HIPAA Business Associate Agreement is not required for this procurement.

| 1.39 Non-Visual Access |

1.39.1 By submitting a Proposal, the Offeror warrants that the information technology offered under
the Proposal: (1) provides equivalent access for effective use by both visual and non-visual
means; (2) will present information, including prompts used for interactive communications, in
formats intended for both visual and non-visual use; (3) if intended for use in a network, can be
integrated into networks for obtaining, retrieving, and disseminating information used by
individuals who are not blind or visually impaired; and (4) is available, whenever possible,
without modification for compatibility with software and hardware for non-visual access. The
Offeror further warrants that the cost, if any, of modifying the Information Technology for
compatibility with software and hardware used for non-visual access will not increase the price
of the information technology by more than five percent (5%). For purposes of this solicitation,
the phrase “equivalent access” means the ability to receive, use and manipulate information and
operate controls necessary to access and use information technology by non-visual means.
Examples of equivalent access include keyboard controls used for input and synthesized
speech, Braille, or other audible or tactile means used for output.

1.39.2 The Non-visual Access Clause noted in COMAR 21.05.08.05 and referenced in this solicitation
is the basis for the standards that have been incorporated into the Maryland regulations, which
can be found at: www.doit.maryland.gov, keyword: NVA.

RFP for Department of Information Technology Page 33



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

1.40 Mercury and Products That Contain Mercury |

This solicitation does not include the procurement of products known to likely include mercury as a
component.

1.41 Veteran-Owned Small Business Enterprise Goals |

1.41.1 Notice to Offerors

Questions or concerns regarding the Veteran-Owned Small Business Enterprise (VSBE)
subcontractor participation goal of this solicitation must be raised before the due date for
submission of Proposals.

1.41.2 Purpose

The Contractor shall structure its procedures for the performance of the work required in this
Contract to attempt to achieve the VSBE subcontractor participation goal stated in this
solicitation. VSBE performance must be in accordance with this section and Attachment M,
as authorized by COMAR 21.11.13. The Contractor agrees to exercise all good faith efforts
to carry out the requirements set forth in this section and Attachment M.

1.41.3 VSBE Goals

An overall MBE subcontractor participation goal of the total contract dollar amount has been
established for this procurement as identified in the Key Information Summary Sheet.

By submitting a response to this solicitation, the Offeror agrees that this percentage of the
total dollar amount of the Contract will be performed by verified veteran-owned small
business enterprises.

In 2015, Maryland amended COMAR 21.11.13.05 as part of its Veteran-Owned Small
Business Enterprise (VSBE) program concerning VSBE primes. This amendment, which
became effective March 6, 2015, allows an agency to count the distinct, clearly defined
portion of work that a certified VSBE performs with its own work force toward meeting up to
one-hundred (100%) of the VSBE goal established for a procurement. Please see the attached
VSBE forms and instructions.

In order to receive credit for self-performance, a VSBE Prime must list its firm in the VSBE
Prime/Subcontractor Participation Schedule (Attachment M-1) and include information
regarding the work it will self-perform. For any remaining portion of the VSBE goal that is
not to be performed by the VSBE Prime, the VSBE Prime must also identify verified VSBE
subcontractors used to meet the remainder of the goal.

1.41.4 Solicitation and Contract Formation

An Offeror must include with its Proposal a completed Veteran-Owned Small Business
Enterprise Utilization Affidavit and Subcontractor Participation Schedule (Attachment M-1)
whereby:

A. the Offeror acknowledges it: a) intends to meet the VSBE participation goal; or b) requests
a full or partial waiver of the VSBE participation goal. If the Offeror commits to the full
VSBE goal or requests a partial waiver, it shall commit to making a good faith effort to
achieve the stated goal.

RFP for Department of Information Technology Page 34



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

B. the Offeror responds to the expected degree of VSBE participation as stated in the
solicitation, by identifying the specific commitment of VSBEs at the time of Proposal
submission. The Offeror shall specify the percentage of contract value associated with each
VSBE subcontractor identified on the VSBE Participation Schedule.

If an Offeror fails to submit Attachment M-1 with the Proposal as required, the Procurement
Officer may determine that the Proposal is not reasonably susceptible of being selected for
award.

1.41.5 Within 10 Working Days from notification of recommended award, the awardee must provide
the following documentation to the Procurement Officer.

A. VSBE Subcontractor Participation Statement (Attachment M-2);

B. If the apparent awardee believes a full or partial waiver of the overall VSBE goal is
necessary, it must submit a fully-documented waiver request that complies with COMAR
21.11.13.07; and

C. Any other documentation required by the Procurement Officer to ascertain Offeror
responsibility in connection with the VSBE subcontractor participation goal.

If the apparent awardee fails to return each completed document within the required time, the
Procurement Officer may determine that the apparent awardee is not reasonably susceptible
of being selected for award.

1.41.6 The Contractor, once awarded the Contract shall:

A. Submit monthly by the 10th of the month following the reporting period to the Contract
Manager and Department or Agency VSBE representative a report listing any unpaid
invoices, over 45 days old, received from any VSBE subcontractor, the amount of each
invoice, and the reason payment has not been made (Attachment M-3).

B. Include in its agreements with its VSBE subcontractors a requirement that those
subcontractors submit monthly by the 10th of the month following the reporting period to
the Contract Manager and Department or Agency VSBE representative a report that
identifies the prime contract and lists all payments received from Contractor in the
preceding 30 days, as well as any outstanding invoices, and the amount of those invoices
(Attachment M-4).

C. Maintain such records as are necessary to confirm compliance with its VSBE participation
obligations. These records must indicate the identity of VSBE and non-VSBE
subcontractors employed on the contract, the type of work performed by each, and the
actual dollar value of work performed. The subcontract agreement documenting the work
performed by all VSBE participants must be retained by the Contractor and furnished to the
Procurement Officer on request.

D. Consent to provide such documentation as reasonably requested and to provide right-of-
entry at reasonable times for purposes of the State’s representatives verifying compliance
with the VSBE participation obligations. The Contractor must retain all records concerning
VSBE participation and make them available for State inspection for three years after final
completion of the Contract.
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E. At the option of the Department or Agency, upon completion of the Contract and before
final payment and/or release of retainage, submit a final report in affidavit form and under
penalty of perjury, of all payments made to, or withheld from VSBE subcontractors.

1.42 Location of the Performance of Services Disclosure

The Offeror is required to complete the Location of the Performance of Services Disclosure. A copy
of this Disclosure is included as Attachment N. The Disclosure must be provided with the Proposal.

| 1.43 Department of Human Resources (DHR) Hiring Agreement |

This solicitation does not require a DHR Hiring Agreement.

| 1.44 Purchasing and Recycling Electronic Products |

This section does not apply to this solicitation.

| 1.45 Contract Extended To Include Other Non-State Governments or Agencies |

For the purposes of an information technology or telecommunications procurement, pursuant to
sections 3A-401(b) and 13-110 of the State Finance and Procurement Acrticle of the Annotated Code of
Maryland, county, municipal, State entities that are not subject to DolT’s authority, including State
non-executive branch entities, and non-State governments or agencies may purchase from the
Contractor goods or services covered by this Contract at the same maximum prices to which the State
would be subject under the resulting Contract. All such purchases:

(1) shall constitute Contracts between the Contractor and that government, agency or organization;

(2) For non-State entities, shall not constitute purchases by the State or State agencies under this
Contract;

(3) For non-State entities, shall not be binding or enforceable against the State; and

(4) may be subject to other terms and conditions agreed to by the Contractor and the purchaser.
The Contractor bears the risk of determining whether or not a government, agency or organization
with which the Contractor is dealing is a State entity.

| 1.46 Surety Bond Assistance Program

This section does not apply to this solicitation.

| 1.47 Performance Bond

This section does not apply to this solicitation.

| 1.48 Retainage

1.48.1 The State shall withhold from payment a percentage of the gross amount of each Deliverable
submitted by the Contractor during phase 4 through 8 of the State’s SDLC. The amount
withheld is considered as retainage to help guarantee complete and acceptable performance of
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any and all Contract terms. The percent of retainage to be withheld from each Deliverable is
10.

1.48.2 The Retainage will be released when the complete solution has been implemented.
1.48.3 No retainage will be withheld from licenses, software, hardware or hosting purchases.

1.48.4 The State reserves the right to include up to 10% retainage for each Deliverable described in a
Work Order. The Work Order shall also include release criteria for the retainage.

1.48.5 Solution Completion is defined in section 3.11.6

1.49 Incentives

1.49.1 Price Incentives: The share ratio of any Deliverable ceiling price underruns will be 50%.
Overruns will also be shared at 50%, but the Contractor may not exceed the price ceiling
without approval from the Contract Manager. These share ratios only apply to labor and other
services, by Deliverable. It does not apply to licenses or other materials (e.g. hardware,
software or hosting).

Note: ""Share ratio’" is the proportion of how much of the cost of an overrun or the benefit
of an underrun of a Deliverable, relative to its ceiling price, will be shared between the
Contractor and the State. A share ratio of 50% means that the State and Contractor will
share the burden of an overrun equally, while the Contractor will be rewarded for price
underruns with a credit of 50% of the difference between the revised price and the
original ceiling price.

1.49.2 Schedule Incentives: An incentive award for 2% of total labor charges for SDLC Phases 4
through 8 shall be paid for each month (pro-rated) that the complete solution is implemented
prior to May 1, 2017 (the agreed-to implementation date). This date may be adjusted during
the project based on approved change requests and/or work orders. The incentive award is
capped at 8% of total labor charges.

1.49.3 Conversely, 50% of the accumulated retainage will be withheld if the solution cannot be fully
implemented by May 31, 2017. The remaining 50% of the retainage will be withheld if the
solution cannot be implemented by July 31%, 2017. This applies to all Deliverables related to
the Implementation phase as well as its predecessors. These dates may be adjusted during the
project based on approved change requests and/or work orders.

1.49.4 Solution Completion is defined in section 3.11.6
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2 MINIMUM QUALIFICATIONS

2.1 Offeror Minimum Qualifications

The Offeror must provide proof with its Proposal that the following Minimum Qualifications in this
section have been met in order for a proposal to be considered reasonably susceptible for award:

For the purposes of minimum qualifications, the following definitions are used:

a. “significant size” means government entities or commercial enterprises with at least 20,000
employees.

b. *“different organization” means any enterprise not directly or legally associated with others
mentioned

Offeror shall summarize which proofs apply to more than one qualification. Any individual reference
provided may satisfy the requirements for either section 2.1.1 or 2.1.2, or both.

2.1.1 Offeror capabilities: The Offeror shall have implemented enterprise budgeting systems within
the last five (5) years for at least three (3) different organizations of significant size. At least
one example used as proof must be public sector.

2.1.2 If the Offeror is not also the manufacturer of the proposed budgeting software package(s), the
Offeror must demonstrate that the manufacturer supports the Offeror’s proposal. As proof of
this requirement the Offeror may submit that the Offeror is a reseller or service partner of the
manufacturer, or provide a Letter of Authorization from the vendor.

2.1.3 Product capabilities: The Offeror shall propose the use of a software package or combination of
packages that are currently in use by at least three (3) different organizations of significant size.
At least one example used as proof must be public sector.

Note: Subcontractor experience may not be used by Offeror to meet Minimum Qualifications.
The minimum qualifications must be met by the Offeror/Contractor.

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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3 SCOPE OF WORK

3.1 Background and Purpose

The purpose of this solicitation is to select, implement, operate and support a state-of-the-art
commercially available software package(s) to support the creation, analysis and monitoring of
operating budgets for all State agencies and the Department of Budget and Management (DBM).

In addition to the software package(s), the scope includes comprehensive business process changes,
user training, data conversion, project management, and operations and maintenance services.

Sections 3.1, 3.2 and 3.3 are intended to give the Offeror a picture of the high-level scope and
environment in which the EBS project functions. These sections do not require the Offeror to respond
to particular items nor to describe their offering. However, these sections do contain information that

should be helpful in responding to other sections.

Section 3.4 contains general requirements common to most Information Technology RFPs issued by
the State. The Offeror need only respond to items that the Offeror cannot accept as written.

Sections 3.5 and 3.6 contain high-level functional, technical, project management and security
requirements to which the Offeror is required to respond. These sections contain the bulk of the
project requirements and the majority of the evaluation weight.

The remaining parts of Section 3 discuss particular contractual or project requirements. Of these, only
section 3.10 requires a written response by the Offeror.

Note: Attachment W contains a comprehensive list of solution requirements. Instructions to the

Offeror are included at the top of that section.

Section Purpose Offeror’s Required Technical Response Actions
3.1-33 Background and High-Level None Required
Scope
3.4 General Requirements Respond specifically to items the Offeror cannot accept
as written
35-36 Functional, Technical & Respond specifically to all items
Project Management
Requirements
3.7-39 Contractual & Project Proposal submission indicates that the Offeror accepts
Requirements these requirements and will act in accordance with
State processes, procedures and information needs
3.10 Contractual & Project Respond specifically to all items
Requirements
3.11-3.15 Contractual & Project Proposal submission indicates that the Offeror accepts
Requirements these requirements and will act in accordance with
State processes, procedures and information needs
Attachment | Comprehensive List of Respond specifically to all items
W Solution Requirements
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| 3.2 Agency / Project Background |

3.2.1 Agency Background

The Department of Budget and Management (DBM) helps the Governor, State agencies, and their
employees provide effective, efficient, and fiscally sound government to the citizens of Maryland. It
supports agency efforts to achieve results by helping them obtain the fiscal, capital, and personnel
resources needed to provide services to Maryland citizens.

As part of DBM, the Office of Budget Analysis (OBA) aids the Secretary of Budget and Management
in review, analysis, and formulation of an annual State operating budget for the Governor's
consideration. For this purpose, the Office evaluates budget requests from all operating units of State
government.

OBA studies and makes recommendations on financial, revenue and fiscal matters that affect the
current budget of State Government, including budget amendments. OBA also considers projected
budgetary requests and requirements. It examines the administration, organization, staffing, duties, and
responsibilities of State agencies to detect any duplication or overlap of work, duties, or functions.

Professional personnel of OBA are assigned certain areas of State government to study and analyze.
They evaluate budget requests, historical data, and other information about State agencies under their
review and make recommendations regarding agency budgets.

OBA also enforces numerous laws and regulations that ensure economical and efficient use of state
funds, personnel, equipment (including State-owned motor vehicles), and other resources (State
Finance and Procurement Article, Secs. 3-201 through 3-503, 7-101 through 7-404).

3.2.2 Project Background

The State’s legacy budgeting system, Hands On Budget Office (HOBO), used by OBA and other
agencies, is a critical system that represents a high risk to OBA’s mission due to its age (30+ years),
lack of maintainability, lack of user-friendliness, and use of outdated and unsupported mainframe
technologies. The State has decided that the budgeting system requires replacement in order to avoid
the possibility of failure and in order to realize the many benefits, efficiencies, and increased accuracy
offered by modern enterprise budgeting solutions. The State is also taking this opportunity to review
many of the processes and work-arounds that have evolved over time with the goal of simplifying
compliance with mandated requirements.

In 2014, the EBS Project was launched with the functional analysis of the budgeting processes in use
by DBM and the various State agencies. After extensive ‘as-is’ and ‘to-be’ requirements gathering
sessions, the scope of the EBS RFP was identified. This documentation will be provided to the
Contractor after award.

3.2.3 Objectives

The overarching objective of the EBS Replacement Project is to implement a comprehensive solution
to allow for a more efficient and effective budgeting and financial management process. Specific
objectives are:

1. Streamline and improve efficiency in the business processes engaged during budget
preparation, analysis, and approval.

a. Reduce time required to prepare budget analyses
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b. Allow for budgetary analysis directly in the EBS tool, without requiring the use
of external tools such as spreadsheets.

c. Automate the processing of multiple fund sources within each agency’s budget
development cycle.

2. Allow for the incorporation of capital projects that are part of the operating budget.

3. Provide a user-friendly, intuitive budgeting system that will support adoption at the
agency level, allowing for the overall budget development effort to be appropriately
distributed across all budget stakeholders.

a. Eliminate or reduce the creation of agency budget requests on spreadsheets or
other forms for submission to DBM.

b. Provide the ability for DBM to engage interactively with agency staff during
budget development.

4. Eliminate unnecessary and repetitive manual data entry currently required at multiple
process points during budget development, maintenance and analysis.

a. Provide the ability for all agencies to maintain budget requests in the EBS.

b. Whenever possible, ensure that all external data necessary during budget
development is imported into the system electronically.

c. Assure that all reports, analyses, recommendations, print content and supporting
documentation are created and maintained in the EBS.

5. Eliminate or significantly reduce inefficiencies encountered during budget printing and
publishing.

a. Allow for the creation and publication of the Maryland Operating Budget,
Budget Highlights, and Fiscal Digest and the creation, maintenance and
publication of the performance data within the EBS.

6. Allow for integration between the budgeting system and systems of record for pertinent
enterprise data such as Personnel and Accounting.

a. Eliminate the need for manual incorporation of Personnel files.

b. Provide the ability to use previous-year actuals and current-year appropriations
as needed during budget development.

7. Improve data quality and integrity in the budget life cycle
a. Reduce the manual validation of figures and formulas between systems.

8. Allow for the ongoing tracking and reporting of actual expenditures against budget
appropriations.

a. Provide the ability to prepare ongoing analysis of actuals vs. appropriations
during the budget year.

b. Allow amendments to the current budget to be created, processed and
incorporated electronically.
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3.3 Project Scope |

The Contractor will be required to select, implement, operate and support a software solution that will
enable the State to perform the following high level business processes. The functional and technical
requirements relating to these business processes are defined in Section 3.5 and Attachment W. The
solution must be fully operational by May 2017 to support development of the FY 2019 Operating
Budget.

3.3.1 Core Budgeting
The EBS shall support:

Operating budget preparation, documentation and workflow
Assignment of targets at any level of the chart of accounts

Budget tracking, forecasting and analysis

Budget modification/amendment, documentation and workflow
Publication of Budget data (physical books and web-based distribution)
Electronic generation of an editable budget bill

Performance management results and evaluation

Creation, review and distribution of a 5-year forecast and plan
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3.3.2 Fund-Based Budgeting
The EBS shall allow for budgeting at the fund and source level, and includes:

a Identification of the fund(s) and/or source(s) of budget line items

b. Reporting of budgets and variances at the fund and source level

c Reporting of planned and actual fund source activity

d Support for balances, limits and restrictions on a fund source, including maximum
amounts, distributions across fiscal years and restrictions as to the types of expenditures
allowed (i.e. objects and sub-objects from the Chart of Accounts).

3.3.3 Personnel Budgeting

For most agencies the personnel costs are the most visible line items of the budget. Personnel includes
all individuals with a direct employment relationship with the State. The scope of the solution includes:

a. Interfacing with the State personnel systems (Workday was implemented November
2014) for existing positions, incumbents, contractuals, grades, salary tables, bargaining
units and similar classification data required for the budgeting process

b. Implementation of a control process or workflow for adding or removing positions as
part of budget submissions or decision packages, including discrepancy reporting and
reduction processes.

C. System-assisted or automated calculations for salaries, benefits, vacancy rates, turnover,
retirement costs, etc.

d. Support for personnel budget calculations such as positon control, headcount analysis,
vacancy rates and savings goals.

e. Formulaic and security controls over selected budget line items (e.g. FICA rates, Health

Care contributions)
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Note: While Workday is the largest personnel system, other systems are in use by some
agencies (e.g. the University System, MDOT). The required interfaces are identified and
explained in more detail in section 3.5.2.3.

3.3.4 Project Deliverables

In addition to the software solution meeting the scope mentioned above, the selected Contractor shall
also be responsible for delivering:

1. Detailed design, configuration and customization (as required) of the solution to meet the
functional and technical requirements

2. Data validation and loading, including all necessary reference data and at least 10 years of

historical budget and actual expenditure data

Master Data Management processes, tools and cross-walk functionality

4. Interfaces to/from various related systems. The required interfaces are identified and
explained in more detail in section 3.5.2.3.

5. Organizational Change Management support, including the creation of training materials,
user training, annual refresher training materials; and stakeholder communications

6. On-location user support during the first budget creation cycle (12 months).

7. Functional and technical test case creation, execution and reporting as well as automated
regression and performance testing

8. Provide support for external security and penetration testing

9. Provide location-specific client or network configuration and troubleshooting during
development, testing and the first budget cycle.

10. Definition, set-up and testing of solution performance measures and service levels

11. Solution package licensing valid for at least seven (7) years

12. Setup of either a) hosting subscription for a period of at least seven (7) years; or b)
configuration and support agreements for cloud-based hardware and software for seven (7)
years

13. Recommendation and negotiation of service levels that are acceptable to the State (for both
application performance and ongoing support)

14. Operational support of the product solution for the duration of the Contract period

15. Tier 2 Help Desk support as well as escalation to Tier 3 when necessary.

16. System documentation as defined in sections 3.5.2.3 and 3.5.3.

w

3.3.5 Project Sizing

The State of Maryland has a combined budget of roughly $40 billion, spread across all branches,
departments and agencies. All State government departments, agencies, and administrations
(“agencies”) are in scope. The agencies vary widely in size and scope: the largest has over 23,000
employees while seven have less than 10 employees. The level of expertise and support tools also
varies widely among the agencies. While most agencies have staff that specializes in budgeting and
financial management, some do not. Some agencies have support tools such as WebFocus and
Excel, while others do not. Most agencies use the State-wide accounting system (FMIS/R*Stars)
but some have other packages such as PeopleSoft, Kuali, Jenzabar and SAP (both ‘in addition to’
and ‘instead of” FMIS/R*Stars).

Note: Unlike some other states, Maryland includes higher education institutions in scope for
budgeting activities.

3.3.5.1 Operating Environment
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The scope of this RFP includes the physical or virtual infrastructure required to build, test, operate
and maintain the software solution. The State does not currently have environment that can be
used for this purpose.

3.3.5.2 Budget Line Items

In the current system and process there are roughly 150,000 line items in the annual budget. Each
line item is a collection of budget values (e.g. prior year actual, current year appropriation, future
year request, etc.) for a particular account. Each line item may also include some audit history and
text comments. Due to the use of fund/source based budgeting (Section 3.3.2 above) we expect
that this total will increase to 256 700,000 individual budgeted items per year. In addition, each
item may have a number of changes during the year, and that change history has to be maintained
for at least the current and prior fiscal year.

3.3.5.3 Amendments

Amendments are changes to the budget that are executed in the current fiscal year. There are 15
different amendment types, each having slightly different approval rules and workflows (e.g. some
types of amendments require gubernatorial approval, others do not. Some require legislative
review, others do not.) In fiscal 2015 there were 400 amendments. Requirements for amendments
are discussed in greater detail in section 3.5.1.3.

3.3.5.4 Estimated User Counts

There are 25 full-time employees in OBA that will be using this system. In addition, we are
estimating that there will be around 250 heavy users spread throughout the agencies and another
725 light users. Usage of the system will be very seasonal, with particular days and weeks where
usage is expected to be very high (budgets are due from agencies in August and September). We
are expecting around 200 simultaneous users during those periods. In addition, budgets will be
exported to two Open Data and Transparency initiatives that are available to the public at large.
Those are separate environments and users of the data portals will not impact the EBS.

3.3.5.5 Historical Data

We are looking to maintain at least 10 years of budget and expenditure data in the system. For the
current and prior fiscal year we are also looking to maintain a detailed change history for each
budget line item (including the audit trail).

3.3.6 Project Timeline

The solution must be fully operational by May 2017 to support development of the FY 2019
Operating Budget. The State is assuming a single implementation approach; however, the Offeror
may propose a phased-implementation if the Offeror is confident that it better serves the State's
objectives.

The Offeror is requested to designate a project approach and strategy (single implementation or
phased implementation), assumptions, constraints, high-level timeline, benefits and risks as part of
its response to meeting the solution requirements. The State seeks a technical approach to
satisfying project requirements that

a. meets the go-live schedule objective of May 2017;
b. minimizes business, technical and operational risk; and
C. maximizes successful adoption and use by the stakeholder community.

RFP for Department of Information Technology Page 44



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

If the Offeror’s project approach can achieve go-live prior to May 2017, the Offeror is encouraged
to propose how the time-savings can be spent effectively in order to improve project results.

Note: The State’s program management team assumes that the Contractor will hold a series of
design workshops to decompose the high-level requirements and process flows into detailed
requirements and design specifications. The Contractor needs to be aware that the January
through April time frame is a busy period for OBA staff and meeting times with OBA subject
matter experts need to be used effectively. The Offeror is expected to consider this in its
Project and Staffing plans for 2016.

3.3.7 Project Organization

The EBS Project is funded as a major IT initiative through the Department of Information
Technology (DolT). While the executive sponsor is the Secretary of DBM, Mr. David Brinkley,
both he and the Secretary of DolT (Mr. David Garcia) sit on the program’s Executive Steering
Committee.
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The State’s project oversight includes a full-time Program Manager as well as at least three full-
time resources (Technical and Functional Project Managers and a Quality Assurance Manager),
who will actively work with the Contractor’s team on the solution through completion.
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The OBA Project Lead functions as the primary Subject Matter Expert (SME) and the principal
liaison with the OBA and agency staff. Additional OBA and agency resources will be assigned to
the project as needed for specific project tasks (e.g. detailed design and testing).

The Contractor’s Project Manager will be reporting to the EBS Program Manager.

3.3.8 Project Location

The primary work location for the EBS project will be on Calvert Street in Annapolis, MD. Itis
the State’s requirement that all Key Personnel be located there while engaged on the project.
Facilities can be made available in Annapolis for the remaining project staff or the Offeror can use
its own facilities. Via the Staffing Plan (Section 3.5.3) the Offeror will discuss where the staff will
be located and how teleworking, commuting and travel will be handled.

3.4 General Requirements

3.4.1 Required Project Policies, Guidelines and Methodologies

The Contractor shall be required to comply with all applicable laws, regulations, policies,
standards and guidelines affecting information technology projects, which may be created or
changed periodically. It is the responsibility of the Contractor to ensure adherence and to
remain abreast of new or revised laws, regulations, policies, standards and guidelines
affecting project execution. These may include, but are not limited to:

A. The State of Maryland System Development Life Cycle (SDLC) methodology at:
www.DolT.maryland.gov - keyword: SDLC;

B. The State of Maryland Information Technology Security Policy and Standards at:
www.DolT.maryland.gov - keyword: Security Policy;

C. The State of Maryland Information Technology Non-Visual Standards at:
http://doit.maryland.gov/policies/Pages/ContractPolicies.aspx

D. The State of Maryland Information Technology Project Oversight at:
www.DolT.maryland.gov - keyword: IT Project Oversight;

E. The Project Management Body of Knowledge (PMBOK) at http://www.pmi.org/PMBOK-
Guide-and-Standards.aspx

3.4.2  Any personnel provided under this RFP shall maintain any required professional certifications
for the duration of the resulting Contract.

3.4.3 Transition-In Requirements

The RFP response requires a number of project management documents to be drafted and
submitted (Section 3.5.3.1). Within 60 calendar days of contract start the Contractor shall update
all documents and submit them to the Contract Manager for approval.

3.4.4 Transition-Out Requirements

1. The Contractor shall support requested activities for technical, business and administrative
support to ensure effective and efficient end-of-Contract transition (Transition-Out) to the State
or a third party, e.g., a successor contractor, as directed by the Contract Manager. Examples of
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these activities include a final project debriefing meeting, organization and hand-off of project
materials, documentation, electronic media, any final reports, updated work plans, and final
invoices.

2. The Contractor shall ensure that all necessary knowledge and materials for the tasks completed
are transferred to the custody of State personnel or a third party, as directed by the Contract
Manager.

3. The Contractor shall provide a draft Transition-Out Plan 120 business days in advance of
Contract end date.
4. The Transition-Out Plan shall address at a minimum the following areas:
a. Staffing and any staffing concerns/issues related to the closeout of the Contract;

b. Communications and reporting process between the Contractor and the Contract
Manager;

Security;

Any hardware/software inventory;

Transfer of any required software licenses to the State or the State’s designee;
Any final training of State staff or another State agent’s staff;
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Connectivity services provided, activities and approximate timelines required for
Transition-Out;

h. Knowledge transfer, to include:

i. A working knowledge of the current environment as well as the general business
practices of the State;

ii. Review with DolT the procedures and practices that support the business
process and current environment;

iii. Working knowledge of all technical and functional matters associated with the
System, its architecture, data file structure, interfaces, any batch programs, and
any hardware or software tools utilized in the performance of this Contract;

iv. Documentation that lists and describes all hardware and software tools utilized
in the performance of this Contract;

v. A working knowledge of various utilities and corollary software products used
in support and operation of the System;

I. Plans to complete tasks and any unfinished work items (including open change
requests, and known bug/issues); and

J.  Any risk factors with the timing and the Transition-Out schedule.
k. The Contractor shall document any risk factors and suggested solutions.
5. The Contractor shall ensure all documentation and data including, but not limited to, System

Documentation and current operating procedures, is current and complete with a hard and soft
copy in a format prescribed by the Contract Manager.
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6. If the Contractor is providing or managing the hosting services, the Contractor shall provide
copies of current daily and weekly back-ups to the State or a third party as directed by the
Contract Manager as of the final date of transition, but no later than the final date of the
Contract.

3.4.5 Software, Hardware and Hosting Procurement

3.4.5.1 By responding to this RFP and accepting a Contract award, an Offeror specifically agrees that
for any software, hardware or hosting service that it proposes for use by the State in response
to this RFP, the State will have the right to purchase from another source, instead of from the
selected Offeror.

3.4.5.2 The State requires that the Offeror price individual software modules separately.

3.4.5.3 The State also requires that the Offeror provide fully functional, generally available software
and multiple-user licenses for purchase as needed throughout the life of the Contract.

3.4.5.4 The Offeror shall install the software and provide all documentation as required in Section
3.5.3.

3.4.6 Backup/Disaster Recovery
3.4.6.1 Backups

As part of the software installation and configuration the Contractor shall create a backup schedule
for all application and configuration data that would allow the support staff to restore the
application to full operability on suitable hardware. The backup shall consist of at least:

Incremental daily backups, retained for one month

Full weekly backups, retained for three months

Last weekly backup for each month maintained for two years

One backup per year will be maintained for at least 10 years.

The weekly backup shall be sent electronically to a facility of the State’s choosing
The backups shall be encrypted using a shared key

The Contractor shall perform a backup recovery at least semi-annually

The Contractor shall support the State’s recovery of a backup set on demand.
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3.4.6.2 Disaster Recovery

As part of the hardware topology and sizing described in section 3.5.2.1 the Offeror shall include
the proposed disaster recovery (DR) equipment and service levels. The service levels shall include
both the proposed recovery time and the recovery point.

At least one of the tests each calendar year shall include backup media restoration and failover /
fallback validation at the DR location.

3.4.7 Custom Software

A. As described in the sample Contract (Attachment A), the State shall solely own any custom
software, including, but not limited to application modules developed to integrate with a
COTS, source-codes, maintenance updates, documentation, and configuration files, when
developed under this Contract.

B. Upon a Contractor's voluntary or involuntary filing of bankruptcy or any other insolvency
proceeding, Contractor’s dissolution, Contractor’s discontinuance of support of any
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software or system, the Contractor shall convey to the State all rights, title, and interests in
all custom software, licenses, software source codes, and all associated Software Source
Code Documentation that comprises any solutions proposed as a part of the Master
Contract or Contract. These rights include, but are not limited to, the rights to use, and
cause others to use on behalf of the State, said software, software documentation, licenses,
software source codes, and Software Source Code Documentation.

3.4.8 Custom Source Code

A. For all custom software provided to the State pursuant to any Contract, the Contractor shall
either provide the source code directly to the State in a form acceptable to the State, or at
the State’s sole option, deliver two copies of each software source code and software source
code documentation to a State-approved escrow agent following the terms set forth in the
sample contract (Attachment A) and in Section 3.4.9 below.

B. The State shall have the right to audit custom software source code and corresponding
software source code documentation for each software product that comprises the solution
as represented by the Contractor. This audit shall be scheduled at any time that is
convenient for the parties to be present. The State shall be provided with software or other
tools required to view all software source codes.

C. The Contractor shall provide the current source code and documentation for all custom
software to the State at the time of Contract termination.
3.4.9 Source Code Escrow

A. The Contractor shall cause the escrow agent to place the software source code in the escrow
agent’s vaulted location that is located in the Baltimore/ Washington area of Maryland that
is acceptable to the State.

B. The Contractor shall provide the following:

1. Name, address, and telephone number of the third party that acts as escrow
agent;

Source code escrow procedures;
Name, address, telephone number of party who audits escrow account;
Frequency of updates and maintenance of source code at escrow agent; and
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Description of third party licensing arrangements and associated charges.

3.4.10 Data

A. Data, databases and derived data products created, collected, manipulated, or directly
purchased as part of this RFP shall become the property of the State. The purchasing State
agency is considered the custodian of the data and shall determine the use, access,
distribution and other conditions based on appropriate State statutes and regulations.

B. Licensed and/or copyrighted data shall be governed by the terms and conditions identified
in the Contract.

3.4.11 Travel Reimbursement
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3.4.11.1 Routine Travel is defined as travel within a 50-mile radius of the Department’s base location,
as identified in the RFP, or the Contractor’s facility, whichever is closer to the consulting site.
There will be no payment for labor hours for travel time or reimbursement for any travel
expenses for work performed within these radiuses or at the Contractor’s facility.

3.4.11.2 Non-routine travel is defined as travel beyond the 50-mile radius of Department’s base
location, as identified in the RFP, or the Contractor’s facility, whichever is closer to the
consulting site. Non-routine travel will be reimbursed according to the State’s travel
regulations and reimbursement rates, which can be found at: www.DBM.maryland.gov -
search: Fleet Management. If non-routine travel is conducted by automobile, the first 50
miles of such travel will be treated as routine travel and as described in paragraphs 1 of this
section, and will not be reimbursed. The Contractor may bill for labor hours expended in
non-routine traveling beyond the identified 50-mile radius, only if so specified in the RFP or
work order.

3.4.12 Contract Cost Control and Cost Performance Reporting

The Offeror shall institute cost control and cost performance reporting using Earned Value
Management (EVM) techniques and reporting that comply with ANSI/EIA-748. At a minimum, the
Offeror shall deliver a monthly Cost Performance Report (CPR) in accordance with the requirements
of section 3.5.3.4.

3.5 Solution Requirements

The next three sections (3.5.1, 3.5.2 and 3.5.3) discuss the scope of the business, technical and project
management capabilities the Offeror is required to demonstrate. The requirements in these sections are
phrased as to “what” needs to be accomplished rather than “how” each process should take place. In
their responses the Offerors are requested to provide a brief explanation of the solutions capabilities
relating to each of the items.

Attachment W also contains the list of requirements. That attachment is meant as a checklist of
required functional or technical items, and no detailed explanations or demonstrations are requested.

These three sections and Attachment W will be used in the technical evaluation. However, the detailed
explanations in these sections (3.5.1, 3.5.2 and 3.5.3) are rated higher than Attachment W.

Note: Items marked with an “(N)” are functionality that the State considers “nice to have but highly
desirable.” All others are required for the proposed solution.

3.5.1 Functional / Business Requirements

3.5.1.1 Operating budget preparation documentation and workflow: The initial workflow associated
with the creation of each year’s budget. The *as-is’ process is shown in Attachment U (pages
1 and 2 of Attachment U are two different views of the high-level process). While the ‘to-be’
process details may be dependent on the Offeror’s product, the high-level process steps will
remain the same (except where noted).

1. Prepare Agency FY+1 Targets (Box 1.1): OBA sets targets for each agency, typically at
the top level and for the entire year, without allocating amounts across objects, programs or
months. The creation of targets is a collaborative activity within OBA. These targets may
also include some line items that are distributed by OBA (e.g., “telecommunications
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costs™), which are considered controlled sub-objects. There are currently 12 such
controlled sub-objects.

2. Prep Agency Request — FY+1 and Over-The-Targets* (Box 1.2): Control of the budget
creation process is passed to the individual agencies to allocate the targets across the Chart
of Accounts. The internal workflow may vary by agency (some are centralized, others
decentralized — Offerors can assume at least two additional internal approvals for larger
agencies). Some budget line items are centrally controlled by OBA during this stage.
Agencies may not submit budget proposals back to OBA that exceed the specified Targets
for FY+1. Agency-internal drafts and agency-internal decision packages are Confidential
and must be marked as such.

* Over-The-Target Requests (OTTR) are decision packages where agencies request
funds that exceed the target. Each OTTR will have its own workflow and will be
absorbed into the agency allowance upon approval. OTTRs must be submitted at the
sub-object level within a program. Note: Offerors are requested to discuss the product’s
functionality regarding decision points, variance reporting, justifications, workflow and
workflow-related access controls in this section or in a separate section with a reference
inserted here.

Note: Steps 2, 3 and 4 occur concurrently, not sequentially. In addition, the State
requires the flexibility for an agency to submit parts of their budget request at
different times. The ‘chunks’ may be by unit or program (to be determined during
the design phase). For example, an agency may submit some units today, other units
next week and the remaining the week after.

3. Prep Agency Request — FYO Deficiencies (Box 1.3): The FY+1 budget may also include
budget changes to FYO, including new funds and re-allocations. Each FYO change is a
decision package similar to an OTTR. Offerors are requested to discuss how line items
from separate fiscal years may be processed in parallel. This may be a product feature or a
process change.

4. Prep Agency Request — MFRs (Box 1.4)(N): Managing for Results (MFR) is the name the
State uses to measure results, accountability, efficiency, and continuous improvement in
State government programs. It requires agencies to submit with their annual budget
requests their agency missions, visions, key goals, objectives and performance measures.
These components of agency strategic plans have historically been included in the budget
books. The Offeror is requested to review the types of measures used by the State agencies
at http://www.dbm.maryland.gov/Pages/MFRPerformanceReport.aspx and demonstrate
how the proposed solution facilitates creation and tracking of MFRs.

Note: (N) Going forward, the State would also like to use MFRs to track priorities and
link them to various figures in the budget request. This is currently done manually.

Note: If either of these functionalities requires additional software or additional labor to
implement please include it as a separate section on the Project Plan, Staffing Plan and
Price Sheet.

5. Analyze Agency Request (Box 1.5): When an agency completes its budget submission,
control passes back to OBA. The assigned OBA analyst(s) will review budget submissions
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and discuss various requested changes or adjustments with the agency. A recommendation
is made by the OBA analyst to the DBM Secretary. These recommendations are
Confidential and must be marked as such.

Note: For complex agencies this recommendation is a very elaborate report with
a. Line-item level justifications

b. Variance analysis for current or prior spending and/or performance metrics
c. Detailed reviews of individual programs and/or funding sources

d. Analyses of various scenarios, alternatives and OTTRs presented by either the
analyst or the agency

e. Charts, graphs or other visual representation of detailed data

6. Conduct Agency Budget Hearing (Box 1.6): This is a manual step where agency
representatives defend their budget submissions to the Secretary of DBM, reacting to the
OBA analysis.

6a: As part of this step OBA creates a set of ‘decision guides’ that list all the decisions
that must be made by either the DBM Secretary or the Governor. The decision guides
vary by agency complexity and are organized by meeting agendas with the decision
makers. The Offeror is requested to present how they have supported similar processes
at reference customers.

7. Process Governors Allowance (Box 1.7): The Governor may request DBM make changes
to the budget of any agency of the executive branch. These can be in the form of decision
packages, across the board actions (cuts or additions), or specific changes applicable to only
selected agencies. Decision packages at this stage may impact multiple agencies.

Note: This process takes several weeks and goes through several iterations (which are
Confidential). Agency users should not be able to see the proposed or actual changes in
the System (only the revised totals at the completion of step 13 below.) Please refer to
the request for ‘workflow related access controls’ discussion from step 2 above. Access
may be provided to particular agencies prior to budget finalization, at the discretion of
OBA.

7a: The OBA Director may create internal targets for each agency that the relevant
OBA analyst is expected to meet. Please explain how your product or workflow can
accommodate this level of flexibility.

8. Prepare FY+1 Budget Book (Box 1.8): See section 3.5.1.4 for more information.

9. Prepare FY+1 Budget Bill (Box 1.9): A proposed bill is sent by the Governor to the
Legislative Branch. Currently this process entails an extract from HOBO into Excel,
manual processing in Excel and visual validation against HOBO before being sent to the
DLS Printing Office. See section 3.5.1.5 for more information.

10. Prepare FY+1 Budget highlights ((Box 1.10): See section 3.5.1.4 for more information.
11. Print Budget Books (Box 1.11): See section 3.5.1.4 below.
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12. Distribute Budget Books (Hard Copy) (Box 1.12): This is a manual step and does not
impact the EBS.

13. Analyze and Revise Governors Allowance (Box 1.13): During the legislative session the
Legislature will hold public hearings with the agencies to discuss the budget. The
Governor may amend his/her initial budget or offer supplemental budget proposals that
make specific changes to the original allowance. In parallel with this the legislature may
have reductions and restrictions. The Offeror is requested to discuss how these parallel
processes could be handled within the product.

14. Post Legislative Appropriation (LEGACT) (Box 1.14): The “enrolled bill’ is the budget bill
that has passed both houses of the Legislature. There will be variances from what was
created in step 13. The enrolled bill will be presented to DBM as a hard copy, Word or
PDF document (see links in 3.5.1.4 and 3.5.1.5) and budget values in the EBS must be
changed to match the bill. The Offeror is requested to present best practices or alternatives
from other organizations that have a similar work flow. This step also involves creation of
the Fiscal Digest (one of the budget books discussed in 3.5.1.4) and the final budget to be
transmitted to the accounting system.

15. Prepare Amendments (Box 1.15): Please refer to Section 3.5.1.3 below.

Budget tracking, forecasting and analysis: This function is currently performed with the
support of dozens of Excel spreadsheets, MS Access data bases and third-party reporting
tools. This causes delays, inconsistencies and inaccuracies as data becomes stale. The
Offeror is requested to describe and discuss the budget tracking, reporting and forecasting
capabilities of its product. In addition, please include a brief discussion how legacy data
sources from disparate systems (e.g. Personnel, Accounting) can be integrated with the budget
and performance data. Note: there are at least 3 personnel systems and 5 accounting systems
in use by the State. For purposes of sizing and staffing, please assume that the State will
require interfaces with FMIS/R*Stars, SAP, PeopleSoft, Jenzabar, and Kuali accounting
systems and Workday, PeopleSoft and SAP HR systems.

Budget modification/amendment documentation and workflow: Amendments are changes to
the FYO budget that can occur throughout the year. There are approximately 15 different
amendment types and the workflow for each is defined by the Legislature as part of the
budget bill. Two examples are included in Attachment U (pages 3 & 4 entitled “1.15.1 —
Agency Funds Realignment” and “1.15.2 — Special Federal and Higher Education Funds™).
For FY16 there were roughly 400 amendments. Changes in workflow may also be required if
the originator of the amendment is from the Legislative or Judicial branch. Conceptually this
‘decision package’ process is similar to item 2 in section 3.5.1.1, except that the end result is
an approved change to the current year budget rather than a proposed budget bill. The Offeror
IS requested to discuss the workflow functionality only if it is different from the functionality
already described section 3.5.1.1. The Offeror is to discuss how amendments can interface
with the appropriate accounting system(s) so that approved changes are reflected as updates
are made.

Publication of Budget Data (budget books and web-based distribution): Examples of the
current budget books are available on the DBM web site
(http://dbm.maryland.gov/budget/Pages/operbudhome.aspx). The Offeror is requested to
discuss how the proposed solution will facilitate this process.
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The State is also interested in reducing the number of physical books required and is opting to
maximize virtual distribution instead. The Offeror is requested to discuss how the proposed
solution will enable publication to the DBM web site (and other locations) to make the budget
information available publicly (e.g. https://data.maryland.gov/).

3.5.1.5 Electronic generation of an editable budget bill: The budget bill is currently created via a
semi-manual process. This requirement is to facilitate the creation of the initial draft bill in an
editable format (e.g. Microsoft Word). The budget bill is a list of the line items by program
and fund. The FY 2016 bill is HB0070 available at http://mgaleg.maryland.gov.

3.5.1.6 Creation, review and distribution of a 5-year forecast and plan: In addition to the annual
budget, OBA requires this solution to maintain a 5-year plan or forecast. This forecast is
typically at a higher level (program or perhaps sub-program) and includes more emphasis on
revenue figures than the annual budget. It is possible that detailed programs may also be
included for “what-if’ analysis. The Offeror is requested to discuss the solution’s capabilities
in assisting with long-term forecasting.

3.5.1.7 Identification of the fund and/or source of any budget line item: The new budget solution
must allow the agency to associate each expenditure line item with the source of those funds.
This can be performed at any COA line item level. However there are instances where a
particular program can have multiple funds (for example when a federal grant is a ‘matching’
grant that covers a percentage of a program’s cost). It is necessary to identify not just the
general source of funds (general versus federal) but also which specific federal grant or
special fund (e.g. tuition) is being applied to the program.

3.5.1.8 Reporting of budgets and variances at the Fund and/or Fund Source level: The State’s
accounting system (FMIS/R*Stars) can track costs at the fund and source level. The EBS
must allow for budgeting and reporting at the fund and source level.

3.5.1.9 (N) Support for balances, limits and restrictions on a fund source, including maximum
amounts, distributions across fiscal years and restrictions as to the types of expenditures
allowed (e.g. objects and sub-objects from the Chart of Accounts): The State desires the
capability of having the fund sources (e.g. endowments, individual grants or state revenue
sources) be managed as discrete entities within the application. A federal grant typically has
restrictions as to duration, amount and frequently the type and scope of assets or services that
it can be used for. Similar restrictions exist for other line items or fund sources (e.g. State
Arts Council must include an amount multiplied by a specific economic growth factor and the
tourism-related requests cannot be less than $6 million). Describe how your solution can
meet this functionality. If it cannot meet this functionality, please state as such.

3.5.1.10 Reporting: In addition to the budget books described in section 3.5.1.4 and 3.5.1.5, the
solution must support:

1. Creation of standard reports for use by all agencies. A list of current reports that must be
provided is included as Attachment V

2. Allowing users with permissions to create and save custom reports or modify standard
reports for their own use

3. Ad hoc reporting capabilities

4. Data visualization capabilities such as charts, graphs, trends, and drill-downs
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5. Exporting of reports or graphs to other tools such as Microsoft Office for further refinement

or editing(PDF, DOC, XLS and CSV formats)

6. Exporting of raw or summarized data to other visualization tools and web sites (e.g.
USASpending.GOV and Data.Maryland.GOV.)

3.5.1.11 Miscellaneous Functional Requirements:

This section contains a number of functionalities the Offeror is to address specifically in its Technical
Proposal. This list may contain duplicates from Attachment W to allow the Offeror a place to respond.
1. What-If Analysis: What-if analysis is required at all levels of the budget process, including
changes in revenue and/or expenses ranging from a specific program in a particular
agency/unit for a particular period of time (e.g. different entrance fees at Sandy Point State
Park during the summer) to statewide (e.g. compare the impact of a COLA at 1.5%, 2% and
2.5%.)

2. Reorganizations: The system must be able to model the impact of reorganizations in the
State structure. For example, a particular program may move from one agency to another,
or within an agency from one unit to another. How does the proposed solution allow for
historical comparisons, variance analysis, and access controls?

3. File Imports and Exports: For a small number of entities within the State we require the
ability to import budget information via a file. The Offeror is requested to discuss how
loading a budget file can be accomplished, and how an externally created file interacts with
the update permissions, change log, approval workflow, variance analysis and out-going
interfaces (e.g. to an accounting system).

4. Centrally-controlled programs or sub-objects: Certain programs or accounting lines (objects
or sub-objects) may be controlled centrally rather than at the agency level. Examples
include health insurance costs, building leases, and vehicle insurance. The Offeror is to
discuss how that can be managed in the proposed solution, and its impact on reporting,
workflow and access controls. Note: The central control is not always OBA. Leases, for
example, are managed by staff within the Department of General Services.

5. The creation and modification of employee positions (PINs) is currently tightly controlled,
with new PIN creation requiring approval by OBA staff. Discuss how requested changes in
headcount will be managed via the proposed solution. Include discrepancy identification
and reporting between EBS and the Personnel systems as well as processes for reducing the
discrepancies.

6. Attachments: The State requires the capability to add attachments at any level of the
budget. These attachments become part of the budget form, and all permissions related to
the budget workflow carry over to the attachment. There are several types of attachments,
and the Offeror is to discuss how their solution will track and manage each type:

a. Work Sheets: Work sheets provide additional detail for a particular budget line item.
The sum of the details carries over to the line item without manual data entry. An
example would be a line item for leases with a value, and a work sheet showing the
list of buildings and the costs for each one.
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b. Additional detail: Some attachments are used to further detail a line item, but only
under specific circumstance or for a subset. For example, the sub-object for
‘contractual services’ must include a listing of all vendors exceeding a specified
annual total. The list of vendors may not total the line item.

c. Reporting Attachments: Some attachments (Word, Excel or PDF) are included as
descriptions or explanations. These may include goals or achievements of programs
or grants, agency missions or unit descriptions. They are typically attached in order
to be included in the budget books, but may be used elsewhere as well. Note: The
State is not looking for a full-featured document management system at this time.
The focus is on efficient and accurate analysis and reporting.

d. For each attachment type please discuss limitations and restrictions. Also, please
discuss whether attachments can be “carried over’ from year to year. For example,
leases in year 2 will be similar to year 1.

e. Please discuss whether antivirus scanning is integrated into the solution and whether
document uploads can be restricted to certain kinds of files (e.g. DOC, XLS, PDF
and not EXE)

7. Forms Maintenance: Budget submissions by the agencies include a number of forms and
appendices, typically constructed in Excel format. We are including a list of the current
forms (see also
http://dbm.maryland.gov/budget/Pages/operbudget/OperatingBudgetinstructions.aspx).
The Offeror is requested to describe how these appendices and forms will be created and
submitted in the proposed solution (use DA-1 as an example). Note: Please discuss an
example from an existing implementation rather than building something to our exact
specifications.

Form Name | Form Title
DA-1 Agency, Unit, Program Summaries of dollars, PINs, and contractuals

DA-2 Additional Justifications, Supplementary Material, or Data for
Appendices in Budget Highlights book

DA-2A Health Benefits calculation

Estimate of non-General Fund expenditures. Must be reconciled with
DA-3A : ..
totals in the budget submission

DA-8 Motor Vehicle Operation & Maintenance

DA-8AF Motor Vehicle Operation & Maintenance, Alternative Fuel

DA-8AP Motor Vehicle Operation & Maintenance, Add-on Packages
Statement of Non-General Fund revenue. This may be a HOBO
DA-20 printout instead of the Excel Form. It must reconcile with totals in the
budget submission.

DA-21A Over-the-Target Request (Word Document)

DA-21B Over-the-Target Request (Excel Form)

DA-22 Contractual Employees (This should reconcile to DA-1.)
DA-23 Schedule of Contracts/Interagency Agreements/Grants
DA-24 Schedule of Real Property Leases
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DA-25A Pay Plan Adjustment or New Classification Request: Justification
DA-25B Pay Plan Adjustment or New Classification Request: Details
DA-25C Pay Plan Adjustment or New Classification Request: Summary
DA-27 Indirect Cost Recovery and Reversion Reporting

Revenue and Expenditure statement for FY-1, FYO, FY +1 for higher
Form 1 S

education institutions only
MFR Template for performance measurement statistics. Excel Form.

The budget amendment form (to increase or decrease an
Budget appropriation) is currently an Excel file with at least 4 tabs. The

amendment | agency lists the beginning appropriations, additions or subtractions to
each appropriation, and the sums.

Data provided and printed in the budget book for each higher
education institution: full time equivalent students, tuition rates,
State funds per full time equivalent student, percent non-auxiliary
funds, percent other race, percent full time, percent resident, percent
undergraduate, and many more.

Reduction option forms where agencies list, by program and fund,
Reduction potential reductions, with narrative explaining impact. There should
options also be a figure representing the amount of funding remaining in the
budget for the same item after the reduction.

Institutional
profile

8. Workflow: For purposes of this RFP, workflow refers to the rules, controls, validations and
security settings that allow a budget document or data to pass from one responsible party to
another. For example, the first 14 steps described in section 3.5.1.1 are the workflow steps
to create an annual budget, and many of the workflow-related requirements have already
been mentioned there. Please use this section to elaborate on your solution’s workflow
capabilities and constraints.

9. Agency-specific rules and workflow: The State includes a number of agencies with special
work-flow requirements. The Offeror is to address how the proposed solution can handle
these modified workflows:

a. Legislative Branch: The Department of Legislative Services (DLS) submits a
budget, but it is not subject to review and oversight by the OBA. Itis included in
the budget book like other agencies.

b. Judicial Branch: Similar to DLS, the Judiciary’s budget is not subject to review and
oversight by OBA. However, the Judiciary’s budget is reviewed by DLS and may
be adjusted and modified by the Legislature. It is included in the budget book like
other agencies.

c. Non-Budgeted Agencies: There are agencies whose budget is not part of the budget
bill as these agencies have no appropriated funds (for example MdTA). The
agencies still submit a budget to OBA but the workflow is modified as there are no
‘targets’, no Governor’s Allowance and no modification by the legislature. The
budgets are included in the budget books, but not the budget bill.
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d. In addition to the general work flow described in section 3.5.1.1 several agencies
want to create their own internal workflow to coordinate step 2 of that section
(“Prep Agency Request”). If the Offeror already discussed this capability in that
section please reference it here.

10. Capital Projects: The State has two principal types of capital projects. Most are tracked
through the CBIS system and are not in scope for this RFP. However, several agencies
(e.g. MDOT, MdTA, and Stadium Authority) have capital projects which are in scope for
EBS. For purposes of this RFP the State requests that any activities or licensing that are
specific to capital project functionality be clearly identified on the Price Sheet.

3.5.2 Technical Requirements

The scope of this RFP includes the selection, configuration, implementation and on-going support of
the technical infrastructure associated with the solution. This section is broken into two sub-sections:
Section 3.5.2.1 includes those items requiring a response as part of the Offeror’s response. Section
3.5.2.3 includes additional information regarding the scope and size of the EBS that should be included
in the design and sizing of the proposal, but no explicit explanation or breakdown by line item is
required in the Offeror’s response.

3.5.2.1 Hardware and Software Infrastructure

As part of the proposal the Offeror shall describe the operating environment and proposed
infrastructure. The Offeror shall include all subscriptions, licenses, hardware, software and
networking equipment that are required to implement and operate the Solution. The State will
develop a calculation of the total cost of ownership (TCO) as part of the evaluation. The State’s
evaluation criteria for this section are related to performance, scalability, flexibility and price.

The State does not have a preference whether the Solution uses a SaaS subscription, a
manufacturer-provided hosting environment or a commercial cloud provider.

Due to the inconsistent use of industry terms such as ‘hosting’ and ‘software as a service’, any use
of such terms must be fully-defined within the context of the Offeror’s proposal.

The RFP response must clearly state whether the infrastructure is part of the Offeror’s service
offering or must be procured separately by the State.

1. Describe the hardware environment included in your proposal, including performance,
scalability, security, and disaster recovery.

2. Define the Deliverables in your proposal that relate to the set-up, testing and maintenance
of the hardware and software infrastructure, if any.

3. For State-provided infrastructure use on-demand or reserved instances available via
Amazon’s GovCloud offering (http://aws.amazon.com/govcloud-us/) in order to allow the
State to compare the proposals from various respondents. Specialized hardware not
available from GovCloud must be listed separately using publically posted retail pricing.

4. If proposing a subscription-based infrastructure, state how the infrastructure services will be
priced, listing all components and clearly describing any variable pricing components (e.g.
service levels, transaction volume, user count, allocated storage, etc.). Include the actual
prices only in the Financial Proposal.
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5. Describe the performance criteria of the infrastructure and how the Offeror will measure
and maintain an acceptable performance during and after implementation.

6. Software

a. Offerors must list any software that is required for their proposed solution. This
includes server operating systems, end-user clients, tools, system components, data
bases, and browser plug-ins. This also includes tools that may be required during
the project development but not for on-going support. For each software, the
following information must be provided:

i. Name

ii. Manufacturer

ii. Purpose/Use

iv. Version

v. Number of licenses (split by user type, if applicable)

vi. License type (user, CPU, node, transaction volume, etc.)
vii. License term (annual, perpetual)*
viii. License restrictions, if any

iX. Availability of a maintenance agreement

X. One-time and/or annual charge for licensing and maintenance at the number
of licenses set forth in 3.3.5.3 (for Financial proposal only — do NOT
include in Technical Proposal)

xi. Offeror relationship with manufacturer (Reseller, partner, etc.)
xii. Suggested Procurement Strategy (Offeror or State)

*Note: The State considers perpetual licenses to generally have a better total
cost of ownership (TCO) than annual licenses. This calculation will be
relevant for the evaluation of the financial proposal.

b. The Offeror can assume that all users will have a State-standard desktop and/or
laptop with Windows 7, Office 2010 (but not Outlook), Chrome, IE11 and
connectivity to the Maryland Network. Users typically do not have Administrator
rights.

c. Any software required for the production instance of the solution shall include a
support agreement (and associated pricing) for the life of the Contract.

d. Refer to Section 3.3.5.4 for estimated user and transaction counts.

e. Explain any instance where a non-current version of the software is being
recommended (e.g. ‘n-1" version or beta software.)

f. The State will be purchasing licenses or subscriptions ‘as needed’. While the
technical proposal must list the purpose of each type of license, the Price Sheet must
reflect the timing of the purchases. For instance, the State would only purchase
production licenses shortly before the implementation date.
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g. Offerors may propose free/open source software, but the State reserves the right to
select a commercial equivalent. For each open source software package, list a
commercial equivalent that the State may use.

7. Software Pricing

The Financial Proposal must include pricing for all software required for the solution.
This includes client-side software, excluding only Microsoft Windows and Microsoft
Office.

Pricing must either reflect published list pricing (include link) or include documentation
from the manufacturer or reseller that a quoted discount rate will be honored.

8. Product Roadmap

The Offeror or manufacturer shall include a five-year product roadmap for the major
software packages and components included in the technical architecture. The roadmap
shall include:

a. Product vision and strategy

b. Release strategy

c. Support commitments and sunset dates
3.5.2.2 Selected Technical Requirements

1. Two-Factor Authentication: Describe how your Solution will meet the State’s requirement
for two-factor authentication.

2. Single Sign On (N): The State uses Microsoft Active Directory (AD) for authentication at
the desktop level. The State also uses Google Apps for email, Calendar and GoogleDrive.
Google authenticates via SAML. The Offeror is requested to describe how either of these
technologies can be leveraged to provide EBS single sign-on functionality to the end user.
Note that some agencies do not use Google email or may not have established relationships
with other AD Forests. Users from those agencies still need to be able to sign in securely to
EBS, although single sign-on is not required for these users.

3. User Account Management: The Offeror is requested to explain the following processes or
tasks:

a. Creating new accounts for new users. Note: EBS users do not associate with
specific AD roles.

b. Modifying access in accordance with changes in employee’s job responsibilities.
c. (R): Disabling and deleting accounts of inactive employees.

d. (N): An automated process using the interfaces from Active Directory, GoogleApps
or Workday is highly desirable.

e. Configuring two-factor authentication
f. Setting password complexity rules

g. Setting up inactive session timer lockouts
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4. Authorization: The Offeror is to describe how access controls are assigned to users such as:

a. Anagency user who only has access to a particular program at selected workflow
steps

b. A DLS user who has read access to all data at all agencies, but only after final
workflow approval

c. An OBA user who has full access to several agencies during multiple (but not all)
steps of the workflow.

(N): The ability to distribute security access controls to the agencies (i.e. having an
agency security officer manage other users at that agency).

5. Electronic Signatures: The Offeror is to explain how the system incorporates electronic
signatures into the workflow process, audit log and other areas where reviews and
approvals may be required.

6. System Performance Measurements: The Offeror is to explain how the system’s
performance will be measured. The Offeror should describe what it considers acceptable
performance from an end-user’s point of view (e.g. response time of common transactions,
system availability). Both the measures and the frequency of measurement will be included
in a Service Level Agreement prior to implementation. See section 3.10, specifically
3.10.6.

7. Interfaces: The solution requires interfaces to a variety of systems at the State and within
some agencies. The Offeror shall discuss how the solution handles periodic and/or event-
based interface processing, including error handling, cross-walks (e.g. agency sub-objects
mapping to Comptroller codes), auditing and security.

8. Encryption and Data Security: Security standards for the State mandate that Confidential or
Sensitive Data be secured (see Section 3.4.1). The Offeror shall explain how data at rest
and in transit will be secured. This includes all systems under the control of the EBS
(including interface files) but does not include data a user may export (e.g. Excel
spreadsheets) from the system.

9. Disaster Recovery: The solution requires a disaster recovery (DR) site and plan created and
maintained by the Contractor. The DR site shall be at least 100 miles from the primary
operations site, and have the capacity to take over complete production volume in case the
primary site becomes unresponsive. The DR plan shall include processes and procedures
for ensuring a recovery time objective of 6 hours from notification and a recovery point
objective of 1 hour or less prior to the outage.

3.5.2.3 Scope and Sizing of Technical Components

1. Environments: The State will require operating environments sufficient for all phases of the
project life cycle. Some may be temporary (e.g. to support data conversion) while others
will be required for the life of the State’s use of the solution (e.g. production, DR). The
Offeror is to list the number, purpose and life cycle of each of the environments required
throughout the life of this solution. For each environment, please also indicate its size
relative to production (e.g. “the training environment will contain a couple of sample
agencies and about 10% of the data volume of production.”)
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Note: The documentation listed in item 4 below is required for each environment.

2. Interfaces: All interfaces to partner systems (FMIS, WorkDay, PeopleSoft, etc.) should be
file based and independent of software versions. The Contractor is responsible for being
able to send/receive and process either an existing file layout or a new file layout that is
mutually agreed upon between the project team and the third-party system operator. The
Contractor is not responsible for any development or configuration that may be necessary
on the part of the third-party system. The Contractor is required to support a reasonable
period of interface testing with each of the third party systems. All software versions can
be assumed to be currently supported by their respective manufacturers. All interface file
exchanges will be independently scheduled and must be capable of running at least daily.

The following interfaces will be required and shall be included in the Offeror’s
proposal:

a. Bi-directional interfaces for accounting and budget data with FMIS, PeopleSoft and
SAP (from the Executive, Judiciary and Legislative branches, respectively).

b. Bi-directional interfaces with the Workday personnel system (SPS), as well as
personnel systems at MDOT and USM.

c. Import of agency-specific budget data from ten (10) distinct agency systems (e.g.
PeopleSoft, SAP, Kuali or custom software). Note: Several agencies using the
same EBS-provided interface (e.g. for PeopleSoft) only counts as one.

d. Export files of five (5) periodic data packages for use by other agencies. Note: The
same data package format being used by agency A and agency B only counts as one
data package.

e. All interfaces internal to the proposed solution (e.g. between transactional and data
warehouse components) or interfaces needed to satisfy requirements spelled out in
Section 3.5.2.1 or Attachment W (e.g. single sign-on) are required and do not count
towards the numbers above.

In observance of the State’s security policies (www.DolT.maryland.gov - keyword:

Security Policy), all interface data must be encrypted while at rest and in transit.

3. Data Conversion

The conversion of current, reference and historical data is also part of the Offeror’s
scope. For purposes of sizing the following data stores must be converted or otherwise
made available in the budget system:

a. Ten years historical budget and ‘actuals’ data from the accounting system. This
includes ten years of monthly balances, two years of detailed transactions, ten years
of budget appropriations and two years of budget amendments

b. Ten years position detail from personnel systems including incumbents, vacancies,
and moves

c. (N): Two years of detailed vendor purchase orders and/or invoices from the
FMIS/ADPICS system

d. Support for the loading of up to ten (10) years’ agency-specific historical data as
identified for that agency (See Section 3.5.2.2-2.c).

e. The periodic loading of development, test and training environments with a
reasonable subset of the total data.
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4. System documentation

The following documentation will be created and maintained by the Contractor during
the course of the project and, as appropriate, kept up to date during any warranty and
O&M period. All documents become property of the State. Please document any
exceptions or exclusions in your response.

a.

o

Applicable DolT SDLC required documents
(http://doit.maryland.gov/SDLC/COTS/Pages/Phase01Single.aspx) phases 4 though
10

Solution Architecture: The description of the proposed solution and all its parts
System Components: A listing of all the system components used by the solution.
Logical Data Model showing the data entities and business-relevant attributes of the
proposed solution

Data Dictionary: Definition of each data field visible to the user, including meta-
data such as technical and display name(s), length, format and content restrictions.
Where a data field is used in multiple systems under different names that
traceability is included here as well.

Data Flows and Data stores: Architectural diagram showing the data in-flows and
out-flows of the various system components.

Internal & External Interfaces: All interfaces required by the solution, including
those between major system components

Maintenance Procedures: Procedures required to maintain the solution, including
periodic and ad hoc processes. Includes backups, data base re-orgs, clearing
temporary files, flushing logs and queues, etc. This should also include archiving
procedures.

Backup and disaster recovery procedures, instructions, jobs and checklists
Configuration Settings: Documentation of the various settings used to configure
and tune the solution and all its components

Source Code: Any source code written to customize or modify the solution for the
State’s requirements must be documented and provided to the State as described in
3.4.8, 3.4.9, 3.4.10, and Attachment A.

Hardware Model: Specifications of the various hardware components used to
operate the solution, including physical and virtual servers, storage arrays, firewalls,
load balancers, etc. If the solution is not vendor-hosted, this document must also
contain physical and virtual IP addresses and host names. A separate document
with root-level access credentials must also be provided to the State.

Network Diagram: For implementations that are not SaaS, the Contractor shall
prepare and maintain a network diagram showing load balancers, firewalls, ports,
applicable routing tables, IP addresses and host names.

3.5.3 Service Delivery Requirements

3.5.3.1 Project Management Plans included in Response

The following project management assets are included in the scope of the Offeror’s services. The
Offeror’s response to this solicitation must include a draft copy of each deliverable, and the Offeror’s
responses shall be included in the evaluation. The included deliverables must be consistent with each
other, and with the Financial Proposal.
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After Contract award the Contractor will work with the State’s project management team to create a
consolidated set of project management deliverables and maintain them during the course of the
Contract.

Number Deliverable Name Contents and Criteria

1. Project Management Plan | A. Compliant with current Project Management Institute
(PMI) standards and addressing all ten (10) Project
Management Body of Knowledge (PMBOK) areas and
referencing the State SDLC, where appropriate.

2. Deliverables List A listing or summarized version of the Deliverable
Expectation Document (DED) for each Deliverable.

3. Project Schedule Project Schedule including all work packages,
milestones, deliverables, activities and recurring
project meetings in Microsoft Project 2010.

As part of the Technical Proposal the Project Schedule
/ WBS does NOT need to be resource loaded nor
broken down to a maximum of 80 hours per task.
However, within two months after Contract award the
schedule must be updated to this level of detail.

Note: The WBS used to create the project schedule
must match the Deliverables listed in the Price Sheet.

Schedule shall indicate dependencies, critical path
calculations and appropriate milestones to support
progress tracking.

The Contractor shall produce a summarized version of
the project schedule suitable for overseeing the project
and measuring overall progress. Gantt charts and other
progress tracking tools such as dashboards shall be
created to convey project status.

Schedule shall clearly indicate State tasks.

All task durations and review cycles shall be calculated
in State working days (not calendar days durations).

4. Staffing Plan A proposed staffing plan showing the Key Personnel
and other resources that will be active on the project
and for the O&M phases. For each resource please list
the labor category, Contractor or sub-contractor status,
expected tasks and deliverables, working days, hours
per month, dates active (roll-on & roll-off) and work
location. This section may also include alternative
work locations and tele-commuting/tele-work
proposals if they are advantageous to the State.
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Number

Deliverable Name

Contents and Criteria

For the Financial Proposal please include the hourly
rate and any expected travel costs.

Performance Measurement
Practices

Offeror’s process for ensuring that actual project
performance matches the estimates provided in the
Project Management and Staffing plans. This includes
the CPR reporting discussed in section 3.5.3.4. Also
includes continuous improvement practices and
corrective actions that can be taken.

Sample Status Report

Anticipated as a weekly report, includes status of work
planned versus completed, description of work
accomplished for the previous/current period, and
plans for the next reporting period, along with risk and
issues registers, status of software defects, price
variances, and all deliverables for the previous and
current month.

Training Plan

Proposed training by user type, including duration,
venue type, certifications and pre-requisites. See
Section 3.5.3.2. Must also include training and user
readiness assessments.

Training is a major concern to the current user
community. Training must be comprehensive and its
effectiveness measureable.

Note: The Training or Project Plan shall include a
complete schedule that coordinates the activities of
State staff with the Contractor’s training staff. It shall
also show interdependencies with the implementation
schedule to show what needs to be developed to meet
implementation timelines.

Sample Master Test Plan

Test plan written to assess all system functions
including system performance and system reliability.

Criteria for establishing a test data base.

Test Plan compliant with the State’s SDLC guidelines
and include, but not limited to, addressing the
following items:

test approach / scenarios;

features to be tested, features not to be tested;
pass / fail criteria;

testing process, environment requirements;
change management procedures;

acceptance test plan approvals;

test cases which include test case description,
expected test case result, and actual test case

Noogkr~wbdE
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Number

Deliverable Name

Contents and Criteria

result;

8. performance and stress testing

9. regression testing for software and environment
updates

10. Non-visual access testing

Application Performance
Criteria

Recommendations on how the performance of the
application should be measured (e.g. average and peak
response times, availability, transaction counts, etc.),
including the measures that the Offeror considers
acceptable. These will form the basis of a formal SLA
for the O&M phase of the Contract. See Section
3.10.6.

10.

Communications Plan

Proposed communications plan to keep all stakeholders
informed and involved

11.

Configuration & Change
Management (CM) Plan

Proposed Configuration and Change Management Plan
that 1) informs project stakeholders of the processes
used to manage the definition, construction, and
configuration of the EBS solution, 2) identifies what
CM tool(s) will be employed to accomplish number 1,
and 3) describes how the Contractor’s solution team
will apply the tool(s) to promote success and ensure
system configuration items are controlled.

Note: The State has chosen the Rational CLM suite to
manage requirements, test cases, defects and
requirements verification. The State will provide
licenses to the Contractor staff as required. If the
Offeror proposes a different tool for this purpose,
please explain the advantages this provides to the State.

12.

Incident and Service
Request Management Plan

Proposed Incident and Service Request Management
plan that outlines the Offeror’s processes and
procedures to service requests and/or restore services
back to the agreed-upon levels as quickly as possible
within the terms of the SLA

13.

Release and Deployment
Management Plan

Proposed Release and Deployment Management plan
that outlines the Offeror’s processes and procedures to
plan, schedule and control the movement of releases to
test and live environments, while ensuring that the
integrity of the live environment is protected and that
the correct components are released

14.

Risk Management Plan

Proposed Risk Management Plan, including
identification of probable risks (based on Offeror’s
prior experience, scope of this RFP and timeline).
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Note: For the draft documents above please exclude any change logs, definitions or appendices
that would be included in a formal submission of the deliverable.

3.5.3.2 Training

The Contractor shall provide training for users of the EBS. The Contractor shall provide a training
program that addresses the training requirements of all defined user type/roles.

1. The proposed training program shall include at a minimum:

a. Types of training recommended (Instructor-led, Computer Based Training,
Webinar, etc.) for each user type/role

b. Hours of training for each user type

c. Training syllabus/curriculum outlines

d. Training materials (presentations, handouts, user guides, updated budget
instructions)

e. Training Plan that includes all of the above

2. Charges associated with each type of training, as well as other training deliverables, shall be
included as separate Deliverables in the Offeror’s Price Sheet. Charges shall be inclusive
of all activities necessary to complete training such as:

1. Resource hours
2. Travel costs
3. Training material production costs

3. The State shall require different types of training materials and techniques for the various
user roles. The Offeror awarded this Contract shall provide the training defined below for
each user role. There are approximately 1,000 users with the following roles/descriptions:

a. Dashboard and Reporting (approximately 500) are users who typically access the
system to look up information. They will access dashboards and reports, with the
ability to drill down for additional information.

b. Program Managers (approximately 150, read-only) require training in managing
budgets at the program level, including an overview of the budget creation process,
fund and source allocations, variance analysis and reporting. This training material
will be provided to the agencies for customization and distribution at the agency
level.

c. Program Managers (approximately 100, edit) require training in creating and
managing budgets at the program level, including the initial creation of a program
budget, fund and source allocations, variance analysis and reporting.

d. State Budget Officers and Analysts (approximately 200) require training in all
agency-specific functionality. This will include the creation and administration of
workflow at the agency level, administering users, setting user security permissions
and creating reports. This role includes everything in scope of the Program
Manager training.

e. OBA Analysts (approximately 25) require training in all aspects of the implemented
functionality, including the creation of templates and the modification of reference
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data. OBA analysts will also be trained in processes normally reserved for Tier 1
support. This role includes everything in scope of the Budget Officer training.

f. OBA Staff (approximately 5) require training in administrative aspects of the
system, including the creation of templates, modifying and scheduling interfaces,
mass updates, archiving and backup retrieval, etc. Administration also includes
creating workflows, updating configurations, defining business rules, administering
users, configuring pages, creating reports, setting user security permissions (field-
level access configuration), monitoring system performance, and reviewing system
usage and user activity.

4. Additional user types/roles may be identified during the execution of the development life
cycle. The Offeror shall be able to adjust the training plan as necessary to account for this.
However, the total number of users requiring training should not significantly change from
the numbers defined in this section.

5. Training materials shall include quick-start guides, user guides, how-to documentation, and
FAQs, as appropriate. All training materials shall be available via the DBM web site or
from within the application.

6. The Offeror shall customize existing training presentations or written materials, addressing
modifications, configurations, and procedures employing the State’s terminology.

7. In addition to training during the initial implementation the Contractor shall also provide
annual refresher training not to exceed 25% of the initial population at appropriate times
during the budget calendar.

8. The following resources and constraints are known at this time:

a. The State will provide training facilities across the State that are equipped with
training rooms and workstations so that each trainee will have an opportunity for
hands-on practice.

b. The Contractor shall conduct each type of training for each category of user role
identified above.

9. The State reserves the right to purchase additional training from the Offeror. The Offeror
shall propose additional training that augments the requirements stated above.

3.5.3.3 User Support and Service Desk
The State is envisioning a user support and service desk that has 3 tiers.

Offerors shall assume the following definitions or recommend a different model.

a. Tier 1: Basic level of customer support. Ticket creation, triage calls to determine
problem source (application, network, hardware, and training), customer interaction and
routing to appropriate tier 2, if necessary.

b. Tier 2: Application and possibly network and hardware support. Includes detailed
technical and business process knowledge and problem management skills. Interaction
with Contractor professional services, configuration or development teams. In-depth
knowledge of configuration management. Escalation to tier 3, if necessary.

C. Tier 3: Typically the Product Support team at the manufacturer of the software or
hardware.
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The Offeror is required to provide the following:

a. An explanation of the Offeror’s service offerings related to on-going user support.

b. Explanation of support tiers, if different from the above.

C. An explanation of the Offeror’s or Manufacturer’s user support service offerings
included in this proposal, either explicitly staffed or as part of the on-going subscription
and/or license payments.

d. (N): The proposed long-term staff levels for a Tier 1 Service Desk (listed separately on
the price sheet).

e. A proposed user support approach for the first budget cycle assuming a May rollout and

a budget calendar similar to the current dates published at
http://dbm.maryland.gov/budget/Pages/cycle-calendar.aspx.

3.5.3.4 Cost Control and Earned Value

Contractor shall submit on a monthly basis Cost Performance reports, including earned value
reporting. The baseline shall be the proposed charges, Project Plan and Staffing Plan submitted in
response to this RFP. Contractor shall also submit and implement improvement plans if either the Cost
Performance Index (CPI) or Schedule Performance Index (SPI) is 0.9 or below.

A reference for the State’s reporting expectations can be found in A Guide to the Project Management
Body of Knowledge (PMBOK® Guide) — Fifth Edition (see sections 6.7.2.1 and 7.4.2). The Contractor
shall provide current period (monthly) and cumulative performance data as defined in PMBOK® Guide
Table 7-1 Earned Value Calculations Summary. The Contractor shall provide data both in tabular and
graphical formats to show performance trends and projections. For the size of this project the State is
requires Contract Performance Report similar to those below as a minimum reporting standard (i.e.
Format 1 and Format 5).

CONTRACT PERFORMANCE REPORT
FORMAT 1 - WORK BREAKDOWN STRUCTURE
2. CONTRACT
a. NAME

1. CONTRACTOR
a. NAME

3. PROGRAM
a. NAME

4. REPORT PERIOD
a. FROM (YYYYMMDD)

b. LOCATION (Address and ZIP Code) b. NUMBER b. PHASE

_E
CCONTRACT BUDGET

BASE
@

b. TO (YYYYMMDD)

c. TYPE

5. CONTRACT DATA
a. QUANTITY

b. NEGOTIATED
cosT

TARGET
PRICE

. ESTIMATED
PRICE

9. CONTRACT
CEILING

h. ESTIMATED CONTRACT
CEILING

6. ESTIMATED COST AT COMPLETION
MANAGEMENT ESTIMATE
AT COMPLETION

7. AUTHORIZED CONTRACTOR REPRESENTATIVE
2. NAME (Last, First, Middle Initial)

VARIANCE b. TITLE

(©)]

a. MOST LIKELY

c. SIGNATURE

8. PERFORMANCE DATA

d. DATE SIGNED
(YYYYMMDD)

CURRENT PERIOD CuMm

LATIVE TO DATE

BUDGETED COST

ACTUAL

cosT VARIANCE BUDGETED COST

ACTUAL

cosT VARI

ANCE

AT COMPLETION

ITEM WORK WORK
SCHEDULED

@ @

(©)]

PERFORMED

WORK
PERFORMED
@

WORK
SCHEDULED
@

WORK
PERFORMED
®

SCHEDULE
©®)

cosT

WORK
PERFORMED
©

SCHEDULE
(10)

cosT

a. WORK BREAKDOWN
STRUCTURE ELEMENT

BUDGETED | ESTIMATED | VARIANCE

a4

(15) (16)

b. COST OF MONEY

c. GENERAL AND ADMINISTRATIVE
d. UNDISTRIBUTED BUDGET

e. SUB TOTAL (PERFORMANCE
MEASUREMENT BASELINE)

f. MANAGEMENT RESERVE

g. TOTAL

9. RECONCILIATION TO CONTRACT BUDGET BASE
a. VARIANCE ADJUSTMENT
b. TOTAL CONTRACT VARIANCE
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CONTRACT PERFORMANCE REPORT
FORMAT 5 - EXPLANATIONS AND PROBLEM ANALYSES
1. CONTRACTOR 2. CONTRACT 3. PROGRAM 4. REPORT PERIOD
a. NAME a. NAME a. NAME a. FROM (YYYYMMDD)
b. LOCATION (Address and ZIP Code) b. NUMBER b. PHASE
b. TO (YYYYMMDD)

5. EVALUATION
Problem Analysis:

Task/Project Impact:

Corrective Action Plan:

Discussion should include but is not limited to:
Summary Analysis
Summary of Overall Contract Variances
Changes in Undistributed Budget
Changes in Management Reserve

Discussion of Over Target Baseline and/or Over Target Schedule incorporation

Analysis of Significant Variances: (identify and describe each)
Type and Magnitude of Variance

Explanation of Significant Reasons
Effect on Immediate Task

Effect on Total Contract

Corrective Actions Taken or Planned

3.5.3.5 Operations and Maintenance

Independent of the Service Desk, the Offeror shall include a proposed Operations and Maintenance
(O&M) organization to support the State following implementation. This organization will be
responsible for (at minimum) environment support, patching, backups, DR testing, break-fix analysis
and correction, minor enhancements, component updates, and support for OBA subject matter experts
in data analysis and reporting. In your response please include:

a. Scope of the O&M organization proposed by the Offeror

Level of interaction and distribution of responsibilities with the manufacturer of the
software package(s)

Structure and location of the O&M team

Service levels and response times for issue identification and resolution

Identification of dedicated versus pooled resources

Strategy for continuous improvement

Processes and controls for cost minimization

Charges (for the financial response) using fixed and variable costing where appropriate.

3.5.3.6 Warranty

a. The Contractor shall provide a one (1) year warranty, included in its implementation
price. This warranty shall cover the EBS solution and compliance to all requirements as
noted in the approved requirements of Attachment W and other documents incorporated
by reference.

o

S@ o a0

b. The one-year warranty period shall begin immediately upon system completion (see
Section 3.11.6).
C. During the warranty period, the Contractor, at no additional cost to the State, shall

perform problem resolution and correct any identified defects in the elements of the
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EBS solution for which the Contractor had implementation responsibilities according to
approved requirements. System defects covered by warranty shall include all defects
preventing the EBS solution from performing as per the approved requirements.

3.5.3.7 Services and Deliverables additionally in scope

The following tasks, Deliverables or services are to be included in the scope of the Offeror’s services
but the solicitation response does not require a draft or sample. The Offeror is expected to produce
these Deliverables during project execution, and shall include these items in staffing and pricing.

Number Deliverable Name Acceptance Criteria

1. Requirements Traceability Must provide the State visibility into how each
requirement is satisfied by the Contractor’s solution and
how the Contractor is addressing the design,
development, verification, validation, and tracking of
their solution’s performance against the State’s business
requirements and workflows. Includes the State’s
objectives and high level requirements specified in this
RFP, high-level requirements and Contractor
decomposed requirements identified during design,
development, and test; and test cases/scripts used to
evaluate product performance.

Note: The State has chosen the Rational CLM suite to
manage requirements, test cases, defects and
requirements verification. If the Offeror proposes a
different tool for this purpose, please explain the
advantages this provides to the State.

2. Acceptance Testing Confirmation that the EBS solution (solution software
and its component processes) functions as required by
the State

Documented report of test results.

Defect log that documents all defects identified during
Acceptance Testing.

Acceptance Test shall include, but is not limited to, a
detailed listing of supplied input, expected results,
tested results and pass or fail, detailed listing of failed
tests, remediation plan of failed tests, percentage of
passing and failing, and critical functionality unable to
pass tests that jeopardize production go live date.

Acceptance Test Approval to be signed by the
designated State representative serving as confirmation
that the EBS solution met the requirements identified in
the Offeror's proposal.

3. Annual Software Support Licensing and support contracts for all Software
required by the Offeror’s solution for the life of the
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Number Deliverable Name

Acceptance Criteria

Contract.

Contractor’s Service Desk is available by telephone to
the software support technicians and system
administrators during business hours. Flexible
extended hours during critical times of the budget
calendar are a plus.

Defects are resolved per Section 3.5.3.6

Enhancements and updates to software components are
provided as they become available.

4, Master Data Management

Master Data Management processes, tools and cross-
walk tables for management of specific reference data
between enterprise systems, including ‘Chart of
Accounts’ values , positons and vacancy data from the
personnel systems, etc.

5. Test and Training Database
and Load

A fully configured test database loaded with sufficient
test data to perform the required Acceptance Test.

Ability to log-in to the solution with different user
roles.

Ability to reload and back-up and restore test data.

6. Initial User Load

Loading and configuration of the initial set of users
(approximately 1000), including the assignment of
permissions according to job function and agency.

3.6 Security Requirements

The following requirements apply to Contractor and Subcontractors who host the implemented
Enterprise Budgeting System for the State and as such will receive and store Sensitive Data
including Government Budget Data contained in EBS. These requirements apply to both the
implemented production EBS and the system and/or user acceptance testing of the new system

prior to implementation.

3.6.1 Employee Identification

3.6.1.1 Each person who is an employee or agent of the Contractor or Subcontractor (Contractor
Personnel) shall display their ID badge at all times while on State premises. Upon request of
authorized State personnel, each such Contractor Personnel shall provide additional photo

identification.

3.6.1.2 Atall times at any facility, the Contractor Personnel shall cooperate with State site
requirements that include but are not limited to being prepared to be escorted at all times,
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providing information for badge issuance, and wearing the badge in a visual location at all
times.

3.6.2 Information Technology

3.6.2.1 The Contractor and Contractor Personnel shall comply with and adhere to the State IT
Security Policy and Standards. These policies may be revised from time to time and the
Contractor shall comply with all such revisions. Updated and revised versions of the State IT
Policy and Standards are available online at: www.doit.maryland.gov — keyword: Security
Policy.

3.6.2.2 The Contractor and Contractor Personnel shall not connect any of its own equipment to a
State LAN/WAN without prior written approval by the State. The Contractor shall complete
any necessary paperwork as directed and coordinated with the Contract Manager to obtain
approval by the State to connect Contractor-owned equipment to a State LAN/WAN.

3.6.3 Security Clearance / Criminal Background Check

A. A criminal background check shall be completed for any Contractor Personnel providing
any services under the Contract.

B. The Contractor shall obtain at its own expense a Criminal Justice Information System
(CJIS) State and federal criminal background check, including fingerprinting, for all
Contractor Personnel listed in sub-paragraph A. This check may be performed by a public
or private entity.

C. The Contractor may not assign an employee with a criminal record unless prior written
approval is obtained from the Contract Manager. The Contract Manager reserves the right
to reject any individual based upon the results of the background check. Decisions of the
Contract Manager as to acceptability of a candidate are final. The State reserves the right to
refuse any individual employee to work on State premises, based upon certain specified
criminal convictions, as specified by the State.

D. The CJIS criminal record check of each employee who will work on State premises shall be
reviewed by the Contractor for convictions of any of the following crimes described in the
Annotated Code of Maryland, Criminal Law Acrticle:

1. 88 6-101 through 6-104, 6-201 through 6-205, 6-409 (various crimes against
property);
2. any crime within Title 7, Subtitle 1 (various crimes involving theft);

3. 88§ 7-301 through 7-303, 7-313 through 7-317 (various crimes involving
telecommunications and electronics);

4. 8§ 8-201 through 8-302, 8-501 through 8-523 (various crimes involving
fraud);

5. 889-101 through 9-417, 9-601 through 9-604, 9-701 through 9-706.1
(various crimes against public administration); or

6. a crime of violence as defined in CL § 14-101(a).

E. A particular on-site location covered by this Contract may require more restrictive
conditions regarding the nature of prior criminal convictions that would result in Contractor
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Personnel not being permitted to work on those premises. Upon receipt of a location’s
more restrictive conditions regarding criminal convictions, the Contractor shall provide an
updated certification regarding the Contractor Personnel working at or assigned to those
premises.

3.6.4 On-site Security Requirement(s)

For all conditions noted below, the Contractor’s personnel may be barred from entrance
or leaving any site until such time that the State conditions and queries are satisfied.

A. Any Contractor Personnel who enters the premises of a facility under the jurisdiction of the
State within the scope of this RFP may be searched, fingerprinted (for the purpose of a
criminal history background check), photographed and required to wear an identification
card issued by the State.

B. Further, the Contractor Personnel shall not violate Md. Code Ann., Criminal Law Art.
Section 9-410 through 9-417 and such other security policies of the agency that controls the
facility to which access by the Contractor Personnel will be necessary. The failure of any
of the Contractor Personnel to comply with any provision of the Contract that results from
award of this solicitation is sufficient grounds for the State to immediately terminate the
Contract for default.

C. Some State sites, especially those premises of the Department of Public Safety and
Correctional Services, require each person entering the premises to document an inventory
of items (such as tools and equipment) being brought onto the site, and to submit to a
physical search of his or her person. Therefore, the Contractor Personnel shall always have
available an inventory list of tools being brought onto a site and be prepared to present the
inventory list to the State staff or an officer upon arrival for review, as well as present the
tools or equipment for inspection. Before leaving the site, the Contractor Personnel will
again present the inventory list and the tools or equipment for inspection. Upon both
entering the site and leaving the site, State staff or a correctional or police officer may
search Contractor Personnel.

3.7 Labor Categories and Qualifications

3.7.1 Labor Categories

A comprehensive list Labor Categories are identified and described in Attachment T. For purposes of
planning and staffing the project, the Offeror should assign planned staff the Labor Category that most
closely resembles the duties, skills and experience of the planned position.

Offerors shall submit on the Price Sheet (Attachment F) labor rates for all labor categories for all
Contract years (initial term and any option periods). Actual resumes shall be provided only for Key
Personnel as described in Section 1.23.1. Resumes for resources provided later shall be coordinated by
the Contract Manager per the Technical Proposal and, if requested in a Work Order, shall be governed
by the Work Order process.

Each Labor Category includes Titles, Duties, Position Description, Education and Experience (General
and Specialized).
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Education and experience described below constitute the minimum qualifications for candidates
proposed in response to a RFP. All experience required must have occurred within the most recent ten
(10) years.

3.7.2 Contractor Personnel Experience (including Key Personnel submitted in response to this RFP)

3.7.2.1 Substitution of Education for Experience.

A Bachelor’s Degree or higher may be substituted for the general and specialized
experience for those labor categories requiring a High School Diploma. A Master’s
Degree may be substituted for two years of the general and specialized experience for
those labor categories requiring a Bachelor’s Degree. Substitution shall be reviewed and
approved by the State at its discretion.

3.7.2.2 Substitution of Experience for Education.
Substitution of experience for education may be permitted at the discretion of the State.
3.7.2.3 Substitution of Professional Certificates for Experience:

Professional certification (e.g., Certified Novell Engineer, SQL Certified Database
Administrator) may be substituted for up to two (2) years for general and specialized
experience at the discretion of the State.

3.8 Performance and Personnel

3.8.1 Work Hours

A. Business Hours Support: The Contractor’s collective assigned personnel shall support core
business hours, Monday through Friday except for State holidays, Service Reduction days,
and Furlough days observed by the Department. Contractor personnel may also be required
to provide occasional support outside of core business hours, including evenings, overnight,
and weekends, to support specific efforts and emergencies to resolve system repair or
restoration.

B. Non-Business Hours Support: After hours support may be necessary to respond to IT
Security emergency situations. Additionally, services may also involve some evening
and/or weekend hours performing planned activities in addition to core business hours.
Hours performing activities would be billed on actual time worked at the rates proposed.

C. State-Mandated Service Reduction Days: Contractor personnel shall be required to
participate in the State-mandated Service Reduction Days as well as State Furlough Days.
In this event, the Contractor will be notified in writing by the Contract Manager of these
details.

D. Minimum and Maximum Hours: Full-time Contractor personnel shall work a maximum of
8 hours per business day, calculated on a monthly basis. A flexible work schedule may be
used with Contract Manager approval, including time to support any efforts outside core
business hours. Requests for extended hours must be approved by the Contract Manager
prior to exceeding the monthly limit.

E. Vacation Hours: Requests for leave longer than 2 days shall be submitted to the Contract
Manager at least one month in advance. The Contract Manager reserves the right to request
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a temporary replacement if leave extends longer than one consecutive week. In cases where
there is insufficient coverage, a leave request may be denied.

3.9 Problem Escalation Procedure

3.9.1 The Contractor must provide and maintain a Problem Escalation Procedure (PEP) for both
routine and emergency situations. The PEP must state how the Contractor will address problem
situations as they occur during the performance of the Contract, especially problems that are
not resolved to the satisfaction of the State within appropriate timeframes.

3.9.2 The Contractor shall provide contact information to the Contract Manager, as well as to other
State personnel, as directed should the Contract Manager not be available.

3.9.3 The Contractor must provide the PEP no later than ten (10) Business Days after notice of
recommended award. The PEP, including any revisions thereto, must also be provided within
ten (10) Business Days after the start of each Contract year and within ten (10) Business Days
after any change in circumstance which changes the PEP. The PEP shall detail how problems
with work under the Contract will be escalated in order to resolve any issues in a timely
manner. The PEP shall include:

A. The process for establishing the existence of a problem;

B. The maximum duration that a problem may remain unresolved at each level in the
Contractor’s organization before automatically escalating the problem to a higher level for
resolution;

C. Circumstances in which the escalation will occur in less than the normal timeframe;

D. The nature of feedback on resolution progress, including the frequency of feedback to be
provided to the State;

E. Identification of, and contact information for, progressively higher levels of personnel in
the Contractor’s organization who would become involved in resolving a problem;

F. Contact information for persons responsible for resolving issues after normal business
hours (e.g., evenings, weekends, holidays) and on an emergency basis; and

G. A process for updating and notifying the Contract Manager of any changes to the PEP.

3.9.4 Nothing in this section shall be construed to limit any rights of the Contract Manager or the
State which may be allowed by the Contract or applicable law.

3.10 Service Level Agreement (SLA)

Please also refer to section 3.5.2.1, subsection 5.

3.10.1 Service Level Agreement Liquidated Damages

Time is an essential element of the project and it is important that the work be vigorously prosecuted
until completion. For work that is not completed within the time(s) specified in the performance
measurements below, the Offeror shall be liable for liquidated damages in the amount(s) provided for
in this Agreement, provided, however, that due account shall be taken of any adjustment of specified
completion time(s) for completion of work as granted by approved change orders and/or Work Orders.
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The parties agree that any assessment of liquidated damages shall be construed and treated by the
parties not as imposing a penalty upon the Offeror, but as liquidated damages to compensate the State
for the Offeror’s failure to timely complete work, including Work Orders.

A “Problem” is defined as any situation or issue reported via a Tier 2 help desk ticket that is related to
the System operation that is not an enhancement request. See Section 3.5.3.3regarding set-up of the
service desk.

“Severity” and “Priority” are used interchangeably to classify the impact of a Problem. Section 3.10.6
defines Emergency, High high, Normal rermat and Low {ew priority (i.e. Severity 1, 2, 3, & 4).

“Problem response time” is defined as the period of time it takes to acknowledge the ticket in a non-
automated way.

“Problem resolution time” is defined as the period of time from when the help desk ticket is opened to
when it is properly resolved.

“System Performance” refers to a basket of transactions that will be used to define the performance of
the system over time. This basket will consist of a handful of typical transactions that can be
measured, such as the opening of a budget for a particular agency, the printing of a specific report, the
calculation of a State-wide COLA, etc.

For purposes of SLA credit calculation, Monthly Charges are defined as the charges invoiced during
the month of the breach for the monthly services as set forth in Attachment F, Price Sheet.

3.10.2 SLA Effective Date (SLA Activation Date)

SLAs set forth herein shall be in effect beginning with the commencement of monthly services
following the completion of the implementation. The Offeror shall be responsible for complying with
all performance measurements, and shall also ensure compliance by all Subcontractors.

Beginning on the SLA Activation Date, for any performance measurement not met during the monthly
reporting period, the SLA credit for that individual measurement shall be applied to the Monthly
Charges.

3.10.3 Service Level Reporting

The Contractor shall provide detailed monthly reports evidencing the attained level for each SLA set
forth herein. The Contractor shall provide a monthly summary report for SLA performance via e-mail
to the State Contract Manager no later than five (5) business days after the end of each month.

The State will monitor and review Contractor performance standards on a monthly basis, based on
Contractor-provided reports for this project. If any of the performance measurements are not met
during the monthly reporting period, the Contract Manager or designee will notify the Contractor of
the standard that is not in compliance within 10 business days of receiving the Contractor’s report.

3.10.4 Credit for failure to meet SLA

Contractor’s failure to meet an SLA will result in a credit, as liquidated damages and not as a penalty,
to the Monthly Charges payable by the State during the month of the breach. The reductions will be
cumulative for each missed service requirement. The State, at its option for amount due the State as
liquidated damages, may deduct such from any money payable to the Contractor or may bill the
Contractor as a separate item. In the result of a catastrophic failure affecting the entire System, all
affected SLAs shall be credited to the State. In no event shall the aggregate of all SLA credits paid to
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the State in any calendar month exceed 25% of the Monthly Charges. The State shall have the right

to unilaterally change the distribution of the SLA Credit percentages, subject to a 17% cap
cumulatively spread among eight service requirements, once per Contract Year.

Example: If the Monthly Charges were $100,000 and one SLA were missed, with an applicable 4%
credit, the credit to the monthly invoice would be $4,000, and the State would pay a net Monthly
Charge of $96,000. If the item has not been corrected in the next month the net Monthly Charge would
be $92,000.

3.10.5 Service Level Measurements Table (Response Time, Resolution Time and Availability)

The table below includes sample minimum Service Levels that the State expects. The Offeror is asked
to agree with these service levels or to propose and explain any requested adjustments. If the Offeror
already has standard service level offerings, it should propose a standard offering that most closely
matches the terms below.

In addition, the Offeror is asked to add system performance measures relevant to its solution.

No. | Service Measurement Service SLA Credit

Requirement Level
Agreement

1 Problem Average Response Time for Emergency and 98% <15 1%
Response High Priority Preblems-help desk tickets. minutes
Time -
Emergency &
High

2 Problem Average Response Time for Normal or Low | 98% <2 1%
Response Priority help desk tickets Preblems hours
Time -
Normal

3 Problem Resolution Time for each Emergency or High | 98% <4 2%
Resolution Priority help desk tickets Preblem hours
Time —
Emergency
& High

4 Problem Resolution Time for Normal Priority help 98% <7 2%
Resolution desk tickets Problems days
Time -
Normal

5 Problem Resolution Time for Low Priority help desk | 98% <3 1%
Resolution tickets Preblems months
Time - Low

6 Scheduled Scheduled maintenance and downtime shall <6 hours 2%
Downtime/ only occur during non-business hours. The each month
Maintenance | Contractor shall provide 14 calendar days’

notice prior to any scheduled downtime.
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No. | Service Measurement Service SLA Credit
Requirement Level
Agreement
7 Service Application functionality and accessibility <99.8% 4%

Availability shall be maintained at 99.8% uptime,
measured by month. Service Availability also
applies outside of Business Hours. Service
availability does not include scheduled
downtime/maintenance.

8 System System performance (speed) falls outside TBD 4%
Performance | agreed parameters

3.10.6 System Performance

The State is sensitive to system performance, and its impact on user efficiency and perception. As
a result, System Performance measures will be established and measured on a periodic basis as a
means to maintaining a high level of system performance and user satisfaction.

3.10.6.1 Sample Performance Measures

The following is a sample listing of items that could be included in a ‘basket’ of transactions that
will be measured on a periodic basis.

Initial Log-In

Opening budget worksheet for a small agency

Opening budget worksheet for a large agency

Calculation of a COLA adjustment work package for a medium-sized agency
Opening a budget variance report for a large agency

- ® o 0 T p

Opening an agency manager’s dashboard that includes 6 charts/graphs highlighting
agency/unit performance
3.10.7 Problem Response Definitions and Times

A. The Contractor shall meet the Problem Response Time and Resolution requirements.

B. The Contractor shall provide a monthly report that includes a detailed analysis of response
times and resolution times.

Service Impact to Work Outage Users Affected

Priority

Severity 1 Major portions of the System are System functionalities are impaired or
(Emergency) inaceessible-unavailable. Service inaccessible.

Availability is impaired.
Systems or users are unable to work.

Severity 2 Major portions of the System are Affects the majority of users; affects
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Service Impact to Work Outage Users Affected

Priority

(High) traceessible unavailable. high profile users (i.e. executive
management)

Systems or users are unable to perform
major portions of their job. May impact
Service Availability.

Severity 3 Specific non-critical features are not Affects a number of users
(Normal) operating as specified in the requirements

Systems or users are unable to perform a
small portion of their job, but are able to
complete most tasks.

Severity 4 Lower priority features that can be done Affects a number of users
(Low) manually are not operating as specified in
the requirements

Often a request for service with ample
lead time.

3.10.8 Root Cause Analysis

If the same SLA measurement yields an SLA credit more than once, the Contractor shall conduct a
root cause analysis. Such root cause analysis shall be provided within 30 days of the second breach,
and every breach thereafter.

In addition, for each ‘Emergency’ or ‘High’ priority issue the affected parties will perform a root cause
analysis and institute a process of problem management to prevent recurrence of the issue.

3.10.9 Service Hours

The system is expected to be available at all times, with the exception of planned outages.
Normal business hours apply to the EBS Solution Service Desk for most of the year. However,
the State requires the flexibility to move to extended business hours during the busy portions of
the vear. Extended business hours are from 6:00 AM to midnight, 7 days per week, and apply
from December 1 through January 20 (according to the current budget calendar).

| 3.11 Deliverables |

3.11.1 Deliverable Identification

3.11.1.1 The Offeror shall submit a list of Deliverables that constitute the complete set of requirements
set forth in this RFP. Each Deliverable must be accompanied by a DED.

Note: This RFP refers to several documents to be submitted by the Contractor as
Deliverables. Those are suggestions and recommendations by the State. The Offeror is
required to present a list of Deliverables that encompass the entire scope and requirements of
this RFP.
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3.11.1.2 Each Deliverable shall be listed in the Deliverable List and Project Schedule (section 3.5.3.1,
numbers 2 & 3) as well as the Financial Proposal. For the Financial Proposal only, each
Deliverable shall have a ceiling price (a not-to-exceed price of that Deliverable).

3.11.1.3 The ceiling prices shall be used for the evaluation of the total price of the Offeror’s proposal
as well as for the price savings incentive described in section 1.49.

3.11.2 Deliverable Submission

3.11.2.1 The Offeror shall provide notification to the Contract Manager or his/her designee when the
total price for a Deliverable exceeds 75% of the ceiling price, including identification of any
impact to schedule, price, scope or quality of work that could impact delivery. The Offeror
shall not exceed 100% of the ceiling price for the Deliverable without written approval by the
Contract Manager.

3.11.2.2 For every Deliverable, the Contractor shall request the Contract Manager confirm receipt of
that Deliverable by sending an e-mail identifying the deliverable name and date of receipt.
See Attachment R.

3.11.2.3 Unless specified otherwise, written Deliverables shall be compatible with Microsoft Office,
Microsoft Project and/or Microsoft Visio versions 2010 or later. At the Contract Manager’s
discretion, the Contract Manager may request one hard copy of a written deliverable.

3.11.2.4 A standard deliverable review cycle will be elaborated in the Project Schedule and agreed-
upon between the State and the Contractor. This review process is entered into when the
Contractor completes a Deliverable.

3.11.2.5 Drafts of each final Deliverable, except status reports or meeting minutes, are required at least
two weeks in advance of when the final Deliverables are due (with the exception of
Deliverables due at the beginning of the project where this lead time is not possible, or where
draft delivery date is explicitly specified). Draft versions of a Deliverable shall comply with
the minimum deliverable quality criteria listed in Section 3.11.4.

3.11.3 Deliverable Acceptance

3.11.3.1 A final Deliverable shall satisfy the scope and requirements of this RFP for that deliverable,
including the quality and acceptance criteria for a Deliverable as defined in Section 3.11.5.

3.11.3.2 The Contract Manager shall review a final Deliverable to determine compliance with the
acceptance criteria as defined for that Deliverable. The Contract Manager is responsible for
coordinating comments and input from various team members and stakeholders. The Contract
Manager is responsible for providing clear guidance and direction to the Contractor in the
event of divergent feedback from various team members.

3.11.3.3 In the event of rejection, the Contract Manager will formally communicate in writing any
deliverable deficiencies or non-conformities to the Contractor, describing in sufficient detail
what needs to be corrected prior to acceptance of the Deliverable. The Contractor shall correct
the deficiencies and resubmit the corrected deliverable for acceptance within the agreed-upon
time period for correction.

3.11.4 Minimum Deliverable Quality

The Contractor shall subject each deliverable to its internal quality-control process prior to
submitting the deliverable to the State.
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Each deliverable shall meet the following minimum acceptance criteria:
a) Be presented in a format appropriate for the subject matter and depth of discussion.
b) Be organized in a manner that presents a logical flow of the deliverable’s content.

c) Represent factual information reasonably expected to have been known at the time of
submittal

d) In each section of the deliverable include only information relevant to that section of the
deliverable

e) Contain content and presentation consistent with industry best practices in terms of
deliverable completeness, clarity, and quality

f) Meets the acceptance criteria applicable to that deliverable, including any State policies,
functional or non-functional requirements, or industry standards

g) Contains no structural errors such as poor grammar, misspellings or incorrect
punctuation

A draft written deliverable may contain limited structural errors such as incorrect
punctuation, and shall represent a significant level of completeness toward the associated
final written deliverable. The draft written deliverable shall otherwise comply with minimum
deliverable quality criteria above.

3.11.5 Deliverable Descriptions / Acceptance Criteria

The primary deliverable for this RFP is a fully deployed production Enterprise Budgeting System
(EBS) that supports all the requirements listed in Section 3.5. These sections also contain additional
deliverables and acceptance criteria designed to ensure the Contractor and the State share a common
understanding of these requirements.

The Contractor may suggest other subtasks, artifacts, or deliverables to improve the quality and
success of the program scope defined in Section 3.3.

3.11.6 Solution Completion

The solution is considered complete when (1) Phase 8 of the State’s SDLC (Implementation) has been
completed, (2) Training has been delivered in accordance with the accepted Training Plan, (3) Data has
been converted, (4) all day-1 users have access to the system in accordance with their defined roles and
permissions, and (5) all related Deliverables have been accepted by the Contract Manager.

3.12 Work Order Process

A. Additional Deliverables will be managed via a Work Order process. A Work Order may be
issued for either fixed price or time and materials (T&M) pricing. T&M Work Orders will
be issued in accordance with pre-approved Labor Categories with the fully loaded rates
proposed in Attachment F.

B. The Contract Manager shall e-mail a Work Order Request (See Attachment S) to the
Contractor to provide services or resources that are within the scope of this RFP. The Work
Order Request will include:

1. Technical requirements and description of the service or resources needed

RFP for Department of Information Technology Page 82



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

2. Performance objectives and/or deliverables, as applicable
3. Due date and time for submitting a response to the request, and
4, Required place(s) where work must be performed

C. The Contractor shall e-mail a response to the Contract Manager within the specified time
and include at a minimum:

1. A response that details the Contractor’s understanding of the work;

2. A price to complete the Work Order Request using the format provided in
Attachment S

3. A description of the proposed resources required to perform the requested

tasks, with labor categories listed in accordance with Attachment F.

4. An explanation of how and a schedule of when tasks shall be completed.
This description shall include proposed subcontractors and related tasks.

5. State-furnished information, work site, and/or access to equipment, facilities,
or personnel

6. The proposed personnel resources, including any subcontractor personnel, to
complete the task.

D. Fora T&M Work Order, the Contract Manager will review the response and will confirm
the proposed labor rates are consistent with this RFP. For a fixed price Work Order, the
Contract Manager will review the response and will confirm the proposed prices are
acceptable.

E. The Contract Manager may contact the Contractor to obtain additional information,
clarification or revision to the Work Order, and will provide the Work Order to the
Procurement Officer for a determination of compliance with the Contract and a
determination whether a change order is appropriate. Written Procurement Officer approval
is required before Work Order execution by the State.

F. Proposed personnel on any type of Work Order shall be approved by the Contract Manager.
The Contractor shall furnish resumes of proposed personnel specifying the labor categories
proposed. The Contract Manager shall have the option to interview the proposed personnel
and, in the event of an interview or not, shall notify the Contractor of acceptance or denial
of the personnel.

G. Performance of services under a Work Order shall commence consistent with an NTP
issued by the Contract Manager for such Work Order.

3.13 Insurance Requirements

3.13.1 The Contractor and all of its Subcontractors, shall maintain the insurance coverages outlined
below for the duration of the Contract, including option periods, if exercised. The coverage
limits set forth are the minimum required.

3.13.2 Any insurance furnished as a condition of this Contract shall be issued by a company
authorized to business in this State.
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3.13.3 Insurance shall be provided as specified in the Contract (Attachment A).

3.13.4 The recommended awardee must provide a certificate(s) of insurance with the prescribed
coverages, limits and requirements set forth in Section 3.13 “Insurance Requirements,” within
five (5) Business Days from notice of recommended award. During the period of performance
for multi-year contracts the Contractor shall update certificates of insurance annually, or as
otherwise directed by the Contract Manager.

3.13.5 The following type(s) of insurance and minimum amount(s) of coverage are required:

3.13.5.1 General Liability - The Contractor shall maintain Commercial General Liability Insurance
with limits sufficient to cover losses resulting from, or arising out of, Contractor action or
inaction in the performance of the Contract by the Contractor, its agents, servants, employees,
or subcontractors, but no less than a Combined Single Limit for Bodily Injury, Property
Damage, and Personal and Advertising Injury Liability of $1,000,000 per occurrence and
$3,000,000 aggregate.

3.13.5.2 Errors and Omissions/Professional Liability - The Contractor shall maintain Errors and
Omissions/Professional Liability insurance with minimum limits of $1,000,000 per
occurrence.

3.13.5.3 Employee Theft Insurance - The Contractor shall maintain Employee Theft Insurance with
minimum limits of $1,000,000 per occurrence.

3.13.5.4 Cyber Security / Data Breach Insurance - The Contractor shall maintain Cyber Security / Data
Breach Insurance in the amount of ten million dollars ($10,000,000) per occurrence. The
coverage must be valid in at all locations where work is performed or data or other
information concerning the State’s claimants and/or employers is processed or stored.

3.13.5.5 Worker’s Compensation - The Contractor shall maintain such insurance as necessary and/or
as required under Workers” Compensation Acts, the Longshore and Harbor Workers’
Compensation Act, and the Federal Employers’ Liability Act. Coverage must be valid in all
states where work is performed and in the amount of one million dollars ($1,000,000) per
occurrence (unless a state’s law requires a greater amount of coverage).

3.13.5.6 Automobile and/or Commercial Truck Insurance - The Contractor shall maintain Automobile
and/or Commercial Truck Insurance (including owned, leased, hired, and non-owned
vehicles) as appropriate with Liability, Collision, and PIP limits no less than those required by
the State where the vehicle(s) is registered, but in no case less than those required by the State
of Maryland.

3.13.6 State Inclusion on Insurance

The State shall be listed as an additional insured on all policies with the exception of
Worker’s Compensation Insurance and Professional Liability Insurance. All insurance
policies shall be endorsed to include a clause that requires that the insurance carrier provide
the Contract Manager, by certified mail, not less than 45 days’ advance notice of any non-
renewal, cancellation, or expiration. In the event the Contract Manager receives a notice of
non-renewal, the Contractor shall provide the Contract Manager with an insurance policy
from another carrier at least 30 days prior to the expiration of the insurance policy then in
effect.

3.13.7 Subcontractor Insurance
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The Contractor shall require that any Subcontractors providing products/services under this
Contract obtain and maintain similar levels of insurance and shall provide the Contract
Manager with the same documentation as is required of the Contractor.

3.14 Invoicing

3.14.1 All invoices shall be submitted by the Contractor within 30 days of delivery of
products/services.

3.14.2 Invoicing shall be submitted monthly for Deliverables approved during the month.

3.14.3 Invoices submitted without the required information will not be processed for payment until the
Contractor provides the required information.

3.14.4 The Contractor shall e-mail each invoice and relevant documentation, for each deliverable
being invoiced to DolT at e-mail address: doitfiscal.invoiceservice@maryland.gov, with a
copy to the Contract Manager.

3.14.5 A proper invoice shall include, at the minimum, the following information:

Name and address of the Department being billed
Contractor name

c. Deliverables listed separately including the Deliverable name, number and the
amount for each individual Deliverable

d. Supporting Documentation (e.g. DED & DPAF)

e. E-mail address/phone number of Contractor’s POC

f. Remittance address

g. Federal taxpayer identification or (if owned by an individual) Contractor’s social

security number

h. Invoice period of performance, invoice date, invoice number and total amount
due; and

I. Contract number, Purchase Order number being billed

3.14.6 The State is generally exempt from federal excise taxes, Maryland sales and use taxes, District
of Columbia sales taxes and transportation taxes. The Contractor; however, is not exempt from
such sales and use taxes and may be liable for the same.

3.14.7 Invoices for final payment shall be clearly marked as “FINAL” and submitted when all work
requirements have been completed and no further charges are to be incurred under the Contract.
In no event shall any invoice be submitted later than 60 calendar days from the Contract
termination date.

3.14.8 Deliverable Invoicing
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3.14.8.1 Deliverable invoices shall be accompanied by signed notice(s) of acceptance for all invoices
submitted for payment. Payment of invoices will be withheld if a signed DPAF (Attachment
R) is not submitted.

3.14.8.2 Payment for Deliverables will only be made upon completion and acceptance of the
Deliverables as defined in Section 3.11.
3.14.9 Time Sheets

Within three (3) business days after the last day of the month, the Contractor shall submit a
monthly timesheet for the preceding month providing data for all resources provided under the
Contract.

At a minimum, each monthly timesheet shall show:
A. Title: “Time Sheet for Enterprise Budgeting”
B. Issuing company name, address, and telephone number
C. For each employee /resource:
1. Employee / resource name
2. For each Period ending date, e.g., “Period Ending: mm/dd/yyyy”.
i.  Tasks completed that period by Work Package and Deliverable names and ID#s
ii.  Number of hours worked each day
iii.  Total number of hours worked that Period
iv.  Period variance above or below 40 hours, with explanation
V.  Annual number of hours planned under the Contract
vi.  Estimate to Complete (hours)
vii.  Annual variance to date (Sum of periodic variances)
D. Signature and date lines for the Contractor Project Manager

E. Time sheets shall be submitted to the Contract Manager prior to invoicing. The Contract
Manager shall sign the timesheet to indicate authorization to invoice.

3.14.9.1 Invoice Reductions: The Contractor's invoice shall be subject to retainage on deliverables as
described in Section 1.48-or per individual Work Order. Separately, in the event that the
Contractor fails to comply with SLA standards, the associated liquidated damages may be
subtracted from the next appropriate payment due to the Contractor.

3.14.10Retainage Invoicing - Upon completion of the Solution, the Contractor shall submit an invoice
to the State for the release of retainage. Retainage amounts will only be released if
deliverables furnished earlier in the project have been appropriately accepted and made
available to the State.

3.14.11For the purposes of this Contract an amount will not be deemed due and payable if:
A. The amount invoiced is inconsistent with the Contract.

B. The proper invoice has not been received by the party or office specified in the Contract.
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C. The invoice or performance is in dispute or the Contractor has failed to otherwise comply
with the provisions of the Contract.

The Deliverable, item or services have not been accepted.
The quantity of items delivered is less than the quantity ordered.
The Deliverable, items or services do not meet the quality requirements of the Contract

® Mmoo

If the Contract provides for progress payments, the proper invoice for the progress
payment has not been submitted pursuant to the schedule.

H. If the Contract provides for withholding a retainage and the invoice is for the retainage, all
stipulated conditions for release of the retainage have not been met.

I.  The Contractor has not submitted satisfactory documentation or other evidence reasonably
required by the Procurement Officer or by the contract concerning performance under the
contract and compliance with its provisions.

3.15 SOC 2 Type Il Audit Report

3.15.1 This clause applies to the Contractor and Subcontractors who host the implemented Enterprise
Budgeting System for the State. The Contractor and/or Subcontractors who provide services
that handle Sensitive Data (see Handle definition in 1.2) for the EBS must also comply with
this clause, assuming the Contractor and/or Subcontractor receives copies of any data for use in
providing services, including any system and/or user acceptance testing of the new System and
any provided data that contains Sensitive Data.

3.15.2 The Contractor shall have an annual audit performed by an independent audit firm of the
Contractor and/or Subcontractors’ handling of Sensitive Data and/or the Department’s critical
functions, which is identified as budgeting and financial analysis and shall address all areas
relating to information technology security and operational processes. These services provided
by the Contractor and/or Subcontractors that shall be covered by the audit will collectively be
referred to as the “Information Functions and/or Processes.” Such audits shall be performed in
accordance with audit guidance: Reporting on Controls at a Service Organization Relevant to
Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2) as published by
the American Institute of Certified Public Accountants (AICPA) and as updated from time to
time, or according to the most current audit guidance promulgated by the AICPA or similarly-
recognized professional organization, as agreed to by the Department, to assess the security of
outsourced client functions or data (collectively, the “Guidance”) as follows:

3.15.2.1 The type of audit to be performed in accordance with the Guidance is a SOC 2 Type 2 Audit
(referred to as the “SOC 2 Report™”). The initial SOC 2 Report audit shall be scheduled and
completed within a timeframe to be specified by the State and submitted to the Contract
Manager. All subsequent SOC 2 audits that are arranged after this initial audit shall be
performed on an annual basis and shall be submitted to the Contract Manager by September 1
for the preceding calendar year.

3.15.2.2 The SOC 2 Report shall report on the description of the Contractor and/or Subcontractors’
system and controls and the suitability of the design and operating effectiveness of controls
over the Information Functions and/or Processes relevant to the following trust principles: -
Security, Availability, and Confidentiality.as defined in the aforementioned Guidance. The
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SOC 2 Report should also report on the suitability of the design and operating effectiveness of
controls of the Information Functions and/or Processes to meet the requirements of the
contract, specifically the security requirements identified in Section 3.6.

3.15.2.3 The audit scope of each year’s SOC 2 Report may need to be adjusted (including the inclusion
or omission of the relevant trust services principles of Security, Availability, Confidentiality,
Processing Integrity, and Privacy) to accommodate any changes to the Contractor’s and/or
Subcontractors’ environment since the last SOC 2 Report. Such changes may include but are
not limited to the addition of Information Functions and/or Processes through change orders
or Work Orders under the Contract; or, due to changes in information technology or
operational infrastructure implemented by the Contractor and/or Subcontractors. The
Contractor and/or Subcontractors shall ensure that the audit scope of each year’s SOC 2
Report engagement shall accommodate these changes by including in SOC 2 Report all
appropriate controls related to the current environment supporting the Information Functions
and/or Processes, including those controls required by the Contract.

3.15.2.4 The scope of the SOC 2 Report shall include work performed by any Subcontractors that
provide essential support to the Contractor and/or essential support to the Information
Functions and/or Processes provided to the Department under the Contract. The Contractor
shall ensure the audit includes all of these Subcontractor(s) in the performance of the SOC 2
Report.

3.15.2.5 All SOC 2 Reports, including those of the Contractor and/or Subcontractor, shall be
performed at no additional expense to the Department.

3.15.2.6 The Contractor and/or Subcontractors shall promptly provide a complete copy of the final
SOC 2 Report to the Contract Manager upon completion of each annual SOC 2 Report
engagement.

3.15.2.7 The Contractor shall provide to the Contract Manager, within 30 calendar days of the issuance
of each annual final SOC 2 Report, a documented corrective action plan which addresses each
audit finding or exception contained in the SOC 2 Report. The corrective action plan shall
identify in detail the remedial action to be taken by the Contractor and/or Subcontractors
along with the date(s) when each remedial action is to be implemented.

3.15.2.8 If the Contractor and/or Subcontractors currently have an annual information security
assessment performed that includes the operations, systems, and repositories of the
products/services being provided to the Department under the Contract, and if that
assessment generally conforms to the content and objective of the Guidance, the Department
will determine in consultation with appropriate State government technology and audit
authorities whether the Contractor and/or Subcontractors’ current information security
assessments are acceptable in lieu of the SOC 2 Report.

3.15.2.9 If the Contractor and/or Subcontractors fail during the Contract term to obtain an annual SOC
2 Report by the date specified in 3.15.2.1, the Department shall have the right to retain an
independent audit firm to perform an audit engagement of a SOC 2 Report of the Information
Functions and/or Processes being provided by the Contractor and/or Subcontractors. The
Contractor and/or Subcontractors agree to allow the independent audit firm to access its
facility/ies for purposes of conducting this audit engagement(s), and will provide the support
and cooperation to the independent audit firm that is required to perform the SOC 2 Report.
The Department will invoice the Contractor for the expense of the SOC 2 Report(s), or deduct
the cost from future payments to the Contractor.
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4 PROPOSAL FORMAT

| 4.1 Two-Part Submission |

Offerors shall submit Proposals in separate volumes:

a) Volume | - TECHNICAL PROPOSAL
b) Volume Il - FINANCIAL PROPOSAL

| 4.2 Volume I - Technical Proposal

Note: Provide no pricing information in the Technical Proposal (Volume 1). Include pricing
information only in the Financial Proposal (Volume I1).

4.2.1 Format of Technical Proposal

The Technical Proposal will include all sections detailed below. In addition to the following
instructions, responses in the Offeror’s Technical Proposal must reference the RFP’s organization and
section numbering (e.g. “Section 3.2.1 Response”). This proposal structure will allow direct mapping
between Offeror responses and RFP requirements by section number and will aid in the evaluation
process.

4.2.2 The Technical Proposal shall include the following documents and information in the order
specified. Each section of the Technical Proposal shall be separated by a TAB as detailed

below:
TAB TITLE DESCRIPTION Page
Limits
A Title Page and Table of Include a Table of Contents for the entire proposal. 4
Contents As necessary, each tab should also include a Table of
Contents.
See4.22.1
A Claim of Confidentiality Include this information as needed. 1
See 4.2.2.2
B Transmittal Letter Include all required information. 1
See 4.2.2.3
C Executive Summary Provide a summary of entire proposal. 2

See 4.2.2.4. Page limit does not include the list of
exceptions and limitations.

D Minimum Qualifications Identify the appropriate project references provided |5
Documentation in Tab H and describe how they meet the Offeror
Minimum Qualifications. See 4.2.2.5

E Offeror Technical Response | Respond to each of the Scope of Work requirements | 60*
to RFP Requirements and See 4.2.2.6
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TAB TITLE

Proposed Work Plan

DESCRIPTION

*Note: Page limit does not include sample
documents from section 3.5.3.1 or Attachment W.

RFP Number DOIT-FY-16-08

Page

Limits

F Experience and Describe the proposed team and include resumes for | 3
Qualifications of Proposed | key staff. Complete the staffing matrix, skill
Staff matrices, and provide all requested information. See
4.2.2.7
Page limit does not include the resumes or the
letters of intended commitment.
G Offeror Qualifications and | Provide the required background information about | 2
Capabilities the Offeror’s company. See 4.2.2.8
H References Provide references for work completed of similar 6
size and scope. See 4.2.2.9
I List of Current or Prior Provide information related to other Maryland 2
State Contracts contracts. See 4.2.2.10
J Financial Capability Provide the requested information demonstrating
financial capability to execute the project. See
42211
K Certificate of Insurance Provide the requested insurance coverage 2
information. See 4.2.2.12
L Subcontractors Provide the requested information for all 2
subcontractors that will work on the contract if the
Offeror receives an award. Include the requested
information (similar to Tab G) for major
subcontractors. See 4.2.2.13
M Legal Action Summary Provide the requested information. See 4.2.2.14 1
N Economic Benefit Factors Describe the benefits that will accrue to the 2
Maryland economy as a direct or indirect result of its
performance of this contract. See 4.2.2.15
@) Additional Required Complete and provide the required Attachments. | 20 NA
Technical Submissions See 4.2.2.16 Provide-work-productsamples-as
P Additional-Reguired Offerors shall furnish any and all agreements the | NA
Fechnieal Submissions Offeror expects the State to sign in order to use
the Offeror’s or Subcontractor(s) services under
this Contract. Cemplete-and-provide-the-required
Attachments. See 4.2.4 4.2.2.17
Q Sample Documents Provide work product samples as requested in NA

TAB E. See 4.2.2.18 and S-sample documents as
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TAB TITLE DESCRIPTION Page

Limits

required by section 3.5.3.1

4.2.2.1 Title Page and Table of Contents (Submit under TAB A)

The Technical Proposal should begin with a Title Page bearing the name and address of the
Offeror and the name and number of this RFP. A Table of Contents shall follow the Title
Page for the Technical Proposal, organized by section, subsection, and page number.

4.2.2.2 Claim of Confidentiality (If applicable, submit under TAB A A-1)

Any information which is claimed to be confidential is to be noted by reference and included
after the Title Page and before the Table of Contents, and if applicable, also in the Offeror’s
Financial Proposal. An explanation for each claim of confidentiality shall be included (see
Section 1.14 “Public Information Act Notice”). The entire Proposal cannot be given a
blanket confidentiality designation. Any confidentiality designation must apply to specific
sections, pages, or portions of pages of the Proposal.

4.2.2.3 Transmittal Letter (Submit under TAB B)

A Transmittal Letter shall accompany the Technical Proposal. The purpose of this letter is to
transmit the Proposal and acknowledge the receipt of any addenda. The Transmittal Letter
should be brief and signed by an individual who is authorized to commit the Offeror to its
Proposal and the requirements as stated in this RFP. The Transmittal Letter should include
the following:

a) Name and address of the Offeror;

b) Name, title, e-mail address, and telephone number of primary contact for the Offeror;

c) Solicitation Title and Solicitation Number that the Proposal is in response to;

d) Signature, typed name, and title of an individual authorized to commit the Offeror to its
Proposal;

e) Federal Employer Identification Number (FEIN) of the Offeror, or if a single individual,
that individual’s Social Security Number (SSN);

f) Offeror’s eMM number;

g) Offeror’s MBE certification number (if applicable);

h) Acceptance of all State RFP and Contract terms and conditions (see Section 1.24); if any
exceptions are taken, they are to be noted in the Executive Summary (see Section 4.2.2.4);
and

i) Acknowledgement of all addenda to this RFP issued before the Proposal due date.

4.2.2.4 Executive Summary (Submit under TAB C)

The Offeror shall condense and highlight the contents of the Technical Proposal in a separate
section titled “Executive Summary.” The Summary should identify the Service Category(ies)
and Region(s) for which the Offeror is proposing to provide products/services (if applicable).
The Summary shall also identify any exceptions the Offeror has taken to the requirements of
this RFP, the Contract (Attachment A), or any other attachments. Exceptions to terms and
conditions may result in having the Proposal deemed unacceptable or classified as not
reasonably susceptible of being selected for award.
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The Offeror shall document all assumptions and exceptions. If the Offeror has taken no
exceptions to the requirements of this RFP, the Executive Summary shall so state.
Acceptance or rejection of exceptions is within the sole discretion of the State. If there are no
assumptions, the Offeror shall so state.

4.2.2.5 Minimum Qualifications Documentation (If applicable, Submit under TAB D)

The Offeror shall submit any Minimum Qualifications documentation that may be required,
as set forth in Section 2 “Offeror Minimum Qualifications.” This shall include contact
information for any references.

4.2.2.6 Offeror Technical Response to RFP Requirements and Proposed Work Plan (Submit under
TABE)

A. The Offeror shall address each Scope of Work requirement (Section 3) in its Technical
Proposal and describe how its proposed products/services, including the products/services
of any proposed subcontractor(s), will meet or exceed the requirement(s). If the State is
seeking Offeror agreement to any requirement(s), the Offeror shall state its agreement or
disagreement. Any paragraph in the Technical Proposal that responds to a Scope of Work
requirement shall include an explanation of how the work will be performed. Any
exception to a requirement, term, or condition may result in having the Proposal classified
as not reasonably susceptible of being selected for award or the Offeror deemed not
responsible. The response shall address each requirement in Section 3 of this RFP in order,
and shall contain a cross reference to the RFP requirement.

B. The Offeror shall give a definitive description of the proposed plan to meet the
requirements of the RFP, i.e., a Project Management Plan (PMP). The PMP shall include
the specific methodology and techniques to be used by the Offeror in providing the required
products/services as outlined in RFP Section 3, Scope of Work. The description shall
include an outline of the overall management concepts employed by the Offeror, including
project control mechanisms and overall timelines. Project deadlines considered contract
deliverables must be recognized in the PMP.

C. The Offeror shall include descriptions, explanations, and potentially screen shots showing
how the proposed solutions may be used to complete the functions and business processes
described in Section 3.5

D. The Offeror shall include draft copies of all documents specifically requested in sections
3.4.5, 3.5, 3.6, and 3.10 under Tab Q, not Tab E.

E. The Offeror shall complete Attachment W according to the instruction provided and include
the completed spreadsheet in this section.

F. The Offeror shall identify the location(s) from which it proposes to provide the services,
including, if applicable, any current facilities that it operates, and any required construction
to satisfy the State’s requirements as outlined in this RFP.

4.2.2.7 Experience and Qualifications of Proposed Staff (Submit under TAB F)

The Offeror shall identify the number and types of staff proposed to be utilized under the
Contract.

The Offeror shall describe in detail how the proposed staff’s experience and qualifications
relate to their specific responsibilities, including any staff of proposed subcontractor(s), as
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detailed in the Work Plan. The Offeror shall include individual resumes for the Key
Personnel, including Key Personnel for any proposed subcontractor(s), who are to be
assigned to the project if the Offeror is awarded the Contract. Each resume should include
the amount of experience the individual has had relative to the Scope of Work set forth in this
solicitation. Letters of intended commitment to work on the project, including letters from
any proposed subcontractor(s), shall be included in this section. Offerors be aware of
restrictions on substitution of Key Personnel prior to RFP award (see Section 1.23.5
Substitution Prior to Award).

The Offeror shall provide an Organizational Chart outlining personnel and their related
duties. The Offeror shall include job titles and the percentage of time each individual will
spend on his/her assigned tasks. Offerors using job titles other than those commonly used by
industry standards must provide a crosswalk reference document.

4.2.2.8 Offeror Qualifications and Capabilities (Submit under TAB G)

The Offeror shall include information on past experience with similar projects and/or
services. The Offeror shall describe how its organization can meet the requirements of this
RFP and shall also include the following information:

A. The number of years the Offeror has provided similar services;

w

The number of clients/customers and geographic locations that the Offeror currently serves;

C. The names and titles of headquarters or regional management personnel who may be
involved with supervising the services to be performed under this Contract;

D. The Offeror’s process for resolving billing errors; and

E. An organizational chart that identifies the complete structure of the Offeror including any
parent company, headquarters, regional offices, and subsidiaries of the Offeror.

4.2.2.9 References (Submit under TAB H)

At least three (3) references are requested from customers who are capable of documenting
the Offeror’s ability to provide the products/services specified in this RFP. References used
to meet any Offeror Minimum Qualifications (see Section 2) may be used to meet this
request. Each reference shall be from a client for whom the Offeror has provided
products/services within the past five (5) years and shall include the following information:

A. Name of client organization;

B. Name, title, telephone number, and e-mail address, if available, of point of contact for client
organization; and

C. Value, type, duration, and description of products/services provided.

The Department reserves the right to request additional references or utilize references not
provided by an Offeror. Points of contact must be accessible and knowledgeable regarding
Offeror performance.

4.2.2.10 List of Current or Prior State Contracts (Submit under TAB 1)

Provide a list of all contracts with any entity of the State of Maryland for which the Offeror is
currently performing products/services or for which services have been completed within the
last five (5) years. For each identified contract, the Offeror is to provide:
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The State contracting entity;

A brief description of the products/services provided;
The dollar value of the contract;

The term of the contract;

The State employee contact person (name, title, telephone number, and, if possible, e-mail
address); and

Whether the contract was terminated before the end of the term specified in the original
contract, including whether any available renewal option was not exercised.

Information obtained regarding the Offeror’s level of performance on State contracts will be
used by the Procurement Officer to determine the responsibility of the Offeror and considered
as part of the experience and past performance evaluation criteria of the RFP.

4.2.2.11 Financial Capability (Submit under TAB J)

A
B
C.
D
E

An Offeror must include in its Proposal a commonly-accepted method to prove its fiscal
integrity. If available, the Offeror shall include Financial Statements, preferably a Profit and
Loss (P&L) statement and a Balance Sheet, for the last two (2) years (independently audited
preferred).

In addition, the Offeror may supplement its response to this Section by including one or more
of the following with its response:

. Dunn and Bradstreet Rating;

. Standard and Poor’s Rating;

Lines of credit;

. Evidence of a successful financial track record; and

. Evidence of adequate working capital.

4.2.2.12 Certificate of Insurance (Submit under TAB K)

The Offeror shall provide a copy of its current certificate of insurance showing the types and
limits of insurance in effect as of the Proposal submission date. The current insurance types
and limits do not have to be the same as described in Section 3.13. See Section 3.13for the
required insurance certificate submission for the apparent awardee.

4.2.2.13 Subcontractors (Submit under TAB L)

The Offeror shall provide a complete list of all subcontractors that will work on the Contract
if the Offeror receives an award, including those utilized in meeting the MBE and/or VSBE
subcontracting goal, if applicable. This list shall include a full description of the duties each
subcontractor will perform and why/how each subcontractor was deemed the most qualified
for this project. See Section 4.2.2.7 for additional Offeror requirements related to
subcontractors.

4.2.2.14 Legal Action Summary (Submit under TAB M)

This summary shall include:

A. A statement as to whether there are any outstanding legal actions or potential claims against

the Offeror and a brief description of any action;
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B. A brief description of any settled or closed legal actions or claims against the Offeror over
the past five (5) years;

C. A description of any judgments against the Offeror within the past five (5) years, including
the court, case name, complaint number, and a brief description of the final ruling or
determination; and

D. In instances where litigation is on-going and the Offeror has been directed not to disclose
information by the court, provide the name of the judge and location of the court.

4.2.2.15 Economic Benefit Factors (Submit under TAB N)

A. The Offeror shall submit with its Proposal a narrative describing the benefits that will
accrue to the Maryland economy as a direct or indirect result of its performance of this
contract. Proposals will be evaluated to assess the benefit to Maryland’s economy
specifically offered. See COMAR 21.05.03.03A(3).

B. Proposals that identify specific benefits as being contractually enforceable commitments
will be rated more favorably than Proposals that do not identify specific benefits as
contractual commitments, all other factors being equal.

C. Offerors shall identify any performance guarantees that will be enforceable by the State if
the full level of promised benefit is not achieved during the Contract term.

D. As applicable, for the full duration of the Contract, including any renewal period, or until
the commitment is satisfied, the Contractor shall provide to the Procurement Officer or
other designated agency personnel reports of the actual attainment of each benefit listed in
response to this section. These benefit attainment reports shall be provided quarterly,
unless elsewhere in these specifications a different reporting frequency is stated.

E. Please note that in responding to this section, the following do not generally constitute
economic benefits to be derived from this Contract:

1. generic statements that the State will benefit from the Offeror’s superior performance
under the Contract;

2. descriptions of the number of Offeror employees located in Maryland other than those
that will be performing work under this Contract; or

3. tax revenues from Maryland-based employees or locations, other than those that will be
performing, or used to perform, work under this Contract.

F. Discussion of Maryland-based employees or locations may be appropriate if the Offeror
makes some projection or guarantee of increased or retained presence based upon being
awarded this Contract.

G. Examples of economic benefits to be derived from a contract may include any of the
following. For each factor identified below, identify the specific benefit and contractual
commitments and provide a breakdown of expenditures in that category:

1. The Contract dollars to be recycled into Maryland’s economy in support of the
Contract, through the use of Maryland subcontractors, suppliers and joint venture
partners. Do not include actual fees or rates paid to subcontractors or information
from your Financial Proposal;
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2. The number and types of jobs for Maryland residents resulting from the Contract.
Indicate job classifications, number of employees in each classification and the
aggregate payroll to which the Offeror has committed, including contractual
commitments at both prime and, if applicable, subcontract levels. If no new positions
or subcontracts are anticipated as a result of this Contract, so state explicitly;

3. Tax revenues to be generated for Maryland and its political subdivisions as a result of
the Contract. Indicate tax category (sales taxes, payroll taxes, inventory taxes and
estimated personal income taxes for new employees). Provide a forecast of the total tax
revenues resulting from the Contract;

4. Subcontract dollars committed to Maryland small businesses and MBEs; and

Other benefits to the Maryland economy which the Offeror promises will result from
awarding the Contract to the Offeror, including contractual commitments. Describe the
benefit, its value to the Maryland economy, and how it will result from, or because of
the Contract award. Offerors may commit to benefits that are not directly attributable to
the Contract, but for which the Contract award may serve as a catalyst or impetus.

4.2.2.16 Additional Required Technical Submissions (Submit under TAB O)

The following documents shall be completed, signed, and included in the Technical Proposal,
under TAB O that follows the material submitted in response to Section 4.2.2.

1. Completed Bid/Proposal Affidavit (Attachment B).

2. Completed MDOT Certified MBE Utilization and Fair Solicitation Affidavit
Attachment D-1A).

3. Completed Maryland Living Wage Requirements Affidavit of Agreement (Attachment
G-1).

4. Completed Conflict of Interest Affidavit and Disclosure (Attachment I).

Completed Veteran-Owned Small Business Enterprise (VSBE) Utilization Affidavit and
Subcontractor Participation Schedule. (Attachment M-1)

6. Completed Location of the Performance of Services Disclosure (Attachment N).
7. Labor Classification Personnel Resume Summary (Attachment Q)
4.2.2.17 Additional Submissions (Submit under Tab P)

IMPORTANT! Offerors shall furnish any and all agreements the Offeror expects the State to sign
in order to use the Offeror’s or Subcontractor(s) services under this Contract. This includes
physical copies of all agreements referenced and incorporated in primary documents. It also
includes:

1. Copy of any software licensing agreement for any software proposed to be licensed to
the State under this Contract (e.g., EULA, Enterprise License Agreements, Professional
Service agreement, Master Agreement),
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2. Copy of the AUP for each organization, including subcontractors, proposed to perform
services under this Contract.

4.2.2.18 Draft documents and Deliverables (Submit under Tab R Q)

The Offeror shall include draft copies of all documents specifically requested in sections 3.4.5, 3.5,
3.6, and 3.10 under Tab Q.

4.3 Volume Il - Financial Proposal

The Financial Proposal shall contain all price information in the format specified in Attachment F.
The Offeror shall complete the Price Sheet only as provided in the Price Sheet Instructions and the
Price Sheet itself.

4.4 Proposal Packaging

4.4.1 Volume I — Technical Proposal and VVolume 11 — Financial Proposal shall be sealed separately
from one another. It is preferred, but not required, that the name, e-mail address, and telephone
number of the Offeror be included on the outside of the packaging for each volume. Each
Volume shall contain an unbound original, so identified, and eight (8) copies.

Unless the resulting package is too unwieldy, the State’s preference is for the two (2) sealed
Volumes to be submitted together in a single package to the Procurement Officer prior to the
date and time for receipt of Proposals and including a label bearing:

a. The RFP title and number,
b. Name and address of the Offeror,
c. Closing date and time for receipt of Proposals

4.4.2 Technical Proposal Electronic Versions - An electronic version of the Technical Proposal in
Microsoft Word format (version 2007 or greater) must be enclosed with the original Technical
Proposal. A second electronic version of Volume I in searchable Adobe .pdf format shall be
submitted to support Public Information Act (PIA) requests. This copy shall be redacted so that
confidential and/or proprietary information has been removed (see Section 1.14 “Public
Information Act Notice”). Provide no pricing information on the media submitted for the
Technical Proposal (Volume 1). Include pricing information only in the Financial
Proposal media (Volume I1).

4.4.3 Financial Proposal Electronic Versions - An electronic version of the Financial Proposal in
Microsoft Word or Microsoft Excel format (version 2007 or greater) must be enclosed with the
original Financial Proposal. A second electronic version of Volume Il in searchable Adobe
.pdf format shall be submitted to support Public Information Act (P1A) requests. This copy
shall be redacted so that confidential and/or proprietary information has been removed (see
Section 1.14 “Public Information Act Notice™).

4.4.4 Media Labeling - Electronic media (CD, DVD, or flash drive) must be labeled on the outside
with the RFP title and number, name of the Offeror, and volume number. Electronic media
must be packaged with the original copy of the appropriate Proposal (Technical or Financial).

4.4.5 Page Numbering - All pages of both proposal volumes shall be consecutively numbered from
the beginning (Page 1) to end (Page “Xx”).
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4.4.6 Page Size and Format - A page is defined as each face of a sheet of paper containing
information. When both sides of a sheet display printed material, it shall be counted as two
pages. Unless specified otherwise in the RFP, page size shall be 8.5 x 11 inches, not including
foldouts. Pages shall be single-spaced with single line spacing. Except for the reproduced
sections of the solicitation document, the text size shall be no less than 12 points. 10-point
font may be used for tables and 8-point font may be used for callouts. Use at least 1/2"
inch margins on the top, bottom and side margins. Pages shall be numbered sequentially by
volume or by tab. These limitations shall apply to both electronic and hard copy proposals.

4.4.7 Page Limits - Page limitations for Volume | — Technical Proposal have been identified in
Section 4.2. Page limitations shall be treated as maximums. If exceeded, any excess pages will
not be read or considered in the evaluation of the Proposal. Each page shall be counted except
the following: blank pages, title pages, tables of contents, tabs, and glossaries, and any other
items noted in the technical proposal format instructions.

4.5 Proposal Delivery

4.5.1 Offerors may submit proposals by hand or by mail as described below to the address provided
in the Key Information Summary Sheet.

A. For U.S. Postal Service deliveries, any Proposal that has been received at the appropriate
mailroom, or typical place of mail receipt, for the respective procuring unit by the time and
date listed in the RFP will be deemed to be timely. If an Offeror chooses to use the U.S.
Postal Service for delivery, the Department recommends that it use Express Mail, Priority
Mail, or Certified Mail only as these are the only forms for which both the date and time of
receipt can be verified by the Department. An Offeror using first class mail will not be able
to prove timely delivery at the mailroom, and it could take several days for an item sent by
first class mail to make its way to the procuring unit.

B. Hand-delivery includes delivery by commercial carrier acting as agent for the Offeror. For
any type of direct (non-mail) delivery, Offerors are advised to secure a dated, signed, and
time-stamped (or otherwise indicated) receipt of delivery.

4.5.2 The Procurement Officer must receive all Technical and Financial Proposal material by the
RFP due date and time specified in the Key Information Summary Sheet. If submitted via e-
mail, the date and time of submission is determined by the date and time of arrival in the
Procurement Officer’s e-mail box. Requests for extension of this date or time will not be
granted. Except as provided in COMAR 21.05.03.02F, Proposals received by the Procurement
Officer after the due date will not be considered.

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK.
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5 EVALUATION CRITERIA AND PROCEDURE

5.1 Evaluation Committee

Evaluation of Proposals will be performed in accordance with COMAR 21.05.03 by a committee
established for that purpose and based on the evaluation criteria set forth below. The Evaluation
Committee will review Proposals, participate in Offeror oral presentations and discussions, and
provide input to the Procurement Officer. The Department reserves the right to utilize the services of
individuals outside of the established Evaluation Committee for advice and assistance, as deemed
appropriate.

5.2 Technical Proposal Evaluation Criteria

The criteria to be used to evaluate each Technical Proposal are listed below in descending order of
importance.

5.2.1 The Offeror’s Technical Response to the RFP as outlined in Section 3 and as required in Tab E
of Section 4. Note: The State will place a greater weight on the following sections of the
Technical Response: Offeror’s understanding of the business requirements (83.5.1), the
Offeror’s Technical Capabilities (83.5.2) including inherent risk, the Solution’s compliance
with the requirements in Attachment W, the Offeror’s Training Plan and any appendices
incorporated by reference.

The Technical Response must comply with the format requirement in Section 3, must
demonstrate a comprehensive understanding of work requirements, and must provide a
comprehensive explanation of how the work will be performed. Proposals which include
limited responses to work requirements such as “concur” or “will comply” will receive a lower
ranking than those Proposals that demonstrate an understanding of the work requirements and
include plans to meet or exceed them.

5.2.2 The Overall Quality of the Offeror’s Project Management Assets as outlined in Section 3.5.3
and as required in Tab E of Section 4. Note: The State will place greater weight on the
following sections of the Technical Response: Project Schedule, Staffing Plan, Organizational
Change Management Plan, and Risk Management Plan.

5.2.3 The Experience and Qualifications of the Offeror’s Proposed Key Staff.

5.2.4 The Offeror’s Qualifications and Capabilities, including proposed subcontractors, as
demonstrated through its past performance, oral presentation, and references.

5.2.5 The Offeror’s Economic Benefit Factor

| 5.3 Financial Proposal Evaluation Criteria

5.3.1 All Qualified Offerors (see Section 5.5.2.4) will be ranked from the lowest (most
advantageous) to the highest (least advantageous) price based on a Total Cost of Ownership
(TCO) calculation. The TCO calculation will include the one-time costs of implementation and
licensing as well as annual costs for maintenance, support and customer service.
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54 Reciprocal Preference |

5.4.1 Although Maryland law does not authorize procuring agencies to favor resident Offerors in
awarding procurement contracts, many other states do grant their resident businesses
preferences over Maryland contractors. COMAR 21.05.01.04 requires that procuring units
apply a reciprocal preference under the following conditions:

a) The most advantageous offer is from a responsible Offeror whose headquarters, principal base
of operations, or principal site that will primarily provide the products/services required under
this RFP is in another state.

b) The other state gives a preference to its resident businesses through law, policy, or practice; and

c) The preference does not conflict with a Federal law or grant affecting the procurement
Contract.

The preference given shall be identical to the preference that the other state, through law, policy, or
practice gives to its resident businesses.

5.5 Selection Procedures |

5.5.1 General

5.5.1.1 The Contract will be awarded in accordance with the Competitive Sealed Proposals (CSP)
method found at COMAR 21.05.03. The CSP method allows for the conducting of
discussions and the revision of Proposals during these discussions. Therefore, the State may
conduct discussions with all Offerors that have submitted Proposals that are determined to be
reasonably susceptible of being selected for contract award or potentially so. However, the
State reserves the right to make an award without holding discussions.

5.5.1.2 In either case (i.e., with or without discussions), the State may determine an Offeror to be not
responsible and/or an Offeror’s Proposal to be not reasonably susceptible of being selected for
award at any time after the initial closing date for receipt of Proposals and prior to Contract
award. If the State finds an Offeror to be not responsible and/or an Offeror’s Technical
Proposal to be not reasonably susceptible of being selected for award, that Offeror’s Financial
Proposal will be returned if the Financial Proposal is unopened at the time of the
determination.

5.5.2 Selection Process Sequence

5.5.2.1 A determination is made that the MDOT Certified MBE Utilization and Fair Solicitation
Affidavit (Attachment D-1A) is included and is properly completed, if there is an MBE goal.
In addition, a determination is made that the Veteran-Owned Small Business Enterprise
(VSBE) Utilization Affidavit and Subcontractor Participation Schedule (Attachment M-1) is
included and is properly completed, if there is a VSBE goal.

5.5.2.2 Technical Proposals are evaluated for technical merit and ranked. During this review, oral
presentations and discussions may be held. The purpose of such discussions will be to assure
a full understanding of the State’s requirements and the Offeror’s ability to perform the
services, as well as to facilitate arrival at a Contract that is most advantageous to the State.
Offerors will be contacted by the State as soon as any discussions are scheduled.
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5.5.2.3 Offerors must confirm in writing any substantive oral clarifications of, or changes in, their
Technical Proposals made in the course of discussions. Any such written clarifications or
changes then become part of the Offeror’s Technical Proposal. Technical Proposals are given
a final review and ranked.

5.5.2.4 The Financial Proposal of each Qualified Offeror (a responsible Offeror determined to have
submitted an acceptable Proposal) will be evaluated and ranked separately from the Technical
evaluation. After a review of the Financial Proposals of Qualified Offerors, the Procurement
Officer may again conduct discussions to further evaluate the Offeror’s entire Proposal.

5.5.2.5 When in the best interest of the State, the Procurement Officer may permit Qualified Offerors
to revise their initial Proposals and submit, in writing, Best and Final Offers (BAFOs). The
State may make an award without issuing a request for a BAFO. Offerors may not
substitute Key Personnel through a BAFO (see Section 1.23.5 Substitution Prior to
Award).

5.5.3 Award Determination

Upon completion of the Technical Proposal and Financial Proposal evaluations and rankings,
each Offeror will receive an overall ranking. The Procurement Officer will recommend
award of the Contract to the responsible Offeror that submitted the Proposal determined to be
the most advantageous to the State. In making this most advantageous Proposal
determination, technical factors will receive greater weight than financial factors.

5.6 Documents Required upon Notice of Recommended Award |

Upon receipt of notice of recommended award, the following documents shall be completed, signed if
applicable with original signatures, and submitted by the recommended awardee within five (5)
Business Days, unless noted otherwise. Submit three (3) copies of each of the following documents:

A. Contract (Attachment A),

B. Contract Affidavit (Attachment C),

C. MBE Attachments D-2, D-3A, D-3B, within ten (10) Working Days,
D

. MBE Waiver Justification within ten (10) Working Days, usually including Attachment D-
1C, if a waiver has been requested,

m

Non-Disclosure Agreement (Attachment J),

VSBE Attachments M-2 and M-3,

G. Evidence of meeting insurance certificate requirements (See Section 3.13)

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK
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RFP ATTACHMENTS

ATTACHMENT A - Contract

This is the sample contract used by the Department. It is provided with the RFP for informational
purposes and is not required to be submitted at Proposal submission time. Upon notification of
recommendation for award, a completed contract will be sent to the recommended awardee for
signature. The recommended awardee must return to the Procurement Officer three (3) executed
copies of the Contract within five (5) Business Days after receipt. Upon Contract award, a fully-
executed copy will be sent to the Contractor.

ATTACHMENT B - Bid/Proposal Affidavit
This Attachment must be completed and submitted with the Technical Proposal.
ATTACHMENT C - Contract Affidavit

This Attachment must be completed and submitted by the recommended awardee to the Procurement
Officer within five (5) Business Days of receiving notification of recommendation for award.

ATTACHMENT D - Minority Business Enterprise Forms

If required (see Section 1.33), these Attachments include the MBE subcontracting goal statement,
instructions, and MBE Attachments D1-A through D-5. Attachment D-1A must be properly
completed and submitted with the Offeror’s Technical Proposal or the Proposal will be deemed non-
responsive and rejected. Within 10 Working Days of receiving notification of recommendation for
Contract award, the Offeror must submit Attachments D-2, D-3A, D-3B and, if the Offeror has
requested a waiver of the MBE goal, usually Attachment D-1C.

ATTACHMENT E - Pre-Proposal Conference Response Form

It is requested that this form be completed and submitted as described in Section 1.7 by those potential
Offerors that plan on attending the Pre-Proposal Conference.

ATTACHMENT F - Financial Proposal Instructions and Price Sheet
The Price Sheet must be completed and submitted with the Financial Proposal.

ATTACHMENT G - Maryland Living Wage Requirements for Service Contracts and Affidavit
of Agreement

Attachment G-1 Living Wage Affidavit of Agreement must be completed and submitted with the
Technical Proposal.

ATTACHMENT H - Federal Funds Attachment

If required (see Section 1.35), these Attachments must be completed and submitted with the Technical
Proposal as instructed in the Attachments.

ATTACHMENT I - Conflict of Interest Affidavit and Disclosure

If required (see Section 1.36), this Attachment must be completed and submitted with the Technical
Proposal.
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ATTACHMENT J - Non-Disclosure Agreement

If required (see Section 1.37), this Attachment must be completed and submitted within five (5)
Business Days of receiving notification of recommendation for award. However, to expedite
processing, it is suggested that this document be completed and submitted with the Technical Proposal.

ATTACHMENT K - HIPAA Business Associate Agreement

If required (Section 1.38), this Attachment is to be completed and submitted within five (5) Business
Days of receiving notification of recommendation for award. However, to expedite processing, it is
suggested that this document be completed and submitted with the Technical Proposal.

ATTACHMENT L - Mercury Affidavit

If required (see Section 1.40), this Attachment must be completed and submitted with the Technical
Proposal.

ATTACHMENT M - Veteran-Owned Small Business Enterprise Forms

If required (see Section 1.41), these Attachments include the VSBE Attachments M-1 through M-4.
Attachment M-1 must be completed and submitted with the Technical Proposal. Attachment M-2 is
required to be submitted within ten (10) Business Days of receiving notification of recommendation
for award.

ATTACHMENT N - Location of the Performance of Services Disclosure

If required (see Section 1.42), this Attachment must be completed and submitted with the Technical
Proposal.

ATTACHMENT O - Department of Human Resources (DHR) Hiring Agreement

If required (see Section 1.43), this Attachment is to be completed and submitted within five (5)
Business Days of receiving notification of recommendation for award.

ATTACHMENT P - Labor Classification Personnel Resume Summary

If required, this Attachment is to be completed and submitted with the Technical Proposal.
ATTACHMENT Q - Agency Receipt of Deliverable Form

If required, this Attachment is to be completed upon deliverable delivery to the State.
ATTACHMENT R - Agency Deliverable Product Acceptance Form (DPAF)

If required, this Attachment is to be completed upon deliverable acceptance by the State.
ATTACHMENT S - Sample Work Order

If required, this Attachment is to be completed by the State for any additional work under the general
scope of this contract

ATTACHMENT T - Labor Categories

A listing of sample labor categories, including descriptions, education and experience requirements.
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ATTACHMENT U - Selected Process Flows

Sample high-level process flow of the budget calendar as well as medium-level process flows of two
amendment process flows.

ATTACHMENT V - Reports
A list of the required reports
ATTACHMENT W - Requirements Matrix

A listing of detailed solution requirements that the Offeror is required to evaluate and to respond with
whether a requirement will be met by the proposed solution.
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ATTACHMENTA-  CONTRACT |

Department of Information Technology (DolT)
“Enterprise Budgeting System Replacement”
DOIT-FY-16-08

THIS CONTRACT (the “Contract”) is made this day of , 20__ by and between
and, on behalf of the STATE OF MARYLAND (“State”), the MARYLAND Department of
Information Technology (“DolT”).

IN CONSIDERATION of the following, the parties agree as follows:

1. Definitions

In this Contract, the following words have the meanings indicated.
1.1. “COMAR” means the Code of Maryland Regulations.
1.2.  *“Contract” means this contract for Enterprise Budgeting System Replacement.

1.3.  “Contract Manager” means the individual identified in Section 1.6 of the Request for Proposals
(RFP), or a successor designated by the Department.

1.4.  “Contractor” means , whose principal business address is:

1.5.  “Department” means the Department of Information Technology (DolT).
1.6. “eMM” means eMaryland Marketplace.
1.7.  “Financial Proposal” means the Contractor’s financial proposal dated

1.8.  “Minority Business Enterprise” (MBE) means an entity meeting the definition at COMAR 21.0
1.02.01B(54), which is certified by the Maryland Department of Transportation under COMAR
21.11.03.

1.9.  “Procurement Officer” means the person identified in Section 1.5 of the RFP or a successor
designated by the Department.

1.10. *“Proposal” means, as appropriate, either or both an Offeror’s Technical or Financial Proposal.

1.11. “RFP” means the Request for Proposals for Enterprise Budgeting System Replacement, Solicitation
# DolT-FY-16-08 and any amendments thereto issued in writing by the State.

1.12. *“Confidential Data” means any executive, pre-decisional, personally identifiable information (PI1),
protected health information (PHI) or other data as identified by the State’s Information Security
policy.

1.13. “Software” means the object code version of computer programs licensed pursuant to this Contract.
Embedded code, firmware, internal code, microcode, and any other term referring to software that is
necessary for proper operation is included in this definition of Software. Software includes all prior,
current, and future versions of the Software and all maintenance updates and error corrections.
Software also includes any upgrades, updates, bug fixes or modified versions or backup copies of the
Software licensed to the State by Contractor or an authorized distributor.

1.14. Software-as-a-Service (“SaaS™) as used in this document is defined as the right provided to the State
to access and use Software running on equipment operated by Contractor or its suppliers or
Subcontractors, including network, servers, operating systems, and storage (“Cloud Infrastructure”).
The Software is accessible from various client devices through a thin client interface such as a web
browser (e.g., web-based e-mail) or a program interface. The State does not manage or control the
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underlying Cloud Infrastructure, but may be permitted limited user-specific application configuration
settings. The Contractor is responsible for the acquisition and operation of all equipment or
hardware, Software and associated network services as it pertains to the services being provided and
shall keep all Software current to at least the previously released version (e.g., version “n-1"). The
Contractor is responsible for any network service needed for it or its authorized users to access the
Cloud Infrastructure via the internet. Under SaaS, the technical and professional activities required
for establishing, managing, and maintaining the Cloud Infrastructure and Software are the
responsibilities of the Contractor.

1.15. “Source Code” means executable instructions for Software in their high level, human readable
form which are in turn interpreted, parsed and/or compiled to be executed as part of a computing
system.

1.16. “State” means the State of Maryland.

1.17. *“System Source Materials” means those materials necessary to wholly reproduce and fully operate
the EBS system (“System”) in a manner equivalent to the original System including, but not limited
to:

a) Source Code, including Source Code created by the Contractor or subcontractor(s) and Source
Code that is leveraged or extended by the Contractor for use in the project.

b) All associated rules, reports, forms, templates, scripts, data dictionaries and database
functionality.

c) All associated configuration file details needed to duplicate the run time environment as
deployed in the original system.

d) All associated design details, flow charts, algorithms, processes, formulas, pseudo-code,
procedures, instructions, help files, programmer’s notes and other documentation.

e) A complete list of third party, open source, or commercial software components and detailed
configuration notes for each component necessary to reproduce the system (e.g., operating
system, relational database, and rules engine software).

f) All associated training materials for business users and technical staff
1.18. “Third-Party Software” means Software and supporting documentation that:

a) Are owned by a third party, not by the State, the Contractor, or a subcontractor, and
b) Are included in, or necessary or helpful to the operation, maintenance, support or modification
of the System.
c) Were specifically identified and listed as Third Party Software in the Proposal.
1.19. “Technical Proposal” means the Contractor’s technical proposal dated

1.20. “Veteran-owned Small Business Enterprise” (VSBE) means a business that is verified by the Center
for Veterans Enterprise of the United States Department of Veterans Affairs as a veteran-owned
small business. See Code of Maryland Regulations (COMAR) 21.11.13.

1.21. Capitalized terms not defined herein shall be ascribed the meaning given to them in the RFP.
2. Scope of Contract

2.1.  The Contractor shall provide products and services to select, implement and support a state-of-the-art
commercially available software package(s) (“Solution”) to support the creation, analysis and
monitoring of operating budgets for all State agencies and the Department of Budget and Management
(“DBM”).

2.2.  These products and services shall be provided in accordance with the terms and conditions of this
Contract and the following Exhibits, which are attached and incorporated herein by reference. If there
are any inconsistencies between this Contract and Exhibits A through D, the terms of this Contract shall
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3.2.

3.3.

4.2.

4.3.
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control. If there is any conflict among the exhibits, the following order of precedence shall determine
the prevailing provision.

Exhibit A — The RFP, including all amendments, addenda, and attachments
Exhibit B — The Contract Affidavit dated

Exhibit C — The Technical Proposal

Exhibit D — The Financial Proposal

Period of Performance

The Contract shall start as of the date of full execution by the parties (“Effective Date”). From the
Effective Date, the Contract shall continue until January 31, 2019. In its sole discretion, the Department
shall have the right to exercise an option to extend the Contract for two (2), two-year renewal periods.

The Contractor shall provide products and services under this Contract as of the date provided in a
written Notice to Proceed.

Audit, confidentiality, document retention, patents, copyrights & intellectual property (see 85), warranty
and indemnification obligations under this Contract and any other obligations specifically identified
shall survive expiration or termination of the Contract.

Consideration and Payment

In consideration of the satisfactory performance of the Contract, the Department shall promptly process
a proper invoice for payment in accordance with the terms of this Contract.

The total payment for products and services provided under a fixed price contract or the fixed price
element of a combined fixed price — time and materials contract shall be the firm fixed price submitted
by the Contractor in its Financial Proposal. For time and materials contracts, or contracts which include
both fixed price and time and materials elements, total payments to the Contractor for the time and
materials portion may not exceed $<<enter the Not to Exceed amount>> (the “NTE Amount”).

The Contractor shall notify the Contract Manager, in writing, at least 60 days before time and material
obligations are expected to reach the NTE Amount. The Contractor shall have no obligation to perform
the time and materials requirements under this Contract after payments reach the NTE Amount. The
cessation of the Contractor’s obligation to perform under this paragraph 4.2 is expressly conditioned on
the following: that prior to the NTE Amount being reached, the Contractor shall: (i) give the notice
required under this paragraph 4.2; (ii) promptly consult with the Department and cooperate in good faith
with the Department to establish a plan of action to assure that every reasonable effort has been
undertaken by the Contractor to complete critical work in progress prior to the date the NTE Amount
will be reached; and (iii) secure databases, systems, platforms and/or applications on which the
Contractor is working so that no damage or vulnerabilities to any of the same will exist due to any such
unfinished work.

The Contractor shall submit invoices as required in the RFP. Invoices that contain both fixed price and
time and material items must clearly identify the items to be either fixed price or time and material
billing. Invoices for third-party Software support and maintenance will be paid on an annual basis. Each
invoice must include the Contractor’s Federal Tax Identification Number:

. The Contractor’s eMM identification number is
. Payments to the Contractor pursuant to this Contract shall be
made no later than 30 days after the Department’s receipt of a proper invoice from the Contractor.
Charges for late payment of invoices other than as prescribed by Title 15, Subtitle 1, of the State
Finance and Procurement Article, Annotated Code of Maryland, as from time-to-time amended, are
prohibited. Invoices shall be submitted to the Contract Manager. The final payment under this Contract

RFP for Department of Information Technology Page 108



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

will not be made until after certification is received from the Comptroller of the State that all taxes have
been paid.

4.4, In addition to any other available remedies, if, in the opinion of the Procurement Officer, the Contractor
fails to perform in a satisfactory and timely manner, then Contractor will be notified and provided a time
specified by the State to cure the breach. If the breach is not cured within the time specified within the
notification, the Procurement Officer may refuse or limit approval of any invoice for payment, and may
cause payments to the Contractor to be reduced or withheld until such time as the Contractor meets
performance standards as established by the Procurement Officer.

4.5. Payment of an invoice by the Department is not evidence that services were rendered as required under
this Contract.

5. Patents, Copyrights, Intellectual Property

5.1.  All copyrights, patents, trademarks, trade secrets, and any other intellectual property rights existing
prior to the effective date of this agreement shall belong to the party that owned such rights immediately
prior to the Effective Date (“Pre-Existing Intellectual Property”). If Pre-Existing Intellectual Property
includes any design, device, material, process, or other item, which is covered by a patent or copyright
or which is proprietary to or a trade secret of another, the Contractor shall obtain the necessary
permission or license to permit the State to use such item or items pursuant to its rights granted under
the Contract.

5.2 Except for (1) information created or otherwise owned by the Department or licensed by the Department
from third-parties, including all information provided by the Department to Contractor , (2) Software
and deliverables created by Contractor or its subcontractor(s) specifically for the State under the
Contract, (3) the license rights granted to the State, all rights, title, and interest in the intellectual
property embodied in the Solution, including the know-how and methods by which the Solution is
provided and the processes that make up the Solution, will belong solely and exclusively to Contractor
and its licensors, and the Department will have no rights in any of the above except as expressly granted
in this Agreement. Any SaaS Software developed by Contractor during the performance of the Contract
will belong solely and exclusively to Contractor and its licensors. For all Software provided by the
Contractor under the Contract, Contractor hereby grants to the State nonexclusive, irrevocable,
unlimited, perpetual, non-cancelable, and non-terminable rights to use and make copies of the Software
and to modifications to the Software.

5.3.  Subject to the terms of Section 6, Contractor shall defend, indemnify, and hold harmless the State,
including, but not limited to, the Department and its agents, officers, and employees, from and against
any and all claims, costs, losses, damages, liabilities, judgments and expenses (including without
limitation reasonable attorneys’ fees) arising out of or in connection with any third party claim that
products the contractor provides to the State and/or includes in order to implement and operate the
System infringes, misappropriates or otherwise violates any third-party intellectual property rights.
Contractor shall not enter into any settlement involving third party claims that contains any admission of
or stipulation to any guilt, fault, liability or wrongdoing by the State or that adversely affects the State’s
rights or interests, without the State’s prior written consent.

5.4 Contractor shall be entitled to control the defense or settlement of such claim provided that the State
will, upon requesting indemnification hereunder: (a) provide reasonable cooperation to Contractor in
connection with the defense or settlement of any such claim, at Contractor’s expense; and (b) be entitled
to participate in the defense of any such claim at its own expense.

55 Except if Contractor has pre-existing knowledge of such infringement, Contractor’s obligations under
this section will not apply to the extent any third-party intellectual property infringes, misappropriates or
otherwise violates any third party intellectual rights as a result of modifications made by the State, in
violation of the license granted to the State, pursuant to section 5.2 or which were not approved by
Contractor, including (i) the combination, operation or use of the Solution or deliverable in connection
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5.6.

5.7.

5.9.

5.10.

5.11

with a third-party product or service not introduced by the Contractor (the combination of which causes
the infringement); or (ii) Contractor’s compliance with the written specifications or directions of the
State, to incorporate third party Software or other materials which causes infringement.

Without limiting Contractor’s obligations under Section 5.3, if all or any part of the deliverable or
Solution is held, or Contractor reasonably determines that it could be held, to infringe, misappropriate or
otherwise violate any third party intellectual property right, Contractor (after consultation with the State
and at no cost to the State): (a) shall procure for the State the right to continue using the item or
Solutionin accordance with its rights under this Contract; (b) replace the item or service with an item
that does not infringe, misappropriate or otherwise violate any third party intellectual property rights
and, complies with the item’s specifications, and all rights of use and/or ownership set forth in this
Contract; (c) modify the item or Solutionso that it no longer infringes, misappropriates or otherwise
violates any third party intellectual property right and complies with the item’s or
Solution’sspecifications and all rights of use and/or ownership set forth in this Contract or (d) refund
any pre-paid fees for the allegedly infringing services that have not been performed or provide a
reasonable pro-rata refund for the allegedly infringing deliverable or item.

Except for any Pre-Existing Intellectual Property and third-party intellectual property, Contractor shall
not acquire any right, title or interest (including any intellectual property rights subsisting therein) in or
to any goods, Software, technical information, specifications, drawings, records, documentation, data or
any other materials (including any derivative works thereof) provided by the State to the Contractor.
Notwithstanding anything to the contrary herein, the State may, in its sole and absolute discretion, grant
the Contractor a license to such materials, subject to the terms of a separate writing executed by the
Contractor and an authorized representative of the State. Notwithstanding the foregoing, the State agrees
to secure all necessary rights, licenses and/or permissions to allow Contractor to access and use any
goods, Software, technical information, specifications, drawings, records, documentation, data or any
other materials the State provides to the Contractor in Contractor’s performance of the services or
production of the deliverables.

Without limiting the generality of the foregoing, neither Contractor nor any of its subcontractors shall
use any Software or technology in a manner that will cause any patents, copyrights or other intellectual
property which are owned or controlled by the State or any of its affiliates (or for which the State or any
of its subcontractors has received license rights) to become subject to any encumbrance or terms and
conditions of any third-party or open source license (including, without limitation, any open source
license listed on http://www.opensource.org/licenses/alphabetical) (each an “Open Source License™).
These restrictions, limitations, exclusions and conditions shall apply even if the State or any of its
subcontractors becomes aware of or fails to act in a manner to address any violation or failure to comply
therewith. No act by the State or any of its subcontractors that is undertaken under this Contract as to
any Software or technology shall be construed as intending to cause any patents, copyrights or other
intellectual property that are owned or controlled by the State (or for which the State has received
license rights) to become subject to any encumbrance or terms and conditions of any Open Source
License.

The Contractor shall report to the Department, promptly and in written detail, each notice or claim of
copyright infringement received by the Contractor with respect to all deliverables delivered under this
Contract.

The Contractor shall not affix (or permit any third party to affix), without the Department’s consent, any
restrictive markings upon any deliverables that are owned by the State, and if such markings are affixed,
the Department shall have the right at any time to modify, remove, obliterate, or ignore such warnings.

Indemnification

Contractor shall indemnify, defend, and hold the State, its directors, officers, employees and agents
harmless from liability for (a) tangible property damage, bodily injury and death, to the extent caused by
or contributed to by the Contractor, and (b) for the fraud or willful misconduct of Contractor, including
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all related defense costs and expenses (including reasonable attorneys’ fees and costs of investigation,
litigation, settlement, judgments, interest and penalties) arising from or relating to the performance of
the Contractor or its subcontractors under this Contract.

6.2.  The State has no obligation to provide legal counsel or defense to the Contractor or its subcontractors in
the event that a suit, claim or action of any character is brought by any person not party to this Contract
against the Contractor or its subcontractors as a result of or relating to the Contractor's obligations under
this Contract.

6.3.  The State has no obligation for the payment of any judgments or the settlement of any claims against the
Contractor or its subcontractors as a result of or relating to the Contractor's obligations under this
Contract.

6.4.  The Contractor shall immediately notify the Procurement Officer of any claim or suit made or filed
against the Contractor or its subcontractors regarding any matter resulting from or relating to the
Contractor's obligations under the Contract, and will cooperate, assist, and consult with the State in the
defense or investigation of any claim, suit, or action made or filed by a third party against the State as a
result of or relating to the Contractor's performance under this Contract.

6.5. Section 6 shall survive expiration of this Contract.
7. Limitations of Liability

7.1. Contractor shall be liable for any loss or damage to the State occasioned by the acts or omissions of
Contractor, its subcontractors, agents or employees, including but not limited to personal injury;
physical loss; or violations of the Patents, Copyrights, Intellectual Property sections of this Contract, as
follows:

7.1.1. For infringement of patents, trademarks, trade secrets and copyrights as provided in Section
5 (“Patents, Copyrights, Intellectual Property™) of this Contract;

7.1.2. Without limitation for damages for bodily injury (including death) and damage to real
property and tangible personal property; and

7.1.3. For all other claims, damages, loss, costs, expenses, suits or actions in any way related to
this Contract where liability is not otherwise set forth as being “without limitation,” and
regardless of the basis on which the claim is made, Contractor’s liability shall not exceed
one time the total value of the Contract. Third-party claims arising under Section 6
(“Indemnification™) of this Contract are included in this limitation of liability only if the
State is immune from liability. Contractor’s liability for third-party claims arising under
Section 6 of this Contract shall be unlimited if the State is not immune from liability for
claims arising under Section 6.

7.14. In no event shall the existence of a subcontract operate to release or reduce the liability of
Contractor hereunder. For purposes of this Contract, Contractor agrees that all
Subcontractors shall be held to be agents of Contractor.

8. Prompt Pay Requirements

8.1. If the Contractor withholds payment of an undisputed amount to its subcontractor, the State, at its option
and in its sole discretion, may take one or more of the following actions:

() Not process further payments to the Contractor until payment to the subcontractor is verified;

(b) Suspend all or some of the Contract work without affecting the completion date(s) for the Contract
work;

(c) Pay or cause payment of the undisputed amount to the subcontractor from monies otherwise due or
that may become due to the Contractor;
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(d) Place a payment for an undisputed amount in an interest-bearing escrow account; or

(e) Default Contractor for failing to perform in accordance with the requirement to promptly pay sub-
contractors.

(f) Take other or further actions as appropriate to resolve the withheld payment.

An “undisputed amount” means an amount owed by the Contractor to a subcontractor for which there is
no good faith dispute. Such “undisputed amounts” include (a) retainage which had been withheld and is,
by the terms of the agreement between the Contractor and subcontractor, due to be distributed to the
subcontractor and (b) an amount withheld because of issues arising out of an agreement or occurrence
unrelated to the agreement under which the amount is withheld.

An act, failure to act, or decision of a Procurement Officer or a representative of the Department
concerning a withheld payment between the Contractor and subcontractor under this Contract, may not:

(a) Affect the rights of the contracting parties under any other provision of law;

(b) Be used as evidence on the merits of a dispute between the Department and the Contractor in any
other proceeding; or

(c) Result in liability against or prejudice the rights of the Department.

The remedies enumerated above are in addition to those provided under COMAR 21.11.03.13 with
respect to subcontractors that have contracted pursuant to the Minority Business Enterprise program.

Risk of Loss; Transfer of Title

Risk of loss for conforming supplies, equipment and materials specified as deliverables to the State
hereunder shall remain with the Contractor until the supplies, equipment, materials and other deliverables
are received and accepted by the State. Title of all such deliverables passes to the State upon acceptance by
the State.

Confidentiality

Subject to the Maryland Public Information Act and any other applicable laws, all confidential or
proprietary information and documentation relating to either party (including without limitation, any
information or data stored within the Contractor’s computer systems and Cloud Infrastructure) shall be held
in absolute confidence by the other party. Each party shall, however, be permitted to disclose relevant
confidential information to its officers, agents and employees to the extent that such disclosure is necessary
for the performance of their duties under this Contract, provided the data may be collected, used, disclosed,
stored and disseminated only as provided by and consistent with the law. The provisions of this section
shall not apply to information that (a) is lawfully in the public domain; (b) has been independently
developed by the other party without violation of this Contract; (c) was already rightfully in the possession
of such party; (d) was supplied to such party by a third party lawfully in possession thereof and legally
permitted to further disclose the information; or (e) which such party is required to disclose by law.

Exclusive Use and Ownership

Except as may otherwise be set forth in this Contract, Contractor shall not use, sell, sub-lease, assign, give,
or otherwise transfer to any third party any other information or material provided to Contractor by the
Department or developed by Contractor relating to the Contract, except that Contractor may provide said
information to any of its officers, employees and subcontractors who Contractor requires to have said
information for fulfillment of Contractor's obligations hereunder. Each officer, employee and/or
subcontractor to whom any of the Department's confidential information is to be disclosed shall be advised
by Contractor of and bound by confidentiality and intellectual property terms substantially equivalent to
those of this Contract.

Source Code Escrow
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12.1.

12.2.

12.3.

12.4.

13.

The State will be named as a beneficiary under an escrow agreement (“Escrow Agreement”) that shall
be entered into between the Contractor and an escrow agent (“Escrow Agent”) within 15 days of the
date hereof pursuant to which Contractor shall deliver a Source Code Escrow Package to Escrow Agent.
The Contractor shall promptly provide a copy of the fully-executed Escrow Agreement to the State. The
term “Source Code Escrow Package” means: a) a complete copy in machine-readable form of the source
code and executable code of the Software licensed to the State under the Contract; b) a complete copy of
any existing design documentation and user documentation; c¢) complete instructions for compiling and
linking every part of the source code into executable code for purposes of enabling verification of the
completeness of the source code as provided below; and d) any other materials that constitute System
Source Materials or System Documentation as defined in the RFP. The Escrow Agreement shall govern
the maintenance and release of the Source Code Escrow Package, and Contractor agrees to update,
enhance, or otherwise modify such Source Code Escrow Package promptly upon each implementation
of a new version of any component thereof. Contractor shall pay all fees and expenses charged by
Escrow Agent, including, but not limited to, fees and expenses related to the State being a named
beneficiary under the Escrow Agreement. The State shall treat the Source Code Escrow Package as
Contractor’s confidential information. Under all circumstances, the Source Code Escrow Package shall
remain the property of Contractor. The State shall only use the Source Code Escrow Package as
contemplated in the Contract (including, but not limited to confidentiality provisions and usage
restrictions). The Escrow Agent shall maintain the Source Code Escrow Package in a repository located
in the United States.

In the event that the Escrow Agent either ceases providing escrow services to Contractor or Contractor
determines in its reasonable business judgment that the Escrow Agent is no longer providing acceptable
escrow services, Contractor shall replace the Escrow Agent with another escrow agent, using an
agreement which provides the State with rights no less advantageous than those in the Escrow
Agreement. In such case, the new Escrow Agent shall be substituted in all ways for the incumbent
Escrow Agent with respect to Section 12.1 above and all references herein to Escrow Agent shall be
deemed to include such substitute Escrow Agent. The Escrow Agreement shall provide for 30-day
advance notification to the State in the event that the Escrow Agreement is modified, terminated, or
expires.

Contractor shall inform the State of the availability of an escrow for any third party Software solutions it
provides to the State.

In addition to the rights and obligations contained in the Escrow Agreement referenced in Section 12.1,
the State shall have the Software Escrow Package released by the Escrow Agent to the State’s
possession immediately upon any voluntary or involuntary filing of bankruptcy or any other insolvency
proceeding, including but not limited to a general assignment for the benefit of including but not limited
to a general assignment for the benefit of creditors, the appointment of a receiver for business or assets;
the appointment of a receiver for business or assets; Contractor’s dissolution or liquidation, voluntary or
otherwise; the State has compelling reasons to believe that such events will cause Contractor to fail to
meet its obligations in the foreseeable future; or Contractor’s discontinuance of support or failure to
support in accordance with this Contract any Software system or if the Contractor is otherwise unable or
unwilling to provide the Source Code Escrow Package. This condition will also be considered met if
after repeated e-mail and phone requests by the State for service, the State makes a request for service in
writing to the Contractor's last known address served by certified signed receipt required mail delivery
by U.S. Post Office or by a nationally recognized (in the United States) overnight carrier, and the
Contractor remains unresponsive, meaning that the Contractor is unable to acknowledge message
receipt, unwilling or otherwise unable to satisfy the request for a period longer than 15 days from
attempt to deliver the written request.

Notification of Legal Requests
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The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds, discovery
searches and expert testimonies related to the State’s data under this Contract, or which in any way might
reasonably require access to the data of the State, unless prohibited by law from providing such notice. The
Contractor shall not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice.

14. Termination and Suspension of Service

14.1. In the event of a termination of the Contract, the Contractor shall implement an orderly return of all
State data, as set forth in Section 14.2.

14.2  Upon termination or the end of the base period and option periods if any, of this Contract, the
Contractor must provide transition assistance requested by the State to facilitate the orderly transfer of
services to the State or a follow-on contractor for the State as follows: (a) return to the State all State
data in either the form it was provided to the State or a mutually agreed format; (b) provide the schema
necessary for reading of such returned data; (c) preserve, maintain, and protect all State data for a period
of up to ninety (90) days after the termination or expiration date, so that the State can ensure that all
returned data is readable; (d) not delete State data until the earlier of ninety (90) days or the date the
State directs such deletion; (e) after the retention period, the Contractor shall securely dispose of all
State data in all of its forms, such as disk, CD/DVD, backup tape and paper; State data shall be
permanently deleted and shall not be recoverable, according to NIST-approved methods; and certificates
of destruction shall be provided to the State; and (f) prepare an accurate accounting from which the
State and Contractor may reconcile all outstanding accounts. The final monthly invoice for the services
provided hereunder shall include all charges for the ninety-day data retention period.

14.3  The Contractor shall, unless legally prohibited from doing so, securely dispose of all State data in its
systems or otherwise in its possession or under its control, in all of its forms, such as disk, CD/DVD,
backup tape and paper, when requested by the State. Data shall be permanently deleted and shall not be
recoverable, according to NIST-approved methods. Certificates of destruction shall be provided to the
State.

14.2  During any period of service suspension, the Contractor shall not take any action to intentionally erase
any State data.

14.3  The State shall be entitled to any post-termination assistance generally made available with respect to
the services.

15. Data Center Audit
A SOC 2 Audit applies to this Contract.
16. Change Control and Advance Notice

The Contractor shall give seven (7) days advance notice to the State of any upgrades (e.g., major upgrades,
minor upgrades, system changes) that may impact service availability and performance.

Contractor may not modify the functionality or features of the SaaS at any time if that modification
materially degrades the functionality of the Saa$S service.

17. Redundancy, Data Backup and Disaster Recovery

Unless specified otherwise in the RFP, the Contractor must maintain or cause to be maintained disaster
avoidance procedures designed to safeguard State data and other confidential information, Contractor’s
processing capability and the availability of hosted services, in each case throughout the base period, and
any option periods and at all times in connection with its required performance of those services. Any force
majeure provisions of this Contract do not limit the Contractor’s obligations under this “Redundancy, Data
Backup and Disaster Recovery” Contract provision.

18. Effect of Contractor Bankruptcy
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All rights and licenses granted by the Contractor under this Contract are and shall be deemed to be rights
and licenses to “intellectual property,” and the subject matter of this Contract, including services, is and
shall be deemed to be “embodiments of intellectual property” for purposes of and as such terms are used and
interpreted under § 365(n) of the United States Bankruptcy Code (“Code”) (11 U.S.C. § 365(n) (2010)).
The State has the right to exercise all rights and elections under the Code and all other applicable
bankruptcy, insolvency and similar laws with respect to this Contract (including all executory statement of
works). Without limiting the generality of the foregoing, if the Contractor or its estate becomes subject to
any bankruptcy or similar proceeding: (a) subject to the State’s rights of election, all rights and licenses
granted to the State under this Contract shall continue subject to the respective terms and conditions of this
Contract; and (b) the State shall be entitled to a complete duplicate of (or complete access to, as appropriate)
all such intellectual property and embodiments of intellectual property, and the same, if not already in the
State’s possession, shall be promptly delivered to the State, unless the Contractor elects to and does in fact
continue to perform all of its obligations under this Contract.

19. Parent Company Guarantee (If Applicable)

[Corporate name of Parent Company] hereby guarantees absolutely the full, prompt and complete
performance by "[Contractor]" of all the terms, conditions and obligations contained in this Contract, as it
may be amended from time to time, including any and all exhibits that are now or may become incorporated
hereunto, and other obligations of every nature and kind that now or may in the future arise out of or in
connection with this Contract, including any and all financial commitments, obligations and liabilities.
"[Corporate name of Parent Company]" may not transfer this absolute guaranty to any other person or entity
without the prior express written approval of the State, which approval the State may grant, withhold, or
qualify in its sole and absolute discretion. "[Corporate name of Parent Company]" further agrees that if the
State brings any claim, action, suit or proceeding against "[Contractor]","[Corporate name of Parent
Company]" may be named as a party, in its capacity as Absolute Guarantor.

R20. General Terms and Conditions
R20.1. Pre-Existing Regulations

In accordance with the provisions of Section 11-206 of the State Finance and Procurement Article,
Annotated Code of Maryland, the regulations set forth in Title 21 of the Code of Maryland
Regulations (COMAR 21) in effect on the date of execution of this Contract are applicable to this
Contract.

R20.2. Maryland Law Prevails

This Contract shall be construed, interpreted, and enforced according to the laws of the State of
Maryland. The Maryland Uniform Computer Information Transactions Act (Commercial Law
Avrticle, Title 22 of the Annotated Code of Maryland) does not apply to this Contract, the Software,
or any Software license acquired hereunder. Any and all references to the Annotated Code of
Maryland contained in this Contract shall be construed to refer to such Code sections as from time
to time amended.

R20.3. Multi-year Contracts contingent upon Appropriations

If the General Assembly fails to appropriate funds or if funds are not otherwise made available for
continued performance for any fiscal period of this Contract succeeding the first fiscal period, this
Contract shall be canceled automatically as of the beginning of the fiscal year for which funds were
not appropriated or otherwise made available; provided, however, that this will not affect either the
State's rights or the Contractor's rights under any termination clause in this Contract. The effect of
termination of the Contract hereunder will be to discharge both the Contractor and the State of
Maryland from future performance of the Contract, but not from their rights and obligations existing
at the time of termination. The Contractor shall be reimbursed for the reasonable value of any
nonrecurring costs incurred but not amortized in the price of the Contract. The State shall notify the
Contractor as soon as it has knowledge that funds may not be available for the continuation of this
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R20.4.

Contract for each succeeding fiscal period beyond the first.

Cost and Price Certification

R20.4.1.  The Contractor, by submitting cost or price information certifies that, to the best of its

knowledge, the information submitted is accurate, complete, and current as of a mutually
determined specified date prior to the conclusion of any price discussions or negotiations

for:
(D) A negotiated contract, if the total contract price is expected to exceed $100,000, or a
smaller amount set by the Procurement Officer; or
(2 A change order or contract modification, expected to exceed $100,000, or a smaller

amount set by the Procurement Officer.

R20.4.2.  The price under this Contract and any change order or modification hereunder, including

R20.5.

R20.6.

R20.7.

profit or fee, shall be adjusted to exclude any significant price increases occurring because
the Contractor furnished cost or price information which, as of the date agreed upon
between the parties, was inaccurate, incomplete, or not current.

Contract Modifications

The Procurement Officer may, at any time, by written order, make changes in the work within the
general scope of the Contract. No other order, statement or conduct of the Procurement Officer or
any other person shall be treated as a change or entitle the Contractor to an equitable adjustment
under this section. Except as otherwise provided in this Contract, if any change under this section
causes an increase or decrease in the Contractor’s cost of, or the time required for, the performance
of any part of the work, an equitable adjustment in the Contract price shall be made and the Contract
modified in writing accordingly. Pursuant to COMAR 21.10.04, the Contractor must assert in
writing its right to an adjustment under this section and shall include a written statement setting
forth the nature and cost of such claim. No claim by the Contractor shall be allowed if asserted after
final payment under this Contract. Failure to agree to an adjustment under this section shall be a
dispute under Section 20.8, Disputes. Nothing in this section shall excuse the Contractor from
proceeding with the Contract as changed.

Termination for Default

If the Contractor fails to fulfill its obligations under this Contract properly and on time, or otherwise
violates any provision of the Contract, the State may terminate the Contract by written notice to the
Contractor. The notice shall specify the acts or omissions relied upon as cause for termination. All
finished or unfinished work provided by the Contractor shall, at the State's option, become the
State's property. The State of Maryland shall pay the Contractor fair and equitable compensation for
satisfactory performance prior to receipt of notice of termination, less the amount of damages
caused by the Contractor's breach. If the damages are more than the compensation payable to the
Contractor, the Contractor will remain liable after termination and the State can affirmatively collect
damages. Termination hereunder, including the termination of the rights and obligations of the
parties, shall be governed by the provisions of COMAR 21.07.01.11B.

Termination for Convenience

The performance of work under this Contract may be terminated by the State in accordance with
this clause in whole, or from time to time in part, whenever the State shall determine that such
termination is in the best interest of the State. The State will pay all reasonable costs associated with
this Contract that the Contractor has incurred up to the date of termination, and all reasonable costs
associated with termination of the Contract. However, the Contractor shall not be reimbursed for
any anticipatory profits that have not been earned up to the date of termination. Termination
hereunder, including the determination of the rights and obligations of the parties, shall be governed
by the provisions of COMAR 21.07.01.12 (A)(2).
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R20.8.

R20.9.

R20.10.

R20.11.

R20.12.

Disputes

This Contract shall be subject to the provisions of Title 15, Subtitle 2, of the State Finance and
Procurement Article of the Annotated Code of Maryland, as from time to time amended, and
COMAR 21.10 (Administrative and Civil Remedies). Pending resolution of a claim, the Contractor
shall proceed diligently with the performance of the Contract in accordance with the Procurement
Officer's decision. Unless a lesser period is provided by applicable statute, regulation, or the
Contract, the Contractor must file a written notice of claim with the Procurement Officer within 30
days after the basis for the claim is known or should have been known, whichever is earlier.
Contemporaneously with or within 30 days of the filing of a notice of claim, but no later than the
date of final payment under the Contract, the Contractor must submit to the Procurement Officer its
written claim containing the information specified in COMAR 21.10.04.02.

Living Wage

If a Contractor subject to the Living Wage law fails to submit all records required under COMAR
21.11.10.05 to the Commissioner of Labor and Industry at the Department of Labor, Licensing and
Regulation, the Department may withhold payment of any invoice or retainage. The Department
may require certification from the Commissioner on a quarterly basis that such records were
properly submitted.

Non-Hiring of Employees

No official or employee of the State of Maryland, as defined under General Provisions Acrticle, 85-
101, Annotated Code of Maryland, whose duties as such official or employee include matters
relating to or affecting the subject matter of this Contract, shall during the pendency and term of this
Contract and while serving as an official or employee of the State become or be an employee of the
Contractor or any entity that is a subcontractor on this Contract.

Nondiscrimination in Employment

The Contractor agrees: (a) not to discriminate in any manner against an employee or applicant for
employment because of race, color, religion, creed, age, sex, marital status, national origin, sexual
orientation, sexual identity, ancestry, or disability of a qualified person with a disability, or any
otherwise unlawful use of characteristics; (b) to include a provision similar to that contained in
subsection (a), above, in any underlying subcontract except a subcontract for standard commercial
supplies or raw materials; and (c) to post and to cause subcontractors to post in conspicuous places
available to employees and applicants for employment, notices setting forth the substance of this
clause.

Commercial Non-Discrimination

R20.12.1. As a condition of entering into this Contract, Contractor represents and warrants that it will

comply with the State's Commercial Nondiscrimination Policy, as described under Title 19
of the State Finance and Procurement Article of the Annotated Code of Maryland. As part
of such compliance, Contractor may not discriminate on the basis of race, color, religion,
ancestry, national origin, sex, age, marital status, sexual orientation, sexual identity,
disability, or other unlawful forms of discrimination in the solicitation, selection, hiring, or
commercial treatment of subcontractors, vendors, suppliers, or commercial customers, nor
shall Contractor retaliate against any person for reporting instances of such discrimination.
Contractor shall provide equal opportunity for subcontractors, vendors, and suppliers to
participate in all of its public sector and private sector subcontracting and supply
opportunities, provided that this clause does not prohibit or limit lawful efforts to remedy
the effects of marketplace discrimination that have occurred or are occurring in the
marketplace. Contractor understands that a material violation of this clause shall be
considered a material breach of this Agreement and may result in termination of this
Contract, disqualification of Contractor from participating in State contracts, or other
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sanctions. This clause is not enforceable by or for the benefit of, and creates no obligation
to, any third party.

R20.12.2. As a condition of entering into this Contract, upon the request of the Commission on Civil
Rights, and only after the filing of a complaint against Contractor under Title 19 of the State
Finance and Procurement Article of the Annotated Code of Maryland, as amended from
time to time, Contractor agrees to provide within 60 days after the request a complete list of
the names of all subcontractors, vendors, and suppliers that Contractor has used in the past
four (4) years on any of its contracts that were undertaken within the State of Maryland,
including the total dollar amount paid by Contractor on each subcontract or supply contract.
Contractor further agrees to cooperate in any investigation conducted by the State pursuant
to the State‘s Commercial Nondiscrimination Policy as set forth under Title 19 of the State
Finance and Procurement Article of the Annotated Code of Maryland, and to provide any
documents relevant to any investigation that are requested by the State. Contractor
understands that violation of this clause is a material breach of this Contract and may result
in Contract termination, disqualification by the State from participating in State contracts,
and other sanctions.

R20.13.  Subcontracting and Assignment

R20.13.1 The Contractor may not subcontract any portion of the products or services provided under
this Contract without obtaining the prior written approval of the Procurement Officer, nor
may the Contractor assign this Contract or any of its rights or obligations hereunder,
without the prior written approval of the State, each at the State’s sole and absolute
discretion. Any such subcontract or assignment shall include the terms of this Contract and
any other terms and conditions that the State deems necessary to protect its interests. The
State shall not be responsible for the fulfillment of the Contractor’s obligations to any
subcontractors.

R20.13.2. Subcontractor Disclosure
The Contractor shall identify all of its strategic business partners related to products or
services provided under this Contract, including but not limited to all subcontractors or
other entities or individuals who may be a party to a joint venture or similar agreement with
the Contractor, and who shall be involved in any application development and/or
operations.

R20.14.  Minority Business Enterprise Participation
R20.14.1. Establishment of Goal and Subgoals.

An overall MBE subcontractor participation goal and subgoals have been established for this
procurement as described in section 1.33 of the RFP.

R20.14.2. Liquidated Damages for MBE program

R20.14.2.1. This Contract requires the Contractor to make good faith efforts to comply with the
MBE Program and Contract provisions. The State and the Contractor acknowledge
and agree that the State will incur damages, including but not limited to loss of
goodwill, detrimental impact on economic development, and diversion of internal
staff resources, if the Contractor does not make good faith efforts to comply with the
requirements of the MBE Program and MBE Contract provisions. The parties further
acknowledge and agree that the damages the State might reasonably be anticipated to
accrue as a result of such lack of compliance are difficult to ascertain with precision.

R20.14.2.2. Therefore, upon a determination by the State that the Contractor failed to make good
faith efforts to comply with one or more of the specified MBE Program requirements
or Contract provisions, the Contractor agrees to pay liquidated damages to the State at
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the rates set forth below. The Contractor expressly agrees that the State may withhold
payment on any invoices as a set-off against liquidated damages owed. The
Contractor further agrees that for each specified violation, the agreed upon liquidated
damages are reasonably proximate to the loss the State is anticipated to incur as a
result of such violation.

i. Failure to submit each monthly payment report in full compliance with
COMAR 21.11.03.13B (3): $100.00 per day until the monthly report is
submitted as required.

ii. Failure to include in its agreements with MBE subcontractors a provision
requiring submission of payment reports in full compliance with COMAR
21.11.03.13B (4): $807.71 per MBE subcontractor.

iii. Failure to comply with COMAR 21.11.03.12 in terminating, canceling, or
changing the scope of work/value of a contract with an MBE subcontractor
and/or amendment of the MBE participation schedule: the difference between
the dollar value of the MBE participation commitment on the MBE
participation schedule for that specific MBE firm and the dollar value of the
work performed by that MBE firm for the contract.

iv. Failure to meet the Contractor’s total MBE participation goal and sub goal
commitments: the difference between the dollar value of the total MBE
participation commitment on the MBE participation schedule and the MBE
participation actually achieved.

v. Failure to promptly pay all undisputed amounts to an MBE subcontractor in full
compliance with the prompt payment provisions of this Contract: $100.00 per
day until the undisputed amount due to the MBE subcontractor is paid.

Notwithstanding the use of liquidated damages, the State reserves the right to
terminate the Contract and exercise all other rights and remedies provided in the
Contract or by law.

R20.14.3. MBE Prompt Pay Requirements

R20.14.3.1. To ensure compliance with certified MBE subcontract participation goals, the
Department may, consistent with COMAR 21.11.03.13, take the following measures:

A) Verify that the certified MBEs listed in the MBE participation schedule
actually are performing work and receiving compensation as set forth in the
MBE participation schedule. This verification may include, as appropriate:

(1) Inspecting any relevant records of the Contractor;
(2) Inspecting the jobsite; and

(3) Interviewing subcontractors and workers.

(4) Verification shall include a review of:

(@) The Contractor’s monthly report listing unpaid invoices
over 30 days old from certified MBE subcontractors and
the reason for nonpayment; and

(b) The monthly report of each certified MBE subcontractor,
which lists payments received from the Contractor in the
preceding 30 days and invoices for which the subcontractor
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has not been paid.

B) If the Department determines that the Contractor is not in compliance with
certified MBE participation goals, then the Department will notify the
Contractor in writing of its findings, and will require the Contractor to take
appropriate corrective action. Corrective action may include, but is not
limited to, requiring the Contractor to compensate the MBE for work
performed as set forth in the MBE participation schedule.

C) If the Department determines that the Contractor is in material
noncompliance with MBE Contract provisions and refuses or fails to take
the corrective action that the Department requires, then the Department
may:

(1) Terminate the Contract;

(2) Refer the matter to the Office of the Attorney General for
appropriate action; or

(3) Initiate any other specific remedy identified by this Contract.

R20.14.3.2. Upon completion of the contract, but before final payment or release of retainage or
both, the Contractor shall submit a final report, in affidavit form under the penalty of
perjury, of all payments made to, or withheld from MBE subcontractors.

R20.15. Insurance Requirements

The Contractor shall maintain workers’ compensation coverage, property and casualty insurance,
cyber liability insurance, and any other insurance as required in the RFP. The minimum limits of
such policies must meet any minimum requirements established by law and the limits of insurance
required by the RFP, and shall cover losses resulting from or arising out of Contractor action or
inaction in the performance of services under the Contract by the Contractor, its agents, servants,
employees or subcontractors. Effective no later than the date of execution of the Contract, and
continuing for the duration of the Contract term, and any applicable renewal and transition periods,
the Contractor shall maintain such insurance coverage and shall report such insurance annually or
upon Contract renewal, whichever is earlier, to the Procurement Officer. The Contractor is required
to notify the Procurement Officer in writing, if policies are cancelled or not renewed within five (5)
days of learning of such cancellation and/or nonrenewal. Certificates of insurance evidencing this
coverage shall be provided within five (5) days of notice of recommended award. All insurance
policies shall be issued by a company properly authorized to do business in the State of Maryland.
The State shall be included as an additional named insured on the property and casualty policy and
as required in the RFP.

R20.16.  Veteran Owned Small Business Enterprise Participation

An overall VSBE subcontractor participation goal has been established for this procurement as
described in section 1.41 of the RFP.

R20.17.  Security Requirements and Incident Response

R20.17.1. The Contractor agrees to abide by all applicable federal, State and local laws concerning
information security and comply with current State and Department of Information
Technology information security policy, currently found at
http://doit.maryland.gov/Publications/Dol TSecurityPolicy.pdf. Contractor shall limit access
to and possession of Confidential Data to only employees whose responsibilities reasonably
require such access or possession and shall train such employees on the Confidentiality
obligations set forth herein.

R20.17.2. The Contractor agrees to notify the Department when any Contractor system that may
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access, process, or store State data or State systems is subject to unintended access or
attack. Unintended access or attack includes compromise by a computer malware, malicious
search engine, credential compromise or access by an individual or automated program due
to a failure to secure a system or adhere to established security procedures.

R20.17.3. The Contractor further agrees to notify the Department within twenty-four (24) hours of the
discovery of the unintended access or attack by providing notice via written or electronic
correspondence to the Contract Manager, Department chief information officer and
Department chief information security officer.

R20.17.4. The Contractor agrees to notify the Department within two (2) hours if there is a threat to
Contractor's product as it pertains to the use, disclosure, and security of the State data.

R20.17.5. If an unauthorized use or disclosure of any Confidential Data occurs, the Contractor must
provide written notice to the Department within one (1) business day after Contractor's
discovery of such use or disclosure and thereafter all information the State (or Department)
requests concerning such unauthorized use or disclosure.

R20.17.6. The Contractor, within one day of discovery, shall report to the Department any improper or
non-authorized use or disclosure of Confidential Data. Contractor's report shall identify:

(@) the nature of the unauthorized use or disclosure;

(b) the Confidential Data used or disclosed,

(c) who made the unauthorized use or received the unauthorized disclosure;

(d) what the Contractor has done or shall do to mitigate any deleterious effect of the

unauthorized use or disclosure; and

(e) what corrective action the Contractor has taken or shall take to prevent future similar
unauthorized use or disclosure.

0) The Contractor shall provide such other information, including a written report, as
reasonably requested by the State.

R20.17.7. The Contractor shall protect Confidential Data according to a written security policy no less
rigorous than that of the State, and shall supply a copy of such policy to the State for
validation. The Contractor agrees to comply with all applicable laws that require the
notification of individuals in the event of unauthorized release of Confidential Data or other
event requiring notification. In the event of a breach of any of the Contractor's security
obligations or other event requiring notification under applicable law, the Contractor agrees
to assume responsibility for informing all such individuals in accordance with applicable
law and to indemnify, hold harmless and defend the State (or Department) and its officials
and employees from and against any claims, damages, or other harm related to such security
obligation breach or other event requiring the notification.

R20.17.8  The Contractor shall disclose all of its non-proprietary security processes and technical
limitations to the State.

R20.17.9. This Section shall survive expiration or termination of this Contract.
R20.18.  Security Incident or Data Breach Notification
The Contractor shall inform the State of any security incident or data breach.

R20.18.1. Incident Response: The Contractor may need to communicate with outside parties regarding
a security incident, which may include contacting law enforcement, fielding media inquiries
and seeking external expertise as mutually agreed upon, defined by law or contained in the
Contract. Discussing security incidents with the State should be handled on an urgent as-
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needed basis, as part of Contractor communication and mitigation processes as mutually
agreed upon, defined by law or contained in the Contract.

R20.18.2. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the appropriate State-identified contact immediately.

R20.18.3. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State-
identified contact within 24 hours or sooner, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

R20.19 Data Breach Responsibilities

This section only applies when a data breach occurs with respect to Confidential Data within the possession
or control of the Contractor.

R20.19.1. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate State-
identified contact by telephone in accordance with the agreed upon security plan or security
procedures if it reasonably believes there has been a security incident.

R20.19.2. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State-
identified contact within 24 hours or sooner by telephone, unless shorter time is required by
applicable law, if it confirms that there is, or reasonably believes that there has been, a data
breach. The Contractor shall (1) cooperate with the State to investigate and resolve the data
breach, (2) promptly implement necessary remedial measures, if necessary, and (3)
document responsive actions taken related to the data breach, including any post-incident
review of events and actions taken to make changes in business practices in providing the
services, if necessary.

R20.19.3. Unless otherwise stipulated, if a data breach is a direct result of the Contractor’s breach of
its Contract obligation to encrypt Confidential Data or otherwise prevent its release, the
Contractor shall bear the costs associated with (1) the investigation and resolution of the
data breach; (2) notifications to individuals, regulators or others required by State law; (3) a
credit monitoring service required by State or federal law; (4) a website or a toll-free
number and call center for affected individuals required by State law; and (5) complete all
corrective actions as reasonably determined by Contractor based on root cause; all [(1)
through (5)] subject to this Contract’s limitation of liability.

R21  Data Protection
R21.1 Data Ownership

The State will own all right, title and interest in its data that is related to the services provided by this
contract. The Contractor and/or Subcontractor(s) shall not access public jurisdiction user accounts or public
jurisdiction data, except (1) in the course of data center operations, (2) in response to service or technical
issues, (3) as required by the express terms of this contract or (4) at the State’s written request.

R21.2 Loss of Data

In the event of loss of any State data or records where such loss is due to the intentional act, omission, or
negligence of the Contractor or any of its subcontractors or agents, the Contractor shall be responsible for
recreating such lost data in the manner and on the schedule set by the Contract Manager. The Contractor
shall ensure that all data is backed up and is recoverable by the Contractor. In accordance with prevailing
federal or state law or regulations, the Contractor shall report the loss of non-public data as directed in
Section 20.17.

Protection of data and personal privacy (as further described and defined in section 20.17 shall be an
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integral part of the business activities of the Contractor to ensure there is no inappropriate or unauthorized
use of State information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity
and availability of State information and comply with the following conditions:

R21.2.1  The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of Confidential Data and non-public data. Such security measures shall be in
accordance with recognized industry practice and not less stringent than the measures the
Contractor applies to its own Confidential Data and non-public data of similar kind.

R21.2.2  All data collected or created in the performance of this contract shall become and remain
property of the State.

R21.2.3  All Confidential Data shall be encrypted at rest and in transit with controlled access,
including back-ups. Unless otherwise stipulated, the Contractor is responsible for the
encryption of the Confidential Data.

R21.2.4  Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and in
transit. The State shall identify data it deems as non-public data to the Contractor. The level
of protection and encryption for all non-public data shall be identified and made a part of
this Contract.

R21.25  Atno time shall any data or processes — that either belong to or are intended for the use of
the State or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the State.

R21.2.6  The Contractor shall not use any information collected in connection with the service issued
under this Contract for any purpose other than fulfilling the service.

R22  Other Mandatory Items
R22.1 Data Location

The Contractor shall provide its services to the State and its end users solely from data centers in the United
States (*U.S.”). Storage of State data at rest shall be located solely in data centers in the U.S. The
Contractor shall not allow its personnel or contractors to store State data on portable devices, including
personal computers, except for devices that are used and kept only at its U.S. data centers. The Contractor
shall permit its personnel and contractors to access State data remotely only as required to provide technical
support. If requested by the State, the Contractor shall provide technical user support on a 24/7 basis.

R22.2 Import and Export of Data

The State shall have the ability to import or export data in piecemeal or in entirety at its discretion without
interference from the Contractor. This includes the ability for the State to import or export data to/from third
parties.

R22.3 Encryption of Data at Rest

The Contractor shall ensure hard drive encryption consistent with validated cryptography standards as
referenced in FIPS 140-2, Security Requirements for Cryptographic Modules for all Confidential Data,
unless the State approves the storage of Confidential Data on a Contractor portable device in order to
accomplish Contract work.

R22.4 Compliance with federal Health Insurance Portability and Accountability Act (HIPAA) and
State Confidentiality Law

HIPAA clauses do not apply to this Contract.
R22.5. Suspension of Work
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The Procurement Officer unilaterally may order the Contractor in writing to suspend, delay, or
interrupt all or any part of its performance for such period of time as the Procurement Officer may
determine to be appropriate for the convenience of the State.

R22.6. Nonvisual Accessibility Warranty
R22.6.1.  The Contractor warrants that the information technology to be provided under the Contract.
(@) provides equivalent access for effective use by both visual and non-visual means;

(b) will present information, including prompts used for interactive communications, in
formats intended for both visual and non-visual use;

) if intended for use in a network, can be integrated into networks for obtaining,
retrieving, and disseminating information used by individuals who are not blind or
visually impaired; and

(d) is available, whenever possible, without modification for compatibility with Software
and hardware for non-visual access.

R22.6.2.  The Contractor further warrants that the cost, if any, of modifying the information
technology for compatibility with Software and hardware used for non-visual access does
not increase the cost of the information technology by more than five percent. For purposes
of this Contract, the phrase "equivalent access" means the ability to receive, use and
manipulate information and operate controls necessary to access and use information
technology by non-visual means. Examples of equivalent access include keyboard controls
used for input and synthesized speech, Braille, or other audible or tactile means used for
output.

R22.7. Compliance with Laws/Arrearages
The Contractor hereby represents and warrants that:

R22.7.1  Itis qualified to do business in the State of Maryland and that it will take such action as,
from time to time hereafter, may be necessary to remain so qualified;

R22.7.2.  Itisnot in arrears with respect to the payment of any monies due and owing the State of
Maryland, or any department or unit thereof, including but not limited to the payment of
taxes and employee benefits, and that it shall not become so in arrears during the term of
this Contract;

R22.7.3. It shall comply with all federal, State and local laws, regulations, and ordinances applicable
to its activities and obligations under this Contract; and,

R22.7.4. It shall obtain, at its expense, all licenses, permits, insurance, and governmental approvals,
if any, necessary to the performance of its obligations under this Contract.

R22.8 Contingent Fee Prohibition

The Contractor warrants that it has not employed or retained any person, partnership, corporation, or
other entity, other than a bona fide employee or bona fide agent working for the Contractor, to
solicit or secure this Contract, and that it has not paid or agreed to pay any person, partnership,
corporation or other entity, other than a bona fide employee or bona fide agent, any fee or other
consideration contingent on the making of this Contract.

R22.9. Delays and Extensions of Time

The Contractor agrees to perform this Contract continuously and diligently. No charges or claims
for damages shall be made by the Contractor for any delays or hindrances from any cause
whatsoever during the progress of any portion of the work specified in this Contract. Time
extensions will be granted only for excusable delays that arise from unforeseeable causes beyond
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the control and without the fault or negligence of the Contractor, including but not restricted to acts
of God, acts of the public enemy, acts of the State in either its sovereign or contractual capacity, acts
of another contractor in the performance of a contract with the State, fires, floods, epidemics,
guarantine restrictions, strikes, freight embargoes, or delays of subcontractors or suppliers arising
from unforeseeable causes beyond the control and without the fault or negligence of either the
Contractor or the subcontractors or suppliers.

R22.10. Financial Disclosure

The Contractor shall comply with the provisions of §13-221 of the State Finance and Procurement
Avrticle of the Annotated Code of Maryland, which requires that every business that enters into
contracts, leases, or other agreements with the State of Maryland or its agencies during a calendar
year under which the business is to receive in the aggregate $100,000 or more, shall, within 30 days
of the time when the aggregate value of these contracts, leases or other agreements reaches
$100,000, file with the Secretary of State of Maryland certain specified information to include
disclosure of beneficial ownership of the business.

R22.11 Political Contribution Disclosure

The Contractor shall comply with Md. Code Ann., Election Law Atrticle, Title 14, which requires
that every person that enters into a contract for a procurement with the State, a county, or a
municipal corporation, or other political subdivision of the State, during a calendar year in which
the person receives a contract with a governmental entity in the amount of $200,000 or more, shall
file with the State Board of Elections statements disclosing: (a) any contributions made during the
reporting period to a candidate for elective office in any primary or general election; and (b) the
name of each candidate to whom one or more contributions in a cumulative amount of $500 or more
were made during the reporting period. The statement shall be filed with the State Board of
Elections: (a) before execution of a contract by the State, a county, a municipal corporation, or
other political subdivision of the State, and shall cover the 24 months prior to when a contract was
awarded; and (b) if the contribution is made after the execution of a contract, then twice a year,
throughout the contract term, on: (i) February 5, to cover the six (6) month period ending January
31; and (ii) August 5, to cover the six (6) month period ending July 31. Additional information is
available on the State Board of Elections website:
http://www.elections.state.md.us/campaign_finance/index.html.

R22.12 Retention of Records

R22.12.1. The Contractor and Subcontractors shall retain and maintain all records and documents in
any way relating to this Contract for three (3) years after final payment by the State under
this Contract, or any applicable statute of limitations, prevailing federal or State law or
regulation, or condition of award, whichever is longer, and shall make them available for
inspection and audit by authorized representatives of the State, including the Procurement
Officer or the Procurement Officer's designee, at all reasonable times. The Contractor shall,
upon request by the Department, surrender all and every copy of documents needed by the
State, including, but not limited to itemized billing documentation containing the dates,
hours spent and work performed by the Contractor and its subcontractors under the
Contract. The Contractor agrees to cooperate fully in any audit conducted by or on behalf of
the State, including, by way of example only, making records and employees available as,
where, and to the extent requested by the State and by assisting the auditors in reconciling
any audit variances. Contractor shall not be compensated for providing any such
cooperation and assistance. All records related in any way to the Contract are to be retained
for the entire time provided under this section.

R22.12.2. This provision shall survive expiration of this Contract.
R23. Right to Audit
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R23.1 The State reserves the right, at its sole discretion and at any time, to perform an audit of the
Contractor’s and/or Subcontractors’ performance under this Contract. In this agreement,
an audit is defined as a planned and documented independent activity performed by
qualified personnel, including but not limited to State and federal auditors, to determine by
investigation, examination, or evaluation of objective evidence from data, statements,
records, operations and performance practices (financial or otherwise) the Contractor’s
compliance with the Contract, including but not limited to the adequacy and compliance
with established procedures and internal controls over the services being performed for the
State.

R23.2 Upon three (3) business days’ notice, Contractor and/or Subcontractors shall provide the
State reasonable access during normal business hours to their records to verify conformance
to the terms of this Contract. The State shall be permitted to conduct these audits with any
or all of its own internal resources or by securing the services of a third party
accounting/audit firm, solely at the State’s election. The State shall have the right to copy,
at its own expense, any record related to the services performed pursuant to this Contract.

R23.3 Contractor and/or Subcontractors shall cooperate with the State or the designated auditor
and shall provide the necessary assistance for the State or the designated auditor to conduct
the audit.

R23.4 The right to audit shall include subcontractors in which goods or services are subcontracted

by Contractor and/or Subcontractors and that provide essential support to the services
provided to the State under this Contract. Contractor and/or Subcontractors shall ensure the
State has the right to audit with any lower tier subcontractor.

24, Administrative Information
24.1.  Procurement Officer and Contract Manager

The day-to-day work to be accomplished under this Contract shall be performed under the direction
of the Contract Manager and, as appropriate, the Procurement Officer. All matters relating to the
interpretation of this Contract shall be referred to the Procurement Officer for determination.

24.2. Notices

All notices hereunder shall be in writing and either delivered personally or sent by certified or
registered mail, postage prepaid as follows:

If to the State:
Derek Rost
45 Calvert Street
Annapolis, MD 21401
Phone Number: (410) 260-7396
E-Mail: Derek.Rost@Maryland.Gov
With a copy to:
Michael G. Meinl
Department of Information Technology (Dol T
45 Calvert Street
Annapolis, MD 21401
Phone Number: (410) 260-7179
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E-Mail: Michael.Meinl@Maryland.Gov
If to the Contractor:

Attn:

**Delete the following if a parent company guarantee isn’t applicable: **

Parent Company Guarantor Contact:

Attn:
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IN WITNESS THEREQOF, the parties have executed this Contract as of the date hereinabove set forth.
CONTRACTOR STATE OF MARYLAND
Department of Information Technology (DolT)

By: By:

Or designee:
Date

Date

Approved for form and legal sufficiency
this day of , 20

Assistant Attorney General

APPROVED BY BPW:

(Date) (BPW Item #)
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ATTACHMENT B - BID/PROPOSAL AFFIDAVIT |
A. AUTHORITY
I hereby affirm that I, (name of affiant) am the (title) and duly
authorized representative of (name of business entity) and that | possess the legal

authority to make this affidavit on behalf of the business for which | am acting.
B. CERTIFICATION REGARDING COMMERCIAL NONDISCRIMINATION

The undersigned Bidder/Offeror hereby certifies and agrees that the following information is correct:
In preparing its Bid/Proposal on this project, the Bidder/Offeror has considered all quotes submitted
from qualified, potential subcontractors and suppliers, and has not engaged in "discrimination™ as
defined in § 19-103 of the State Finance and Procurement Article of the Annotated Code of Maryland.
"Discrimination” means any disadvantage, difference, distinction, or preference in the solicitation,
selection, hiring, or commercial treatment of a vendor, subcontractor, or commercial customer on the
basis of race, color, religion, ancestry, or national origin, sex, age, marital status, sexual orientation, or
on the basis of disability or any otherwise unlawful use of characteristics regarding the vendor's,
supplier's, or commercial customer's employees or owners. "Discrimination™ also includes retaliating
against any person or other entity for reporting any incident of "discrimination”. Without limiting any
other provision of the solicitation on this project, it is understood that, if the certification is false, such
false certification constitutes grounds for the State to reject the Bid/Proposal submitted by the
Bidder/Offeror on this project, and terminate any contract awarded based on the Bid/Proposal. As part
of its Bid/Proposal, the Bidder/Offeror herewith submits a list of all instances within the past 4 years
where there has been a final adjudicated determination in a legal or administrative proceeding in the
State of Maryland that the Bidder/Offeror discriminated against subcontractors, vendors, suppliers, or
commercial customers, and a description of the status or resolution of that determination, including any
remedial action taken. Bidder/Offeror agrees to comply in all respects with the State's Commercial
Nondiscrimination Policy as described under Title 19 of the State Finance and Procurement Article of
the Annotated Code of Maryland.

B-1. CERTIFICATION REGARDING MINORITY BUSINESS ENTERPRISES.

The undersigned Bidder/Offeror hereby certifies and agrees that it has fully complied with the State
Minority Business Enterprise Law, State Finance and Procurement Acrticle, 8§ 14-308(a)(2), Annotated
Code of Maryland, which provides that, except as otherwise provided by law, a contractor may not
identify a certified minority business enterprise in a Bid/Proposal and:

(1) Fail to request, receive, or otherwise obtain authorization from the certified minority business
enterprise to identify the certified minority proposal;

(2) Fail to notify the certified minority business enterprise before execution of the contract of its
inclusion in the Bid/Proposal;

(3) Fail to use the certified minority business enterprise in the performance of the contract; or
(4) Pay the certified minority business enterprise solely for the use of its name in the Bid/Proposal.

Without limiting any other provision of the solicitation on this project, it is understood that if the
certification is false, such false certification constitutes grounds for the State to reject the Bid/Proposal
submitted by the Bidder/Offeror on this project, and terminate any contract awarded based on the
Bid/Proposal.
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B-2. CERTIFICATION REGARDING VETERAN-OWNED SMALL BUSINESS ENTERPRISES.

The undersigned Bidder/Offeror hereby certifies and agrees that it has fully complied with the State
veteran-owned small business enterprise law, State Finance and Procurement Article, § 14-605,
Annotated Code of Maryland, which provides that a person may not:

(1) Knowingly and with intent to defraud, fraudulently obtain, attempt to obtain, or aid another person
in fraudulently obtaining or attempting to obtain public money, procurement contracts, or funds
expended under a procurement contract to which the person is not entitled under this title;

(2) Knowingly and with intent to defraud, fraudulently represent participation of a veteran—owned
small business enterprise in order to obtain or retain a Bid/Proposal preference or a procurement
contract;

(3) Willfully and knowingly make or subscribe to any statement, declaration, or other document that is
fraudulent or false as to any material matter, whether or not that falsity or fraud is committed with the
knowledge or consent of the person authorized or required to present the declaration, statement, or
document;

(4) Willfully and knowingly aid, assist in, procure, counsel, or advise the preparation or presentation of
a declaration, statement, or other document that is fraudulent or false as to any material matter,
regardless of whether that falsity or fraud is committed with the knowledge or consent of the person
authorized or required to present the declaration, statement, or document;

(5) Willfully and knowingly fail to file any declaration or notice with the unit that is required by
COMAR 21.11.12; or

(6) Establish, knowingly aid in the establishment of, or exercise control over a business found to have
violated a provision of § B-2(1)-(5) of this regulation.

C. AFFIRMATION REGARDING BRIBERY CONVICTIONS
| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business (as is defined in
Section 16-101(b) of the State Finance and Procurement Article of the Annotated Code of Maryland),
or any of its officers, directors, partners, controlling stockholders, or any of its employees directly
involved in the business's contracting activities including obtaining or performing contracts with public
bodies has been convicted of, or has had probation before judgment imposed pursuant to Criminal
Procedure Article, 8 6-220, Annotated Code of Maryland, or has pleaded nolo contendere to a charge
of, bribery, attempted bribery, or conspiracy to bribe in violation of Maryland law, or of the law of any
other state or federal law, except as follows (indicate the reasons why the affirmation cannot be given
and list any conviction, plea, or imposition of probation before judgment with the date, court, official
or administrative body, the sentence or disposition, the name(s) of person(s) involved, and their current
positions and responsibilities with the business):

D. AFFIRMATION REGARDING OTHER CONVICTIONS
| FURTHER AFFIRM THAT:
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Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its
officers, directors, partners, controlling stockholders, or any of its employees directly involved in the
business's contracting activities including obtaining or performing contracts with public bodies, has:

(1) Been convicted under state or federal statute of:

(a) A criminal offense incident to obtaining, attempting to obtain, or performing a public or private
contract; or

(b) Fraud, embezzlement, theft, forgery, falsification or destruction of records or receiving stolen
property;
(2) Been convicted of any criminal violation of a state or federal antitrust statute;

(3) Been convicted under the provisions of Title 18 of the United States Code for violation of the
Racketeer Influenced and Corrupt Organization Act, 18 U.S.C. § 1961 et seq., or the Mail Fraud Act,
18 U.S.C. 8§ 1341 et seq., for acts in connection with the submission of Bids/Proposals for a public or
private contract;

(4) Been convicted of a violation of the State Minority Business Enterprise Law, § 14-308 of the State
Finance and Procurement Article of the Annotated Code of Maryland,;

(5) Been convicted of a violation of § 11-205.1 of the State Finance and Procurement Article of the
Annotated Code of Maryland,

(6) Been convicted of conspiracy to commit any act or omission that would constitute grounds for
conviction or liability under any law or statute described in subsections (1)—(5) above;

(7) Been found civilly liable under a state or federal antitrust statute for acts or omissions in connection
with the submission of Bids/Proposals for a public or private contract;

(8) Been found in a final adjudicated decision to have violated the Commercial Nondiscrimination
Policy under Title 19 of the State Finance and Procurement Article of the Annotated Code of Maryland
with regard to a public or private contract;

(9) Been convicted of a violation of one or more of the following provisions of the Internal Revenue
Code:

(a) §7201, Attempt to Evade or Defeat Tax;

(b) 87203, Willful Failure to File Return, Supply Information, or Pay Tax,

(c) 87205, Fraudulent Withholding Exemption Certificate or Failure to Supply Information;
(d) 87206, Fraud and False Statements, or

(e) 87207 Fraudulent Returns, Statements, or Other Documents;

(10) Been convicted of a violation of 18 U.S.C. §286 Conspiracy to Defraud the Government with
Respect to Claims, 18 U.S.C. 8287, False, Fictitious, or Fraudulent Claims, or 18 U.S.C. 8371,
Conspiracy to Defraud the United States;

(11) Been convicted of a violation of the Tax-General Article, Title 13, Subtitle 7 or Subtitle 10,
Annotated Code of Maryland;

(12) Been found to have willfully or knowingly violated State Prevailing Wage Laws as provided in
the State Finance and Procurement Article, Title 17, Subtitle 2, Annotated Code of Maryland, if:

() A court:

RFP for Department of Information Technology Page 131



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

(i) Made the finding; and
(ii) Decision became final; or
(b) The finding was:
(i) Made in a contested case under the Maryland Administrative Procedure act; and
(if) Not overturned on judicial review;

(13) Been found to have willfully or knowingly violated State Living Wage Laws as provided in the
State Finance and Procurement Article, Title 18, Annotated Code of Maryland, if:

(@) A court:
(i) Made the finding; and
(ii) Decision became final; or
(b) The finding was:
(i) Made in a contested case under the Maryland Administrative Procedure act; and
(if) Not overturned on judicial review;

(14) Been found to have willfully or knowingly violated the Labor and Employment Article, Title 3,
Subtitles 3, 4, or 5, or Title 5, Annotated Code of Maryland, if:

(@) A court:
(i) Made the finding; and
(ii) Decision became final; or
(b) The finding was:
(i) Made in a contested case under the Maryland Administrative Procedure act; and
(if) Not overturned on judicial review; or

(15) Admitted in writing or under oath, during the course of an official investigation or other
proceedings, acts or omissions that would constitute grounds for conviction or liability under any law
or statute described in 88 B and C and subsections D(1)—(14 above, except as follows (indicate
reasons why the affirmations cannot be given, and list any conviction, plea, or imposition of probation
before judgment with the date, court, official or administrative body, the sentence or disposition, the
name(s) of the person(s) involved and their current positions and responsibilities with the business, and
the status of any debarment):

E. AFFIRMATION REGARDING DEBARMENT
| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its
officers, directors, partners, controlling stockholders, or any of its employees directly involved in the
business's contracting activities, including obtaining or performing contracts with public bodies, has
ever been suspended or debarred (including being issued a limited denial of participation) by any
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public entity, except as follows (list each debarment or suspension providing the dates of the
suspension or debarment, the name of the public entity and the status of the proceedings, the name(s)
of the person(s) involved and their current positions and responsibilities with the business, the grounds
of the debarment or suspension, and the details of each person's involvement in any activity that
formed the grounds of the debarment or suspension).

F. AFFIRMATION REGARDING DEBARMENT OF RELATED ENTITIES
| FURTHER AFFIRM THAT:

(1) The business was not established and it does not operate in a manner designed to evade the
application of or defeat the purpose of debarment pursuant to Sections 16-101, et seq., of the State
Finance and Procurement Article of the Annotated Code of Maryland; and

(2) The business is not a successor, assignee, subsidiary, or affiliate of a suspended or debarred
business, except as follows (you must indicate the reasons why the affirmations cannot be given
without qualification):

G. SUBCONTRACT AFFIRMATION
| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business, has knowingly
entered into a contract with a public body under which a person debarred or suspended under Title 16
of the State Finance and Procurement Acrticle of the Annotated Code of Maryland will provide, directly
or indirectly, supplies, services, architectural services, construction related services, leases of real
property, or construction.

H. AFFIRMATION REGARDING COLLUSION
| FURTHER AFFIRM THAT:
Neither I, nor to the best of my knowledge, information, and belief, the above business has:

(1) Agreed, conspired, connived, or colluded to produce a deceptive show of competition in the
compilation of the accompanying Bid/Proposal that is being submitted;

(2) In any manner, directly or indirectly, entered into any agreement of any kind to fix the
Bid/Proposal price of the Bidder/Offeror or of any competitor, or otherwise taken any action in
restraint of free competitive bidding in connection with the contract for which the accompanying
Bid/Proposal is submitted.

I. CERTIFICATION OF TAX PAYMENT
| FURTHER AFFIRM THAT:

Except as validly contested, the business has paid, or has arranged for payment of, all taxes due the
State of Maryland and has filed all required returns and reports with the Comptroller of the Treasury,
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the State Department of Assessments and Taxation, and the Department of Labor, Licensing, and
Regulation, as applicable, and will have paid all withholding taxes due the State of Maryland prior to
final settlement.

J. CONTINGENT FEES
| FURTHER AFFIRM THAT:

The business has not employed or retained any person, partnership, corporation, or other entity, other
than a bona fide employee, bona fide agent, bona fide salesperson, or commercial selling agency
working for the business, to solicit or secure the Contract, and that the business has not paid or agreed
to pay any person, partnership, corporation, or other entity, other than a bona fide employee, bona fide
agent, bona fide salesperson, or commercial selling agency, any fee or any other consideration
contingent on the making of the Contract.

K. CERTIFICATION REGARDING INVESTMENTS IN IRAN

(1) The undersigned certifies that, in accordance with State Finance and Procurement Article, 817-705,
Annotated Code of Maryland:

(@) It is not identified on the list created by the Board of Public Works as a person engaging in
investment activities in Iran as described in State Finance and Procurement Article, §17-702,
Annotated Code of Maryland; and

(b) It is not engaging in investment activities in Iran as described in State Finance and Procurement
Avrticle, 817-702, Annotated Code of Maryland.

2. The undersigned is unable to make the above certification regarding its investment activities in Iran
due to the following activities:

L. CONFLICT MINERALS ORIGINATED IN THE DEMOCRATIC REPUBLIC OF CONGO (FOR
SUPPLIES AND SERVICES CONTRACTYS)

| FURTHER AFFIRM THAT:

The business has complied with the provisions of State Finance and Procurement Article, 814-413,
Annotated Code of Maryland governing proper disclosure of certain information regarding conflict
minerals originating in the Democratic Republic of Congo or its neighboring countries as required by
federal law.

M. I FURTHER AFFIRM THAT:

Any claims of environmental attributes made relating to a product or service included in the bid or
proposal are consistent with the Federal Trade Commission’s Guides for the Use of Environmental
Marketing Claims as provided in 16 CFR 8260, that apply to claims about the environmental attributes
of a product, package or service in connection with the marketing, offering for sale, or sale of such
item or service.

N. ACKNOWLEDGEMENT

I ACKNOWLEDGE THAT this Affidavit is to be furnished to the Procurement Officer and may be
distributed to units of: (1) the State of Maryland; (2) counties or other subdivisions of the State of
Maryland; (3) other states; and (4) the federal government. I further acknowledge that this Affidavit is
subject to applicable laws of the United States and the State of Maryland, both criminal and civil, and
that nothing in this Affidavit or any contract resulting from the submission of this Bid/Proposal shall
be construed to supersede, amend, modify or waive, on behalf of the State of Maryland, or any unit of
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the State of Maryland having jurisdiction, the exercise of any statutory right or remedy conferred by
the Constitution and the laws of Maryland with respect to any misrepresentation made or any violation
of the obligations, terms and covenants undertaken by the above business with respect to (1) this
Affidavit, (2) the contract, and (3) other Affidavits comprising part of the contract.

| DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT
THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF.

Date:

By: (print name of Authorized Representative and Affiant)
(signature of Authorized Representative and Affiant)
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ATTACHMENT C - CONTRACT AFFIDAVIT |
A. AUTHORITY
| hereby affirm that I, (name of affiant) am the (title) and duly
authorized representative of (name of business entity) and that | possess the legal

authority to make this affidavit on behalf of the business for which | am acting.

B. CERTIFICATION OF REGISTRATION OR QUALIFICATION WITH THE STATE
DEPARTMENT OF ASSESSMENTS AND TAXATION

| FURTHER AFFIRM THAT:

The business named above is a (check applicable box):

(1) Corporation — [] domestic or [Jforeign;

(2) Limited Liability Company — [] domestic or [Jforeign;
() Partnership — [] domestic or [foreign;

(4) Statutory Trust — [] domestic or[] foreign;

(5) [] Sole Proprietorship.

and is registered or qualified as required under Maryland Law. | further affirm that the above business
is in good standing both in Maryland and (IF APPLICABLE) in the jurisdiction where it is presently
organized, and has filed all of its annual reports, together with filing fees, with the Maryland State
Department of Assessments and Taxation. The name and address of its resident agent (IF
APPLICABLE) filed with the State Department of Assessments and Taxation is:

Name and Department ID
Number: Address:

and that if it does business under a trade name, it has filed a certificate with the State Department of
Assessments and Taxation that correctly identifies that true name and address of the principal or owner
as:

Name and Department ID
Number: Address:

C. FINANCIAL DISCLOSURE AFFIRMATION
| FURTHER AFFIRM THAT:

I am aware of, and the above business will comply with, the provisions of State Finance and
Procurement Article, §13 221, Annotated Code of Maryland, which require that every business that
enters into contracts, leases, or other agreements with the State of Maryland or its agencies during a
calendar year under which the business is to receive in the aggregate $100,000 or more shall, within 30
days of the time when the aggregate value of the contracts, leases, or other agreements reaches
$100,000, file with the Secretary of State of Maryland certain specified information to include
disclosure of beneficial ownership of the business.

D. POLITICAL CONTRIBUTION DISCLOSURE AFFIRMATION
| FURTHER AFFIRM THAT:

I am aware of, and the above business will comply with, Election Law Article, Title 14,
Annotated Code of Maryland, which requires that every person that enters into a contract for a
procurement with the State, a county, or a municipal corporation, or other political subdivision
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of the State, during a calendar year in which the person receives a contract with a governmental
entity in the amount of $200,000 or more, shall file with the State Board of Elections statements

disclosing: (a) any contributions made during the reporting period to a candidate for elective
office in any primary or general election; and (b) the name of each candidate to whom one or

more contributions in a cumulative amount of $500 or more were made during the reporting
period. The statement shall be filed with the State Board of Elections: (a) before execution of a
contract by the State, a county, a municipal corporation, or other political subdivision of the
State, and shall cover the 24 months prior to when a contract was awarded; and (b) if the
contribution is made after the execution of a contract, then twice a year, throughout the contract
term, on: (i) February 5, to cover the six (6) month period ending January 31; and (ii) August 5

to cover the Six gaz month gerlod ending Julx 31. l—am—aw&#eef—&nd—me-abeve-busmessw%eemmy

E. DRUG AND ALCOHOL FREE WORKPLACE

(Applicable to all contracts unless the contract is for a law enforcement agency and the agency head or
the agency head’s designee has determined that application of COMAR 21.11.08 and this certification
would be inappropriate in connection with the law enforcement agency’s undercover operations.)

| CERTIFY THAT:

(1) Terms defined in COMAR 21.11.08 shall have the same meanings when used in this certification.
(2) By submission of its Bid/Proposal, the business, if other than an individual, certifies and agrees

that, with respect to its employees to be employed under a contract resulting from this solicitation, the
business shall:

(a) Maintain a workplace free of drug and alcohol abuse during the term of the contract;

(b) Publish a statement notifying its employees that the unlawful manufacture, distribution, dispensing,
possession, or use of drugs, and the abuse of drugs or alcohol is prohibited in the business’ workplace
and specifying the actions that will be taken against employees for violation of these prohibitions;

(c) Prohibit its employees from working under the influence of drugs or alcohol;

(d) Not hire or assign to work on the contract anyone who the business knows, or in the exercise of due
diligence should know, currently abuses drugs or alcohol and is not actively engaged in a bona fide
drug or alcohol abuse assistance or rehabilitation program;

(e) Promptly inform the appropriate law enforcement agency of every drug-related crime that occurs in
its workplace if the business has observed the violation or otherwise has reliable information that a
violation has occurred;

(f) Establish drug and alcohol abuse awareness programs to inform its employees about:

The dangers of drug and alcohol abuse in the workplace;
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The business's policy of maintaining a drug and alcohol free workplace;
Any available drug and alcohol counseling, rehabilitation, and employee assistance programs; and
The penalties that may be imposed upon employees who abuse drugs and alcohol in the workplace;

(9) Provide all employees engaged in the performance of the contract with a copy of the statement
required by 8E(2)(b), above;

(h) Notify its employees in the statement required by 8E(2)(b), above, that as a condition of continued
employment on the contract, the employee shall:

Abide by the terms of the statement; and

Notify the employer of any criminal drug or alcohol abuse conviction for an offense occurring in the
workplace not later than 5 days after a conviction;

(i) Notify the procurement officer within 10 days after receiving notice under 8E(2)(h)(ii), above, or
otherwise receiving actual notice of a conviction;

(1) Within 30 days after receiving notice under 8E(2)(h)(ii), above, or otherwise receiving actual notice
of a conviction, impose either of the following sanctions or remedial measures on any employee who is
convicted of a drug or alcohol abuse offense occurring in the workplace:

Take appropriate personnel action against an employee, up to and including termination; or

Require an employee to satisfactorily participate in a bona fide drug or alcohol abuse assistance or
rehabilitation program; and

(k) Make a good faith effort to maintain a drug and alcohol free workplace through implementation of
8E(2)(a)—(j), above.

(3) If the business is an individual, the individual shall certify and agree as set forth in 8E(4), below,
that the individual shall not engage in the unlawful manufacture, distribution, dispensing, possession,
or use of drugs or the abuse of drugs or alcohol in the performance of the contract.

(4) 1 acknowledge and agree that:

The award of the contract is conditional upon compliance with COMAR 21.11.08 and this
certification;

(b) The violation of the provisions of COMAR 21.11.08 or this certification shall be cause to suspend
payments under, or terminate the contract for default under COMAR 21.07.01.11 or 21.07.03.15, as
applicable; and

(c) The violation of the provisions of COMAR 21.11.08 or this certification in connection with the
contract may, in the exercise of the discretion of the Board of Public Works, result in suspension and
debarment of the business under COMAR 21.08.03.

F. CERTAIN AFFIRMATIONS VALID

| FURTHER AFFIRM THAT:

To the best of my knowledge, information, and belief, each of the affirmations, certifications, or
acknowledgements contained in that certain Bid/Proposal Affidavit dated , 201 , and
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executed by me for the purpose of obtaining the contract to which this Exhibit is attached remains true
and correct in all respects as if made as of the date of this Contract Affidavit and as if fully set forth
herein.

| DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT
THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF.

Date:

By: (printed name of Authorized Representative and Affiant)

(signature of Authorized Representative and Affiant)
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ATTACHMENT D - MINORITY BUSINESS ENTERPRISE FORMS

MBE ATTACHMENT D-1A: MBE UTILIZATION AND FAIR SOLICITATION AFFIDAVIT
& MBE PARTICIPATION SCHEDULE

INSTRUCTIONS
PLEASE READ BEFORE COMPLETING THIS DOCUMENT

This form includes Instructions and the MBE Utilization and Fair Solicitation Affidavit & MBE
Participation Schedule which must be submitted with the bid/proposal. If the Bidder/offeror
fails to accurately complete and submit this Affidavit and Schedule with the bid or proposal as
required, the Procurement Officer shall deem the bid non-responsive or shall determine that the
proposal is not reasonably susceptible of being selected for award.

1. Contractor shall structure its procedures for the performance of the work required in this
Contract to attempt to achieve the minority business enterprise (MBE) subcontractor participation goal
stated in the Invitation for Bids or Request for Proposals. Contractor agrees to exercise good faith
efforts to carry out the requirements set forth in these Instructions, as authorized by the Code of
Maryland Regulations (COMAR) 21.11.03.

2. MBE Goals and Subgoals: Please review the solicitation for information regarding the
Contract’s MBE overall participation goals and subgoals. After satisfying the requirements for any
established subgoals, the Contractor is encouraged to use a diverse group of subcontractors and
suppliers from any/all of the various MBE classifications to meet the remainder of the overall MBE
participation goal.

3. MBE means a minority business enterprise that is certified by the Maryland Department of
Transportation (“MDOT?”). Only entities certified by MDOT may be counted for purposes of achieving
the MBE participation goals. In order to be counted for purposes of achieving the MBE participation
goals, the MBE firm, including a MBE prime, must be MDOT-certified for the services, materials or
supplies that it is committed to perform on the MBE Participation Schedule.

4. Please refer to the MDOT MBE Directory at www.mdot.state.md.us to determine if a firm is
certified with the appropriate North American Industry Classification System (“NAICS”) Code and
the product/services description (specific product that a firm is certified to provide or specific areas of
work that a firm is certified to perform). For more general information about NAICS, please visit
www.naics.com. Only those specific products and/or services for which a firm is certified in the
MDOT Directory can be used for purposes of achieving the MBE participation goals. WARNING: If
the firm’s NAICS Code is in graduated status, such products/services may not be counted for
purposes of achieving the MBE participation goals. A NAICS Code is in the graduated status if the
term “Graduated” follows the Code in the MDOT MBE Directory.

5. NOTE: New Guidelines Regarding MBE Prime Self-Performance. Please note that when a
certified MBE firm participates as a prime contractor on a contract, a procurement agency may count
the distinct, clearly defined portion of the work of the contract that the certified MBE firm performs
with its own forces toward fulfilling up to fifty-percent (50%) of the MBE participation goal (overall)
and up to one hundred percent (100%) of not more than one of the MBE participation subgoals, if any,
established for the contract. In order to receive credit for self-performance, an MBE prime must list its
firm in Section 4A of the MBE Participation Schedule, including the certification category under
which the MBE prime is self-performing and include information regarding the work it will self-
perform. For the remaining portion of the overall goal and the subgoals, the MBE prime must also
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identify other certified MBE subcontractors (see Section 4B of the MBE Participation Schedule) used
to meet those goals or request a waiver. For example, for a construction contract that has a 27% MBE
overall participation goal and subgoals of 7% for African American firms and 4% for Asian American
firms, subject to Section 4 above and this Section 5, a certified African American MBE prime can self-
perform (a) up to 13.5 % of the overall goal and (b) up to 7% of the African American subgoal. The
remainder of the overall goal and subgoals would have to be met with other certified MBE firms or a
waiver request.

For a services contract with a 30% percent MBE participation goal (overall) and subgoals of 7% for
African-American firms, 4% for Asian American firms and 12% for women-owned firms, subject to
Sections 4 above and this Section 5, a dually-certified Asian American/Woman MBE prime can self-
perform (a) up to 15% of the overall goal and (b) up to four percent (4%) of the Asian American
subgoal OR up to twelve percent (12%) of the women subgoal. Because it is dually-certified, the
company can be designated as only ONE of the MBE classifications (Asian American or women) but
can self-perform up to one hundred percent (100%) of the stated subgoal for the single classification it
selects.

6. Subject to the restrictions stated in Section 5 above, when a certified MBE that performs as a
participant in a joint venture, a procurement agency may count a portion of the total dollar value of the
contract equal to the distinct, clearly-defined portion of the work of the contract that the certified MBE
performs with its own forces toward fulfilling the contract goal, and not more than one of the contract
subgoals, if any. For example, if a MBE firm is a joint venture partner and the State determines that it
is performing with its own forces 35 percent of the work in the contract, it can use this portion of the
work towards fulfilling up to fifty percent (50%) of the overall goal and up to one hundred percent
(100%) of one of the stated subgoals, if applicable.

7. As set forth in COMAR 21.11.03.12-1, once the Contract work begins, the work performed by
a certified MBE firm, including an MBE prime, can only be counted towards the MBE participation
goal(s) if the MBE firm is performing a commercially useful function on the Contract. Please refer to
COMAR 21.11.03.12-1 for more information regarding these requirements.

8. If you have any questions as to whether a firm is certified to perform the specific services or
provide specific products, please contact MDOT’s Office of Minority Business Enterprise at 1-800-
544-6056 or via e-mail to mbe@mdot.state.md.us sufficiently prior to the submission due date.

0. Worksheet: The percentage of MBE participation, calculated using the percentage amounts for
all of the MBE firms listed on the Participation Schedule MUST at least equal the MBE participation
goal and subgoals (if applicable) set forth in the solicitation. If a Bidder/offeror is unable to achieve
the MBE participation goal and/or any subgoals (if applicable), the Bidder/offeror must request a
waiver in Item 1 of the MBE Utilization and Fair Solicitation Affidavit (Attachment D-1A) or the bid
will be deemed not responsive, or the proposal determined to be not susceptible of being selected for
award. You may wish to use the Subgoal summary below to assist in calculating the percentages and
confirm that you have met the applicable MBE participation goal and subgoals, if any.

Subgoals (if applicable)

Total African American MBE Participation: %
Total Asian American MBE Participation: %
Total Hispanic American MBE Participation: %
Total Women-Owned MBE Participation: %
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Overall Goal
Total MBE Participation (include all categories): 15 %
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MBE ATTACHMENT D-1A: MBE UTILIZATION AND FAIR SOLICITATION AFFIDAVIT
& MBE PARTICIPATION SCHEDULE

This MBE Utilization and Fair Solicitation Affidavit and MBE Participation Schedule must be
included with the bid/proposal for any solicitation with an MBE goal greater than 0%. If the
Bidder/offeror fails to accurately complete and submit this Affidavit and Schedule with the bid
or proposal as required, the Procurement Officer shall deem the bid non-responsive or shall
determine that the proposal is not reasonably susceptible of being selected for award.

In connection with the bid/proposal submitted in response to Solicitation No. DOIT-FY-16-08, | affirm
the following:

1. MBE Participation (PLEASE CHECK ONLY ONE)

I acknowledge and intend to meet the overall certified Minority Business Enterprise (MBE)
participation goal of _10__ percent and, if specified in the solicitation, the following subgoals
(complete for only those subgoals that apply):

0 percent for African American-owned MBE firms
0 percent for Hispanic American-owned MBE firms
0 percent for Asian American-owned MBE firms
0 percent for Women-owned MBE firms
Therefore, 1 am not seeking a waiver pursuant to COMAR 21.11.03.11.

Notwithstanding any subgoals established above, the Contractor is encouraged to use a diverse group
of subcontractors and suppliers from any/all of the various MBE classifications to meet the remainder
of the overall MBE participation goal.

OR

_____lconclude that I am unable to achieve the MBE participation goal and/or subgoals. | hereby
request a waiver, in whole or in part, of the overall goal and/or subgoals. Within 10 Working days of
receiving notice that our firm is the apparent awardee or as requested by the Procurement Officer, |
will submit the completed Good Faith Efforts Documentation to Support Waiver Request (Attachment
D-1C) and all required waiver documentation in accordance with COMAR 21.11.03.

2. Additional MBE Documentation

I understand that if 1 am notified that | am the apparent awardee or as requested by the Procurement
Officer, I must submit the following documentation within 10 business days of receiving notice of the
potential award or from the date of conditional award (per COMAR 21.11.03.10), whichever is earlier:

(a) Outreach Efforts Compliance Statement (Attachment D-2);
(b) MBE Subcontractor Project Participation Statement (Attachment D-3);

(c) Any other documentation, including waiver documentation if applicable, required by the
Procurement Officer to ascertain Bidder or offeror responsibility in connection with the certified MBE
participation goal and subgoals, if any.
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| understand that if | fail to return each completed document within the required time, the Procurement
Officer may determine that | am not responsible and therefore not eligible for contract award. If the
contract has already been awarded, the award is voidable.

3. Information Provided to MBE firms

In the solicitation of subcontract quotations or offers, MBE firms were provided not less than the same
information and amount of time to respond as were non-MBE firms.

4, MBE Participation Schedule

Set forth below are the (i) certified MBEs I intend to use, (ii) the percentage of the total Contract
amount allocated to each MBE for this project and, (iii) the items of work each MBE will provide
under the Contract. | have confirmed with the MDOT database that the MBE firms identified below
are performing work activities for which they are MDOT certified.

Prime Contractor: Project Description:
(Firm Name, Address, Phone)

Project Number:

LIST INFORMATION FOR EACH CERTIFIED MBE FIRM YOU AGREE TO USE TO ACHIEVE THE MBE
PARTICIPATION GOAL AND SUBGOALS, IF ANY.

MBE PRIMES: PLEASE COMPLETE BOTH SECTIONS A AND B BELOW.

SECTION A: For MBE Prime Contractors ONLY (including MBE Primes in a Joint Venture )

MBE Prime Firm Name: Percentage of total Contract Value to be performed
with own forces and counted towards the MBE overall
MBE Certification Number: participation goal (up to 50% of the overall goal):

%

(If dually certified, check only one box.)
Percentage of total Contract Value to be performed

[ African American-Owned with own forces and counted towards the subgoal, if
[] Hispanic American- Owned any, for my MBE classification (up to 100% of not
[] Asian American-Owned more than one subgoal): %

[] Women-Owned

[] Other MBE Classification Description of the Work to be performed with MBE

prime’s own forces:
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SECTION B: For all Contractors (including MBE Primes in a Joint Venture)

MBE Prime Firm Name:

MBE Certification Number:

(If dually certified, check only one box.)

[] African American-Owned [] Hispanic American- Owned
[] Asian American-Owned ] Women-Owned

[] Other MBE Classification

Percentage of Total Contract to be performed by
this MBE: %

Description of the Work to be Performed:

MBE Prime Firm Name:

MBE Certification Number:

(If dually certified, check only one box.)

[] African American-Owned [] Hispanic American- Owned
[] Asian American-Owned [] Women-Owned

[] Other MBE Classification

Percentage of Total Contract to be performed by
this MBE: %

Description of the Work to be Performed:

MBE Prime Firm Name:

MBE Certification Number:

(If dually certified, check only one box.)

] African American-Owned ] Hispanic American- Owned
[] Asian American-Owned ] women-Owned

[] Other MBE Classification

Percentage of Total Contract to be performed by
this MBE: %

Description of the Work to be Performed:

MBE Prime Firm Name:

MBE Certification Number:

(If dually certified, check only one box.)

[] African American-Owned [] Hispanic American- Owned
[J Asian American-Owned [] women-Owned

] Other MBE Classification

Percentage of Total Contract to be performed by
this MBE: %

Description of the Work to be Performed:

CONTINUE ON SEPARATE PAGE IF NEEDED

I solemnly affirm under the penalties of perjury that | have reviewed the instructions for the MBE
MBE Utilization & Fair Solicitation Affidavit and MBE Schedule and that the information included in
the Schedule is true to the best of my knowledge, information and belief.

Bidder/Offeror Name
(PLEASE PRINT OR TYPE)

Signature of Authorized Representative

Address

Printed Name and Title

City, State and Zip Code

Date

SUBMIT THIS AFFIDAVIT WITH BID/PROPOSAL
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MBE ATTACHMENT D-1B WAIVER GUIDANCE |

GUIDANCE FOR DOCUMENTING GOOD FAITH EFFORTS TO MEET MBE
PARTICIPATION GOALS

In order to show that it has made good faith efforts to meet the Minority Business Enterprise (MBE)
participation goal (including any MBE subgoals) on a contract, the Bidder/offeror must either (1) meet
the MBE Goal(s) and document its commitments for participation of MBE Firms, or (2) when it does
not meet the MBE Goal(s), document its Good Faith Efforts to meet the goal(s).

l. Definitions

MBE Goal(s) — “MBE Goal(s)” refers to the MBE participation goal and MBE participation
subgoal(s).

Good Faith Efforts — The “Good Faith Efforts” requirement means that when requesting a waiver, the
Bidder/offeror must demonstrate that it took all necessary and reasonable steps to achieve the MBE
Goal(s), which, by their scope, intensity, and appropriateness to the objective, could reasonably be
expected to obtain sufficient MBE participation, even if those steps were not fully successful. Whether
a Bidder/offeror that requests a waiver made adequate good faith efforts will be determined by
considering the quality, quantity, and intensity of the different kinds of efforts that the Bidder/offeror
has made. The efforts employed by the Bidder/offeror should be those that one could reasonably
expect a Bidder/offeror to take if the Bidder/offeror were actively and aggressively trying to obtain
MBE participation sufficient to meet the MBE contract goal and subgoals. Mere pro forma efforts are
not good faith efforts to meet the MBE contract requirements. The determination concerning the
sufficiency of the Bidder's/offeror’s good faith efforts is a judgment call; meeting quantitative formulas
is not required.

Identified Firms — “Identified Firms” means a list of the MBEs identified by the procuring agency
during the goal setting process and listed in the procurement as available to perform the Identified
Items of Work. It also may include additional MBEs identified by the Bidder/offeror as available to
perform the Identified Items of Work, such as MBEs certified or granted an expansion of services after
the procurement was issued. If the procurement does not include a list of Identified Firms, this term
refers to all of the MBE Firms (if State-funded) the Bidder/offeror identified as available to perform
the Identified Items of Work and should include all appropriately certified firms that are reasonably
identifiable.

Identified Items of Work — “Identified Items of Work” means the bid items identified by the
procuring agency during the goal setting process and listed in the procurement as possible items of
work for performance by MBE Firms. It also may include additional portions of items of work the
Bidder/offeror identified for performance by MBE Firms to increase the likelihood that the MBE
Goal(s) will be achieved. If the procurement does not include a list of Identified Items of Work, this
term refers to all of the items of work the Bidder/offeror identified as possible items of work for
performance by MBE Firms and should include all reasonably identifiable work opportunities.

MBE Firms — “MBE Firms” refers to a firm certified by the Maryland Department of Transportation
(“MDOT”) under COMAR 21.11.03. Only MDOT-certified MBE Firms can participate in the State’s
MBE Program.
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1. Types of Actions Agency will Consider

The Bidder/offeror is responsible for making relevant portions of the work available to MBE
subcontractors and suppliers and to select those portions of the work or material needs consistent with
the available MBE subcontractors and suppliers, so as to facilitate MBE participation. The following
is a list of types of actions the procuring agency will consider as part of the Bidder's/offeror’s Good
Faith Efforts when the Bidder/offeror fails to meet the MBE Goal(s). This list is not intended to be a
mandatory checklist, nor is it intended to be exclusive or exhaustive. Other factors or types of efforts
may be relevant in appropriate cases.

A. Identify Bid Items as Work for MBE Firms
1. Identified Items of Work in Procurements

(@) Certain procurements will include a list of bid items identified during the goal setting
process as possible work for performance by MBE Firms. If the procurement provides a list
of Identified Items of Work, the Bidder/offeror shall make all reasonable efforts to solicit
quotes from MBE Firms to perform that work.

(b) Bidders/Offerors may, and are encouraged to, select additional items of work to be
performed by MBE Firms to increase the likelihood that the MBE Goal(s) will be achieved.

2. ldentified Items of Work by Bidders/Offerors

(@) When the procurement does not include a list of Identified Items of Work or for additional
Identified Items of Work, Bidders/offerors should reasonably identify sufficient items of
work to be performed by MBE Firms.

(b) Where appropriate, Bidders/offerors should break out contract work items into
economically feasible units to facilitate MBE participation, rather than perform these work
items with their own forces. The ability or desire of a prime contractor to perform the work
of a contract with its own organization does not relieve the Bidder/offeror of the
responsibility to make Good Faith Efforts.

B. Identify MBE Firms to Solicit
1. MBE Firms Identified in Procurements

(@) Certain procurements will include a list of the MBE Firms identified during the goal
setting process as available to perform the items of work. If the procurement provides a list
of Identified MBE Firms, the Bidder/offeror shall make all reasonable efforts to solicit those
MBE firms.

(b) Bidders/offerors may, and are encouraged to, search the MBE Directory to identify
additional MBEs who may be available to perform the items of work, such as MBEs certified
or granted an expansion of services after the solicitation was issued.

2. MBE Firms Identified by Bidders/Offerors

(@) When the procurement does not include a list of Identified MBE Firms, Bidders/offerors
should reasonably identify the MBE Firms that are available to perform the Identified Items
of Work.

(b) Any MBE Firms identified as available by the Bidder/offeror should be certified to
perform the Identified Items of Work.

C. Solicit MBEs
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1. Solicit all Identified Firms for all Identified Items of Work by providing written notice. The
Bidder/offeror should:

(a) provide the written solicitation at least 10 days prior to bid opening to allow sufficient
time for the MBE Firms to respond;

(b) send the written solicitation by first-class mail, facsimile, or e-mail using contact
information in the MBE Directory, unless the Bidder/offeror has a valid basis for using
different contact information; and

(c) provide adequate information about the plans, specifications, anticipated time schedule for
portions of the work to be performed by the MBE, and other requirements of the contract to
assist MBE Firms in responding. (This information may be provided by including hard
copies in the written solicitation or by electronic means as described in C.3 below.)

2. “All” Identified Firms includes the MBEs listed in the procurement and any MBE Firms you
identify as potentially available to perform the Identified Items of Work, but it does not include
MBE Firms who are no longer certified to perform the work as of the date the Bidder/offeror
provides written solicitations.

3. “Electronic Means” includes, for example, information provided via a website or file transfer
protocol (FTP) site containing the plans, specifications, and other requirements of the contract. If
an interested MBE cannot access the information provided by electronic means, the Bidder/offeror
must make the information available in a manner that is accessible to the interested MBE.

4. Follow up on initial written solicitations by contacting MBES to determine if they are
interested. The follow up contact may be made:

(a) by telephone using the contact information in the MBE Directory, unless the
Bidder/offeror has a valid basis for using different contact information; or

(b) in writing via a method that differs from the method used for the initial written
solicitation.

5. In addition to the written solicitation set forth in C.1 and the follow up required in C.4, use all
other reasonable and available means to solicit the interest of MBE Firms certified to perform the
work of the contract. Examples of other means include:

(a) attending any pre-bid meetings at which MBE Firms could be informed of contracting and
subcontracting opportunities; and

(b) if recommended by the procurement, advertising with or effectively using the services of
at least two minority focused entities or media, including trade associations, minority/women
community organizations, minority/women contractors' groups, and local, state, and federal
minority/women business assistance offices listed on the MDOT Office of Minority Business
Enterprise website.

D. Negotiate With Interested MBE Firms
Bidders/Offerors must negotiate in good faith with interested MBE Firms.
1. Evidence of negotiation includes, without limitation, the following:
(a) the names, addresses, and telephone numbers of MBE Firms that were considered;

(b) a description of the information provided regarding the plans and specifications for the
work selected for subcontracting and the means used to provide that information; and
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(c) evidence as to why additional agreements could not be reached for MBE Firms to perform
the work.

2. A Bidder/offeror using good business judgment would consider a number of factors in
negotiating with subcontractors, including MBE subcontractors, and would take a firm's price and
capabilities as well as contract goals into consideration.

3. The fact that there may be some additional costs involved in finding and using MBE Firms is
not in itself sufficient reason for a Bidder's/offeror’s failure to meet the contract MBE goal(s), as
long as such costs are reasonable. Factors to take into consideration when determining whether a
MBE Firm’s quote is excessive or unreasonable include, without limitation, the following:

(@ the dollar difference between the MBE subcontractor’s quote and the average of the
other subcontractors’ quotes received by the Bidder/offeror;

(b) the percentage difference between the MBE subcontractor’s quote and the average of the
other subcontractors’ quotes received by the Bidder/offeror;

(c) the percentage that the MBE subcontractor’s quote represents of the overall contract
amount;

(d) the number of MBE firms that the Bidder/offeror solicited for that portion of the work;

(e) whether the work described in the MBE and Non-MBE subcontractor quotes (or portions
thereof) submitted for review is the same or comparable; and

(f) the number of quotes received by the Bidder/offeror for that portion of the work.

4. The above factors are not intended to be mandatory, exclusive, or exhaustive, and other
evidence of an excessive or unreasonable price may be relevant.

5. The Bidder/offeror may not use its price for self-performing work as a basis for rejecting a
MBE Firm’s quote as excessive or unreasonable.

6. The “average of the other subcontractors’ quotes received” by the Bidder/offeror refers to the
average of the quotes received from all subcontractors. Bidder/offeror should attempt to receive
quotes from at least three subcontractors, including one quote from a MBE and one quote from a
Non-MBE.

7. A Bidder/offeror shall not reject a MBE Firm as unqualified without sound reasons based on a
thorough investigation of the firm’s capabilities. For each certified MBE that is rejected as
unqualified or that placed a subcontract quotation or offer that the Bidder/offeror concludes is not
acceptable, the Bidder/offeror must provide a written detailed statement listing the reasons for this
conclusion. The Bidder/offeror also must document the steps taken to verify the capabilities of the
MBE and Non-MBE Firms quoting similar work.

(@) The factors to take into consideration when assessing the capabilities of a MBE Firm,
include, but are not limited to the following: financial capability, physical capacity to
perform, available personnel and equipment, existing workload, experience performing the
type of work, conduct and performance in previous contracts, and ability to meet reasonable
contract requirements.

(b) The MBE Firm’s standing within its industry, membership in specific groups,
organizations, or associations and political or social affiliations (for example union vs. non-
union employee status) are not legitimate causes for the rejection or non-solicitation of bids
in the efforts to meet the project goal.
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E. Assisting Interested MBE Firms

When appropriate under the circumstances, the decision-maker will consider whether the
Bidder/offeror:

1. made reasonable efforts to assist interested MBE Firms in obtaining the bonding, lines of
credit, or insurance required by the procuring agency or the Bidder/offeror; and

2. made reasonable efforts to assist interested MBE Firms in obtaining necessary equipment,
supplies, materials, or related assistance or services.

1. Other Considerations

In making a determination of Good Faith Efforts the decision-maker may consider engineering
estimates, catalogue prices, general market availability and availability of certified MBE Firms in the
area in which the work is to be performed, other bids or offers and subcontract bids or offers
substantiating significant variances between certified MBE and Non-MBE costs of participation, and
their impact on the overall charges to the State and any other relevant factors.

The decision-maker may take into account whether a Bidder/offeror decided to self-perform
subcontract work with its own forces, especially where the self-performed work is Identified Items of
Work in the procurement. The decision-maker also may take into account the performance of other
Bidders/offerors in meeting the contract. For example, when the apparent successful Bidder/offeror
fails to meet the contract goal, but others meet it, this reasonably raises the question of whether, with
additional reasonable efforts, the apparent successful Bidder/offeror could have met the goal. If the
apparent successful Bidder/offeror fails to meet the goal, but meets or exceeds the average MBE
participation obtained by other Bidders/offerors, this, when viewed in conjunction with other factors,
could be evidence of the apparent successful Bidder/offeror having made Good Faith Efforts.

IV.  Documenting Good Faith Efforts

At a minimum, a Bidder/offeror seeking a waiver of the MBE Goal(s) or a portion thereof must
provide written documentation of its Good Faith Efforts, in accordance with COMAR 21.11.03.11,
within 10 business days after receiving notice that it is the apparent awardee. The written
documentation shall include the following:

A. Items of Work (Complete Good Faith Efforts Documentation Attachment D-1C, Part 1)

A detailed statement of the efforts made to select portions of the work proposed to be performed by
certified MBE Firms in order to increase the likelihood of achieving the stated MBE Goal(s).

B. Outreach/Solicitation/Negotiation

1. The record of the Bidder’s/offeror’s compliance with the outreach efforts prescribed by
COMAR 21.11.03.09C(2)(a). (Complete Outreach Efforts Compliance Statement — Attachment
D-2).

2. A detailed statement of the efforts made to contact and negotiate with MBE Firms including:
(a) the names, addresses, and telephone numbers of the MBE Firms who were contacted, with the dates
and manner of contacts (letter, fax, e-mail, telephone, etc.) (Complete Good Faith Efforts

Attachment D-1C- Part 2, and submit letters, fax cover sheets, e-mails, etc. documenting
solicitations); and
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(b) a description of the information provided to MBE Firms regarding the plans, specifications, and
anticipated time schedule for portions of the work to be performed and the means used to provide that
information.

C. Rejected MBE Firms (Complete Good Faith Efforts Attachment D-1C, Part 3)

1. For each MBE Firm that the Bidder/offeror concludes is not acceptable or qualified, a detailed
statement of the reasons for the Bidder's/offeror’s conclusion, including the steps taken to verify the
capabilities of the MBE and Non-MBE Firms quoting similar work.

2. For each certified MBE Firm that the Bidder/offeror concludes has provided an excessive or
unreasonable price, a detailed statement of the reasons for the Bidder's/offeror’s conclusion, including
the quotes received from all MBE and Non-MBE firms bidding on the same or comparable work.
(Include copies of all quotes received.)

3. A list of MBE Firms contacted but found to be unavailable. This list should be accompanied
by a MBE Unavailability Certificate (see Exhibit A to this Part 1) signed by the MBE contractor or a
statement from the Bidder/offeror that the MBE contractor refused to sign the MBE Unavailability
Certificate.

D. Other Documentation

1. Submit any other documentation requested by the Procurement Officer to ascertain the
Bidder’s/offeror’s Good Faith Efforts.

2. Submit any other documentation the Bidder/offeror believes will help the Procurement Officer

ascertain its Good Faith Efforts.
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Exhibit A
MBE Subcontractor Unavailability Certificate

1. Itis hereby certified that the firm of

(Name of Minority firm)
located at

(Number) (Street)

(City) (State) (Zip)
was offered an opportunity to bid on Solicitation No.

in County by

(Name of Prime Contractor’s Firm)

R R R R R R R R R R R R R R R AR A RAR AR R R R R R R R AR R AR A R R R R R R R R R R AR AR A R R R R R R AR R AR AR R R R R R R R R R R R AR R R R R R R R AR A R R R R R R

2. (Minority Firm), is either unavailable for
the work/service or unable to prepare a bid for this project for the following reason(s):

Signature of Minority Firm’s MBE Representative Title Date

MDOT Certification # Telephone #

B R R R R R R S R R e R R S R R S R R S R R R R R R R R R S R R R R R R R R R R R R R R S R R S R R R R R P S R R S R R S R R R R R S R R S R R S R R S R T S

3. To be completed by the prime contractor if Section 2 of this form is not completed by the minority
firm.

To the best of my knowledge and belief, said Certified Minority Business Enterprise is either
unavailable for the work/service for this project, is unable to prepare a bid, or did not respond to a
request for a price proposal and has not completed the above portion of this submittal.

Signature of Prime Contractor Title Date
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MBE ATTACHMENT D-1C |

GOOD FAITH EFFORTS DOCUMENTATION TO SUPPORT WAIVER REQUEST
Page of

Prime Contractor: Project Description:

Solicitation Number:

Parts 1, 2, and 3 must be included with this certificate along with all documents supporting your
waiver request.

I affirm that | have reviewed Attachment D-1B, Waiver Guidance. | further affirm under penalties of
perjury that the contents of Parts 1, 2, and 3 of this Attachment D-1C Good Faith Efforts
Documentation Form are true to the best of my knowledge, information, and belief.

Company Name Signature of Representative
Address Printed Name and Title
City, State and Zip Code Date
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GOOD FAITH EFFORTS DOCUMENTATION TO SUPPORT WAIVER REQUEST
Part 1 — Identified items of work Bidder/offeror made available to MBE firms
Page of

Prime Contractor: Project Description:

Solicitation Number:

Identify those items of work that the Bidder/offeror made available to MBE Firms. This includes,
where appropriate, those items the Bidder/offeror identified and determined to subdivide into
economically feasible units to facilitate the MBE participation. For each item listed, show the
anticipated percentage of the total contract amount. It is the Bidder’s/offeror’s responsibility to
demonstrate that sufficient work to meet the goal was made available to MBE Firms, and the total
percentage of the items of work identified for MBE participation equals or exceeds the percentage
MBE goal set for the procurement. Note: If the procurement includes a list of bid items identified
during the goal setting process as possible items of work for performance by MBE Firms, the
Bidder/offeror should make all of those items of work available to MBE Firms or explain why that
item was not made available. If the Bidder/offeror selects additional items of work to make available
to MBE Firms, those additional items should also be included below.

Does Bidder/

Was this offeror Was this work
- work listed in made available to
Identified Items of Work normally self- :
the f thi MBE Firms?
procurement? PEFTOrM IS 1 1¢ 0o explain why?
work? '

OYes ©ONo| oYes oONo | OVYes o No

o0Yes ©ONo| oYes oONo | OVYes o No

OYes ONo| oYes oONo |oYes o No

OYes ONo| oYes oONo |oOYes o No

OYes ©ONo| oYes oONo | OVYes o No

OYes ©ONo| oYes oONo | OVYes o No

OYes ONo| oYes oONo |oOYes o No

O0Yes 0ONo | oOYes No | o Yes o No

[_|Please check if Additional Sheets are attached.
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GOOD FAITH EFFORTS DOCUMENTATION TO SUPPORT WAIVER REQUEST
Part 2 — identified MBE firms and record of solicitations

Enterprise Budgeting System Replacement

Page of

Prime Contractor: Project Description:

Solicitation Number:

Identify the MBE Firms solicited to provide quotes for the Identified Items of Work made available for
MBE participation. Include the name of the MBE Firm solicited, items of work for which bids/quotes
were solicited, date and manner of initial and follow-up solicitations, whether the MBE provided a
quote, and whether the MBE is being used to meet the MBE participation goal. MBE Firms used to
meet the participation goal must be included on the MBE Participation Schedule. Note: If the
procurement includes a list of the MBE Firms identified during the goal setting process as potentially
available to perform the items of work, the Bidder/offeror should solicit all of those MBE Firms or
explain why a specific MBE was not solicited. If the Bidder/offeror identifies additional MBE Firms
who may be available to perform Identified Items of Work, those additional MBE Firms should also be
included below. Copies of all written solicitations and documentation of follow-up calls to MBE
Firms must be attached to this form. This list should be accompanied by a Minority Contractor
Unavailability Certificate signed by the MBE contractor or a statement from the Bidder/offeror that the
MBE contractor refused to sign the Minority Contractor Unavailability Certificate (see Exhibit A to
MBE Attachment D-1B). If the Bidder/offeror used a Non-MBE or is self-performing the identified
items of work, Part 4 must be completed.

Name of Identified MBE Describe Item of Initial Follow-up Details for Quote [Quote |Reason
Firm & MBE Classification |Work Solicited Solicitation |Solicitation |[Follow-up Rec’'d |Used |[Quote
Date & Date & Calls Rejected
Method Method

Firm Name: Date: Date: Time of Call: oYes |oYes |oUsed
oNo |oNo |[Other MBE

MBE Classification o Mail o Phone Spoke With: o Used

(Check only if requesting o Facsimile o Mail Non-MBE

waiver of MBE subgoal.) o E-mail o Facsimile

[1 African American-Owned o E-malil o Left o Self-

] Hispanic American- Owned Message performing

[ Asian American-Owned

[J women-Owned

] other MBE Classification

Firm Name: Date: Date: Time of Call: oYes |oYes |oUsed
oNo |oNo |Other MBE

MBE Classification o Mail o Phone Spoke With: o Used

(Check only if requesting o Facsimile o Mail Non-MBE

waiver of MBE subgoal.) o E-mail o Facsimile

[ African American-Owned o E-mall o Left o Self-

[] Hispanic American- Owned Message performing

[J Asian American-Owned

[J women-Owned

[1 Other MBE Classification

[ ]Please check if Additional Sheets are attached.

GOOD FAITH EFFORTS DOCUMENTATION TO SUPPORT WAIVER REQUEST
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Part 3 — additional information regarding rejected MBE quotes
Page of

Prime Contractor: Project Description:

Solicitation Number:

This form must be completed if Part 1 indicates that a MBE quote was rejected because the
Bidder/offeror is using a Non-MBE or is self-performing the Identified Items of Work. Provide the
Identified Items Work, indicate whether the work will be self-performed or performed by a Non-MBE,
and if applicable, state the name of the Non-MBE. Also include the names of all MBE and Non-MBE
Firms that provided a quote and the amount of each quote.

Describe Identified Items of Self-performing or |Amount of |[Name of Other Amount Indicate
Work Not Being Performed by Using Non-MBE Non-MBE |Firms who Provided | Quoted Reason Why
MBE (Provide name) Quote Quotes & Whether MBE Quote
(Include spec/ section number MBE or Non-MBE Rejected &
from bid) Briefly Explain
o Self-performing o Price
$ $ o Capabilities
o Using Non-MBE o MBE o Other
o Non-MBE
o Self-performing o Price
$ $ o Capabilities
o Using Non-MBE o MBE o Other
o Non-MBE
o Self-performing o Price
$ $ o Capabilities
o Using Non-MBE o MBE o Other
o Non-MBE
o Self-performing o Price
$ $ o Capabilities
o Using Non-MBE o MBE o Other
o Non-MBE
o Self-performing o Price
$ $ o Capabilities
o Using Non-MBE o MBE o Other
o Non-MBE
o Self-performing o Price
$ $ o Capabilities
o Using Non-MBE o MBE o Other
o Non-MBE
[ ]Please check if Additional Sheets are attached.
MBE ATTACHMENT D- 2
OUTREACH EFFORTS COMPLIANCE STATEMENT
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Complete and submit this form within 10 working days of notification of apparent award or actual
award, whichever is earlier.

In conjunction with the bid/proposal submitted in response to Solicitation No. , | state the
following:

1. Bidder/Offeror identified subcontracting opportunities in these specific work categories:

2. Attached to this form are copies of written solicitations (with bidding/proposal instructions) used to
solicit certified MBE firms for these subcontract opportunities.

3. Bidder/Offeror made the following attempts to personally contact the solicited MDOT-certified
MBE firms:

4. Please Check One:

o This project does not involve bonding requirements.
o Bidder/Offeror assisted MDOT-certified MBE firms to fulfill or seek waiver of bonding
requirements. (DESCRIBE EFFORTYS):

5. Please Check One:

o Bidder/Offeror did attend the pre-bid/pre-proposal conference.
o No pre-bid/pre-proposal meeting/conference was held.
o Bidder/Offeror did not attend the pre-bid/pre-proposal conference.

Company Name Signature of Representative
Address Printed Name and Title
City, State and Zip Code Date

MBE Attachment D-3A

MBE SUBCONTRACTOR PROJECT PARTICIPATION CERTIFICATION
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Please complete and submit one form for each certified MBE firm listed on the MBE
Participation schedule (Attachment D-1A) within 10 Working Days of notification of apparent
award. If the Offeror fails to return this affidavit within the required time, the Procurement
Officer may determine that the Offeror is not responsible and therefore not eligible for Contract
award.

Provided that (Prime Contractor’s Name)
is awarded the State contract in conjunction with Solicitation No. DOIT-FY-16-08, such Prime
Contractor intends to enter into a subcontract with (Subcontractor’s Name)
committing to participation by the MBE firm (MBE Name) with MDOT
Certification Number which will receive at least $ which equals
to_ % of the Total Contract Amount for performing the following products/services for the Contract:
NAICS CODE WORK ITEM, SPECIFICATION NUMBER, LINE [DESCRIPTION OF SPECIFIC PRODUCTS
ITEMS OR WORK CATEGORIES (IF AND/OR SERVICES

APPLICABLE)

Each of the Contractor and Subcontractor acknowledges that, for purposes of determining the accuracy
of the information provided herein, the Procurement Officer may request additional information,
including, without limitation, copies of the subcontract agreements and quotes. Each of the Contractor
and Subcontractor solemnly affirms under the penalties of perjury that: (i) the information provided in
this MBE Subcontractor Project Participation Affidavit is true to the best of its knowledge, information
and belief, and (ii) has fully complied with the State Minority Business Enterprise law, State Finance
and Procurement Article 814-308(a)(2), Annotated Code of Maryland which provides that, except as
otherwise provided by law, a contractor may not identify a certified minority business enterprise in a
Bid/Proposal and:

1) fail to request, receive, or otherwise obtain authorization from the certified minority business
enterprise to identify the certified Minority Business Enterprise in its Bid/Proposal;

(@) fail to notify the certified Minority Business Enterprise before execution of the Contract of its
inclusion of the Bid/Proposal,

3 fail to use the certified Minority Business Enterprise in the performance of the Contract; or

4) pay the certified Minority Business Enterprise solely for the use of its name in the
Bid/Proposal.
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PRIME CONTRACTOR SUBCONTRACTOR
Signature of Representative: Signature of Representative:
Printed Name and Title: Printed Name and Title:
Firm’s Name: Firm’s Name:

Federal Identification Number: Federal Identification Number:
Address: Address:

Telephone: Telephone:

Date: Date:
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MBE Attachment D-3B |

MBE PRIME PROJECT PARTICIPATION CERTIFICATION

PLEASE COMPLETE AND SUBMIT THIS FORM TO ATTEST EACH SPECIFIC ITEM OF
WORK THAT YOUR MBE FIRM HAS LISTED ON THE MBE PARTICIPATION SCHEDULE
(ATTACHMENT D-1A) FOR PURPOSES OF MEETING THE MBE PARTICIPATION GOALS.
THIS FORM MUST BE SUBMITTED WITHIN 10 WORKING DAYS OF NOTIFICATION OF
APPARENT AWARD. IF THE BIDDER/OFFEROR FAILS TO RETURN THIS AFFIDAVIT
WITHIN THE REQUIRED TIME, THE PROCUREMENT OFFICER MAY DETERMINE THAT
THE BIDDER/OFFEROR IS NOT RESPONSIBLE AND THEREFORE NOT ELIGIBLE FOR
CONTRACT AWARD.

Provided that (Prime Contractor’s Name)
with Certification Number is awarded the State contract in conjunction with Solicitation
No. DOIT-FY-16-08, such MBE Prime Contractor intends to perform with its own forces at least

$ which equals to___ % of the Total Contract Amount for performing the following
products/services for the Contract:

NAICS WORK ITEM, SPECIFICATION DESCRIPTION OF SPECIFIC PRODUCTS VALUE OF THE
CODE NUMBER, LINE ITEMS OR WORK AND/OR SERVICES WORK

CATEGORIES (IF APPLICABLE) For
Construction Projects, General
Conditions must be listed separately.

MBE PRIME CONTRACTOR

Signature of Representative:

Printed Name and Title:

Firm’s Name:

Federal Identification Number:

Address:

Telephone:
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Date:
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This form must be completed monthly by the prime contractor.

MBE ATTACHMENT D-4A MBE Prime Contractor Paid/Unpaid MBE Invoice Report |

Department of Information Technology
Minority Business Enterprise Participation

Prime Contractor Paid/Unpaid MBE Invoice Report

Report #: Contract #:
Reporting Period (Month/Year): Contracting Unit:
Report is due to the MBE Officer by the 10th of | Contract Amount:
the month following the month the services were | MBE Subcontract Amt:
provided. Project Begin Date:
Note: Please number reports in sequence Project End Date:
Services Provided:

Prime Contractor: | Contact Person:

Address:

City: | State: | ZIP:
Phone: | FAX: E-mail:

MBE Subcontractor Name: | Contact Person:

Phone: | FAX:

Subcontractor Services Provided:
List all payments made to MBE subcontractor named List dates and amounts of any outstanding
above during this reporting period: invoices:

Invoice# Amount Invoice # Amount

el N S
el N S

otal Dollars Unpaid:

Total Dollars Paid:
$

©»

**|f more than one MBE subcontractor is used for this contract, you must use separate D-4A forms.

Information regarding payments that the MBE prime will use for purposes of meeting the MBE participation goals
must be reported separately in Attachment D-4B.

**Return one copy (hard or electronic) of this form to the following addresses (electronic copy with signature and date
is preferred):

Contract Manager
Contracting Unit

(Department)

mailto:

Signature: Date:
(Required)
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This form must be completed monthl)ébé MBE subcontractor . . .
Sample MBE D-5 Subcontractor Paid/Unpaid MBE Invoice Report

Minority Business Enterprise Participation
Subcontractor Paid/Unpaid MBE Invoice Report

Report#: Contract #
Contracting Unit:
Reporting Period (Month/Year): MBE Subcontract Amount:

Project Begin Date:
Report is due by the 10th of the month following Project End Date:
the month the services were performed. Services Provided:

MBE Subcontractor Name:

MDOT Certification #:
Contact Person: E-mail:
Address:
City: | State: | ZIP:
Phone: | FAX:
Subcontractor Services Provided:
List all payments received from Prime Contractor List dates and amounts of any unpaid invoices over
during reporting period indicated above. 30 days old.
Invoice Amount Date Invoice Amount Date
1. 1
2. 2
3. 3
4. 4
Total Dollars Paid: $ Total Dollars Unpaid: $
Prime Contractor: Contact Person:

**Return one copy of this form to the following address (electronic copy with signature & date is preferred):

Contract Manager
Contracting Unit

(Department)

mailto:

Signature: Date:
(Required)
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MBE Attachment D-4B MBE Prime Contractor Report |

Department of Information Technology
Minority Business Enterprise Participation

MBE Prime Contractor Report

MBE Prime Contractor: Contract #:
T : Contracting Unit:
Certification Number: Contract Amount:

Report #:
Reporting Period (Month/Year): Total Value of the Work to the Self-Performed for

Report is due to the MBE Officer by the 10th of purposes of Meeting the MBE participation

the month following the month the services were goa_l/subgoa_ls: :
provided. Project Begin Date:

Note: Please number reports in sequence Project End Date:

Contact Person:
Address:
City: State: ZIP:
Phone: Fax: E-mail:
INVOICE NUMBER VALUE OF THE |NAICS CODE DESCRIPTION OF SPECIFIC PRODUCTS

WORK AND/OR SERVICES

Return one copy (hard or electronic) of this form to the following addresses (electronic copy with
signature and date is preferred):

Signature: Date:
Contract Manager
Contracting Unit
(Department)
mailto:
Signature: Date:

(Required)
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This form must be completed monthly by MBE subcontractor

MBE D-5 Subcontractor Paid/Unpaid MBE Invoice Report |

Minority Business Enterprise Participation

Subcontractor Paid/Unpaid MBE Invoice Report

Report#:

Reporting Period (Month/Year):

Contract #
Contracting Unit:
MBE Subcontract Amount:

Project Begin Date:

Report is due by the 10™ of the month following the | Project End Date:
month the services were performed.

Services Provided:

MBE Subcontractor Name:

MDOT Certification #:
Contact Person: E-mail:
Address:
City: | State: | ZIP:
Phone: | FAX:
Subcontractor Services Provided:
List all payments received from Prime Contractor List dates and amounts of any unpaid invoices over
during reporting period indicated above. 30 days old.
Invoice Amount Date Invoice Amount Date
1. 1.
2. 2.
3. 3.
4. 4.
Total Dollars Paid: $ Total Dollars Unpaid: $

Prime Contractor:

Contact Person:

**Return one copy of this form to the following address (electronic copy with signature & date is preferred):

(Department)

Contract Manager
Contracting Unit

mailto:

Signature:

Date:

(Required)
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ATTACHMENT E - PRE-PROPOSAL CONFERENCE RESPONSE FORM |
Solicitation Number DOIT-FY-16-08

Enterprise Budgeting System Replacement

A Pre-proposal conference will be held at 10:30 AM on September 24, 2015 at 45 Calvert Street,

Annapolis, MD 21401. Please return this form by September 23, 2015, advising whether or not you
plan to attend.

Return this form to the Procurement Officer via e-mail:
Michael Meinl
DolT
45 Calvert Street, Room 445, Annapolis, MD 21401
E-mail: Michael.Meinl@Maryland.Gov

Please indicate:

_____Yes, the following representatives will be in attendance:
1.
2.
3.

_____No, we will not be in attendance.

Please specify whether any reasonable accommodations are requested (see RFP § 1.7 “Pre-proposal
conference”):

Signature Title

Name of Firm (please print)
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ATTACHMENT F - FINANCIAL PROPOSAL PRICING INSTRUCTIONS |

In order to assist Offerors in the preparation of their Financial Proposal and to comply with the
requirements of this solicitation, Price Sheet Instructions and a Price Sheet have been prepared.
Offerors shall submit their Financial Proposal on the Price Sheet in accordance with the instructions on
the Price Sheet and as specified herein. Do not alter the Price Sheet or the Proposal may be determined
to be not reasonably susceptible of being selected for award. The Price Sheet is to be signed and dated,
where requested, by an individual who is authorized to bind the Offeror to the prices entered on the
Price Sheet.

The Price Sheet is used to calculate the Offeror’s TOTAL PROPOSAL PRICE. Follow these
instructions carefully when completing your Price Sheet:

A) All Unit and Extended Prices must be clearly entered in dollars and cents, e.g., $24.15. Make
your decimal points clear and distinct.

B) All Unit Prices must be the actual price per unit the State will pay for the specific item or
service identified in this RFP and may not be contingent on any other factor or condition in any
manner.

C) All calculations shall be rounded to the nearest cent, i.e., .344 shall be .34 and .345 shall be .35.

D) Any goods or services required through this RFP and proposed by the vendor at No Charge to
the State must be clearly entered in the Unit Price, if appropriate, and Extended Price with $0.00.

E) Every blank in every Price Sheet shall be filled in. Any changes or corrections made to the
Price Sheet by the Offeror prior to submission shall be initialed and dated.

F) Except as instructed on the Price Sheet, nothing shall be entered on or attached to the Price
Sheet that alters or proposes conditions or contingencies on the prices. Alterations and/or conditions
may render the Proposal not reasonably susceptible of being selected for award.

G) It is imperative that the prices included on the Price Sheet have been entered correctly and
calculated accurately by the Offeror and that the respective total prices agree with the entries on the
Price Sheet. Any incorrect entries or inaccurate calculations by the Offeror will be treated as provided
in COMAR 21.05.03.03E and 21.05.02.12, and may cause the Proposal to be rejected.

H) If option years are included, Offerors must submit pricing for each option year. Any option to
renew will be exercised at the sole discretion of the State and will comply with all terms and conditions
in force at the time the option is exercised. If exercised, the option period shall be for a period
identified in the RFP at the prices entered in the Price Sheet.

)] All Financial Proposal prices entered below are to be fully loaded prices that include all
costs/expenses associated with the provision of services as required by the RFP. The Financial
Proposal price shall include, but is not limited to: all labor, profit/overhead, general operating,
administrative, and all other expenses and costs necessary to perform the work set forth in the
solicitation. No other amounts will be paid to the Contractor. If labor rates are requested, those
amounts shall be fully-loaded rates; no overtime amounts will be paid.

J) Unless indicated elsewhere in the RFP, sample amounts used for calculations on the Price
Sheet are typically estimates for evaluation purposes only. Unless stated otherwise in the RFP, the
Department does not guarantee a minimum or maximum number of units or usage in the performance
of this Contract.
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K) Failure to adhere to any of these instructions may result in the Proposal being determined not
reasonably susceptible of being selected for award.

ATTACHMENT F - PRICE SHEET

PRICE SHEET (TIME AND MATERIALS) FOR RFP # DOIT-FY-16-08
Attachment F is an Excel Spreadsheet accompanying this RFP.
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ATTACHMENT G - LIVING WAGE REQUIREMENTS FOR SERVICE CONTRACTS |

Living Wage Requirements for Service Contracts

A. This contract is subject to the Living Wage requirements under Md. Code Ann., State Finance
and Procurement Article, Title 18, and the regulations proposed by the Commissioner of Labor and
Industry (Commissioner). The Living Wage generally applies to a Contractor or Subcontractor who
performs work on a State contract for services that is valued at $100,000 or more. An employee is
subject to the Living Wage if he/she is at least 18 years old or will turn 18 during the duration of the
contract; works at least 13 consecutive weeks on the State Contract and spends at least one-half of the
employee’s time during any work week on the State Contract.

B. The Living Wage Law does not apply to:
(1) A Contractor who:

@ Has a State contract for services valued at less than $100,000, or
(b) Employs 10 or fewer employees and has a State contract for services valued at
less than $500,000.

(2) A Subcontractor who:
@ Performs work on a State contract for services valued at less than $100,000,
(b) Employs 10 or fewer employees and performs work on a State contract for

services valued at less than $500,000, or

(©) Performs work for a Contractor not covered by the Living Wage Law as defined
in B(1)(b) above, or B(3) or C below.

(3) Service contracts for the following:

(@ Services with a Public Service Company;
(b) Services with a nonprofit organization;
(©) Services with an officer or other entity that is in the Executive Branch of the
State government and is authorized by law to enter into a procurement (“Unit”); or
(d) Services between a Unit and a County or Baltimore City.

C. If the Unit responsible for the State contract for services determines that application of the

Living Wage would conflict with any applicable Federal program, the Living Wage does not apply to
the contract or program.

D. A Contractor must not split or subdivide a State contract for services, pay an employee through
a third party, or treat an employee as an independent Contractor or assign work to employees to avoid
the imposition of any of the requirements of Md. Code Ann., State Finance and Procurement Acrticle,
Title 18.

E. Each Contractor/Subcontractor, subject to the Living Wage Law, shall post in a prominent and
easily accessible place at the work site(s) of covered employees a notice of the Living Wage Rates,
employee rights under the law, and the name, address, and telephone number of the Commissioner.

F. The Commissioner shall adjust the wage rates by the annual average increase or decrease, if
any, in the Consumer Price Index for all urban consumers for the Washington/Baltimore metropolitan
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area, or any successor index, for the previous calendar year, not later than 90 days after the start of
each fiscal year. The Commissioner shall publish any adjustments to the wage rates on the Division of
Labor and Industry’s website. An employer subject to the Living Wage Law must comply with the
rate requirements during the initial term of the contract and all subsequent renewal periods, including
any increases in the wage rate, required by the Commissioner, automatically upon the effective date of
the revised wage rate.

G. A Contractor/Subcontractor who reduces the wages paid to an employee based on the
employer’s share of the health insurance premium, as provided in Md. Code Ann., State Finance and
Procurement Article, §18-103(c), shall not lower an employee’s wage rate below the minimum wage
as set in Md. Code Ann., Labor and Employment Article, 83-413. A Contractor/Subcontractor who
reduces the wages paid to an employee based on the employer’s share of health insurance premium
shall comply with any record reporting requirements established by the Commissioner.

H. A Contractor/Subcontractor may reduce the wage rates paid under Md. Code Ann., State
Finance and Procurement Article, 818-103(a), by no more than 50 cents of the hourly cost of the
employer’s contribution to an employee’s deferred compensation plan. A Contractor/Subcontractor
who reduces the wages paid to an employee based on the employer’s contribution to an employee’s
deferred compensation plan shall not lower the employee’s wage rate below the minimum wage as set
in Md. Code Ann., Labor and Employment Article, §3-413.

l. Under Md. Code Ann., State Finance and Procurement Article, Title 18, if the Commissioner
determines that the Contractor/Subcontractor violated a provision of this title or regulations of the
Commissioner, the Contractor/Subcontractor shall pay restitution to each affected employee, and the
State may assess liquidated damages of $20 per day for each employee paid less than the Living Wage.

J. Information pertaining to reporting obligations may be found by going to the Division of Labor
and Industry website http://www.dllr.state.md.us/labor/ and clicking on Living Wage for State Service
Contracts.
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ATTACHMENT G-1 Maryland Living Wage Requirements Affidavit of Agreement |

Contract No.

Name of Contractor

Address

City State Zip Code

If the Contract Is Exempt from the Living Wage Law

The Undersigned, being an authorized representative of the above named Contractor, hereby affirms
that the Contract is exempt from Maryland’s Living Wage Law for the following reasons (check all

that apply):
Bidder/Offeror is a nonprofit organization

Bidder/Offeror is a public service company

Bidder/Offeror employs 10 or fewer employees and the proposed contract value is less than
$500,000

Bidder/Offeror employs more than 10 employees and the proposed contract value is less than
$100,000

If the Contract Is a Living Wage Contract

A The Undersigned, being an authorized representative of the above-named Contractor, hereby
affirms its commitment to comply with Title 18, State Finance and Procurement Article, Annotated
Code of Maryland and, if required, to submit all payroll reports to the Commissioner of Labor and
Industry with regard to the above stated contract. The Bidder/Offeror agrees to pay covered employees
who are subject to living wage at least the living wage rate in effect at the time service is provided for
hours spent on State contract activities, and to ensure that its subcontractors who are not exempt also
pay the required living wage rate to their covered employees who are subject to the living wage for
hours spent on a State contract for services. The Contractor agrees to comply with, and ensure its
subcontractors comply with, the rate requirements during the initial term of the contract and all
subsequent renewal periods, including any increases in the wage rate established by the Commissioner
of Labor and Industry, automatically upon the effective date of the revised wage rate.

B. (initial here if applicable) The Bidder/Offeror affirms it has no
covered employees for the following reasons: (check all that apply):

____ The employee(s) proposed to work on the contract will spend less than one-half of the
employee’s time during any work week on the contract

____ The employee(s) proposed to work on the contract is 17 years of age or younger during the
duration of the contract; or

____ The employee(s) proposed to work on the contract will work less than 13 consecutive weeks on
the State contract.
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The Commissioner of Labor and Industry reserves the right to request payroll records and other data
that the Commissioner deems sufficient to confirm these affirmations at any time.

Name of Authorized Representative:

Signature of Authorized Representative Date

Title

Witness Name (Typed or Printed)

Witness Signature Date

(submit with Bid/Proposal)
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ATTACHMENT H - FEDERAL FUNDS ATTACHMENT |

This solicitation does not include a Federal Funds Attachment.
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ATTACHMENT I - CONFLICT OF INTEREST AFFIDAVIT AND DISCLOSURE |

Reference COMAR 21.05.08.08

(submit with Bid/Proposal)

A. "Conflict of interest" means that because of other activities or relationships with other persons, a
person is unable or potentially unable to render impartial assistance or advice to the State, or the
person’s objectivity in performing the contract work is or might be otherwise impaired, or a person has
an unfair competitive advantage.

B. "Person™ has the meaning stated in COMAR 21.01.02.01B(64) and includes a Bidder/Offeror,
Contractor, consultant, or subcontractor or sub-consultant at any tier, and also includes an employee or
agent of any of them if the employee or agent has or will have the authority to control or supervise all
or a portion of the work for which a Bid/Proposal is made.

C. The Bidder/Offeror warrants that, except as disclosed in 8D, below, there are no relevant facts or
circumstances now giving rise or which could, in the future, give rise to a conflict of interest.

D. The following facts or circumstances give rise or could in the future give rise to a conflict of interest
(explain in detail—attach additional sheets if necessary):

E. The Bidder/Offeror agrees that if an actual or potential conflict of interest arises after the date of this
affidavit, the Bidder/Offeror shall immediately make a full disclosure in writing to the procurement
officer of all relevant facts and circumstances. This disclosure shall include a description of actions
which the Bidder/Offeror has taken and proposes to take to avoid, mitigate, or neutralize the actual or
potential conflict of interest. If the contract has been awarded and performance of the contract has
begun, the Contractor shall continue performance until notified by the procurement officer of any
contrary action to be taken.

| DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT
THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF.

Date: By:

(Authorized Representative and Affiant)
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ATTACHMENT J - NON-DISCLOSURE AGREEMENT (CONTRACTOR) |

THIS NON-DISCLOSURE AGREEMENT (“Agreement”) is made by and between the State of
Maryland (the “State”), acting by and through (Department of Information Technology) (the
“Department”), and ( the “Contractor™).

RECITALS

WHEREAS, the Contractor has been awarded a contract (the “Contract”) following the solicitation for
Enterprise Budgeting System Replacement Solicitation # DOIT-FY-16-08; and

WHEREAS, in order for the Contractor to perform the work required under the Contract, it will be
necessary for the State at times to provide the Contractor and the Contractor’s employees, agents, and
subcontractors (collectively the “Contractor’s Personnel’”) with access to certain information the State
deems confidential information (the “Confidential Information”).

NOW, THEREFORE, in consideration of being given access to the Confidential Information in
connection with the solicitation and the Contract, and for other good and valuable consideration, the
receipt and sufficiency of which the parties acknowledge, the parties do hereby agree as follows:

1. Regardless of the form, format, or media on or in which the Confidential Information is
provided and regardless of whether any such Confidential Information is marked as such, Confidential
Information means (1) any and all information provided by or made available by the State to the
Contractor in connection with the Contract and (2) any and all personally identifiable information (P1I)
(including but not limited to personal information as defined in Md. Ann. Code, State Govt. § 10-1301)
and protected health information (PHI) that is provided by a person or entity to the Contractor in
connection with this Contract. Confidential Information includes, by way of example only,
information that the Contractor views, takes notes from, copies (if the State agrees in writing to permit
copying), possesses or is otherwise provided access to and use of by the State in relation to the
Contract..

2. Contractor shall not, without the State’s prior written consent, copy, disclose, publish, release,
transfer, disseminate, use, or allow access for any purpose or in any form, any Confidential
Information except for the sole and exclusive purpose of performing under the Contract. Contractor
shall limit access to the Confidential Information to the Contractor’s Personnel who have a
demonstrable need to know such Confidential Information in order to perform under the Contract and
who have agreed in writing to be bound by the disclosure and use limitations pertaining to the
Confidential Information. The names of the Contractor’s Personnel are attached hereto and made a
part hereof as ATTACHMENT J-1. Contractor shall update ATTACHMENT J-1 by adding additional
names (whether Contractor’s personnel or a subcontractor’s personnel) as needed, from time to time.

3. If the Contractor intends to disseminate any portion of the Confidential Information to non-
employee agents who are assisting in the Contractor’s performance of the Contract or who will
otherwise have a role in performing any aspect of the Contract, the Contractor shall first obtain the
written consent of the State to any such dissemination. The State may grant, deny, or condition any
such consent, as it may deem appropriate in its sole and absolute subjective discretion.

4, Contractor hereby agrees to hold the Confidential Information in trust and in strictest
confidence, to adopt or establish operating procedures and physical security measures, and to take all
other measures necessary to protect the Confidential Information from inadvertent release or disclosure
to unauthorized third parties and to prevent all or any portion of the Confidential Information from
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falling into the public domain or into the possession of persons not bound to maintain the
confidentiality of the Confidential Information.

5. Contractor shall promptly advise the State in writing if it learns of any unauthorized use,
misappropriation, or disclosure of the Confidential Information by any of the Contractor’s Personnel or
the Contractor’s former Personnel. Contractor shall, at its own expense, cooperate with the State in
seeking injunctive or other equitable relief against any such person(s).

6. Contractor shall, at its own expense, return to the Department all Confidential Information in its
care, custody, control or possession upon request of the Department or on termination of the Contract.

7. A breach of this Agreement by the Contractor or by the Contractor’s Personnel shall constitute
a breach of the Contract between the Contractor and the State.

8. Contractor acknowledges that any failure by the Contractor or the Contractor’s Personnel to
abide by the terms and conditions of use of the Confidential Information may cause irreparable harm to
the State and that monetary damages may be inadequate to compensate the State for such breach.
Accordingly, the Contractor agrees that the State may obtain an injunction to prevent the disclosure,
copying or improper use of the Confidential Information. The Contractor consents to personal
jurisdiction in the Maryland State Courts. The State’s rights and remedies hereunder are cumulative
and the State expressly reserves any and all rights, remedies, claims and actions that it may have now
or in the future to protect the Confidential Information and to seek damages from the Contractor and
the Contractor’s Personnel for a failure to comply with the requirements of this Agreement. In the
event the State suffers any losses, damages, liabilities, expenses, or costs (including, by way of
example only, attorneys’ fees and disbursements) that are attributable, in whole or in part to any failure
by the Contractor or any of the Contractor’s Personnel to comply with the requirements of this
Agreement, the Contractor shall hold harmless and indemnify the State from and against any such
losses, damages, liabilities, expenses, and costs.

9. Contractor and each of the Contractor’s Personnel who receive or have access to any
Confidential Information shall execute a copy of an agreement substantially similar to this Agreement,
in no event less restrictive than as set forth in this Agreement, and the Contractor shall provide
originals of such executed Agreements to the State.

10. The parties further agree that:

a. This Agreement shall be governed by the laws of the State of Maryland;

b. The rights and obligations of the Contractor under this Agreement may not be assigned or
delegated, by operation of law or otherwise, without the prior written consent of the State;

c. The State makes no representations or warranties as to the accuracy or completeness of any
Confidential Information;

d. The invalidity or unenforceability of any provision of this Agreement shall not affect the
validity or enforceability of any other provision of this Agreement;

e. Signatures exchanged by facsimile are effective for all purposes hereunder to the same extent
as original signatures;

f. The Recitals are not merely prefatory but are an integral part hereof; and

g. The effective date of this Agreement shall be the same as the effective date of the Contract
entered into by the parties.
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IN WITNESS WHEREOF, the parties have, by their duly authorized representatives, executed this
Agreement as of the day and year first above written.

Contractor: DolT

By: (SEAL) By:

Printed Name: Printed Name:
Title: Title:

Date: Date:
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NON-DISCLOSURE AGREEMENT - ATTACHMENT J-1 |

LIST OF CONTRACTOR’S EMPLOYEES AND AGENTS WHO WILL BE GIVEN ACCESS TO
THE CONFIDENTIAL INFORMATION

Printed Name and Employee (E)
Address of Individual/Agent or Agent (A) Signature Date
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NON-DISCLOSURE AGREEMENT - ATTACHMENT J-2 |

CERTIFICATION TO ACCOMPANY RETURN OF CONFIDENTIAL INFORMATION

I AFFIRM THAT:

To the best of my knowledge, information, and belief, and upon due inquiry, | hereby certify that: (i)
all Confidential Information which is the subject matter of that certain Non-Disclosure Agreement by
and between the State of Maryland and
(“Contractor”) dated

, 20 (“Agreement”) is attached hereto and is hereby returned to the State
in accordance with the terms and conditions of the Agreement; and (ii) | am legally authorized to bind
the Contractor to this affirmation.

I DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY
THAT THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST
OF MY KNOWLEDGE, INFORMATION, AND BELIEF, HAVING MADE DUE INQUIRY.

DATE:
NAME OF CONTRACTOR:
BY:

(Signature)
TITLE:

(Authorized Representative and Affiant)
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ATTACHMENT K - HIPAA BUSINESS ASSOCIATE AGREEMENT |

This solicitation does not require a HIPAA Business Associate Agreement.
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ATTACHMENT L - DEPARTMENT MERCURY AFFIDAVIT |

This solicitation does not include the procurement of products known to likely include mercury as a
component.
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ATTACHMENT M - VETERAN-OWNED SMALL BUSINESS ENTERPRISE |

ATTACHMENT M-1

VSBE Utilization Affidavit and Subcontractor Participation Schedule
(submit with Bid/Proposal)

This document MUST BE included with the Bid/Proposal. If the Bidder/Offeror fails to
complete and submit this form with the Bid/Proposal, the procurement officer may determine that the
Bid is non-responsive or that the Proposal is not reasonably susceptible of being selected for award.

In conjunction with the Bid/Proposal submitted in response to Solicitation No. DOIT-FY-16-08,1
affirm the following:

1. o I acknowledge and intend to meet the overall verified VSBE participation goal of 0.5%.
Therefore, 1 will not be seeking a waiver.
OR

o. | conclude that I am unable to achieve the VSBE participation goal. | hereby request a
waiver, in whole or in part, of the overall goal. Within 10 business days of receiving notice
that our firm is the apparent awardee, | will submit all required waiver documentation in
accordance with COMAR 21.11.13.07. If this request is for a partial waiver, | have identified
the portion of the VSBE goal that | intend to meet.

2. lunderstand that if | am notified that | am the apparent awardee, | must submit the following
additional documentation within 10 days of receiving notice of the apparent award or from the
date of conditional award (per COMAR 21.11.13.06), whichever is earlier.

(@) Subcontractor Project Participation Statement (Attachment M-2); and

(b) Any other documentation, including waiver documentation, if applicable, required by
the Procurement Officer to ascertain Bidder/Offeror responsibility in connection with the
VSBE participation goal.

| understand that if | fail to return each completed document within the required time, the
Procurement Officer may determine that I am not responsible and therefore not eligible for
contract award. If the contract has already been awarded, the award is voidable.

3. Inthe solicitation of subcontract quotations or offers, VSBE subcontractors were provided not
less than the same information and amount of time to respond as were non-VSBE
subcontractors.

4. Set forth below are the (i) verified VSBEs I intend to use and (ii) the percentage of the total
contract amount allocated to each VSBE for this project. | hereby affirm that the VSBE firms
are only providing those products and services for which they are verified.
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ATTACHMENT M-1 |

VSBE Subcontractor Participation Schedule

Prime Contractor (Firm Name, Address, Project Description:
Phone):

Project Number: -

List Information For Each Verified VSBE Subcontractor On This Project

Name of Veteran-Owned Firm: DUNS Number:
Description of work to be performed:

Percentage of Total Contract:

Name of Veteran-Owned Firm: DUNS Number:
Description of work to be performed:

Percentage of Total Contract:

Name of Veteran-Owned Firm: DUNS Number:
Description of work to be performed:

Percentage of Total Contract:

Name of Veteran-Owned Firm: DUNS Number:
Description of work to be performed:

Percentage of Total Contract:

Continue on a separate page, if needed.
SUMMARY
TOTAL VSBE Participation: %

I solemnly affirm under the penalties of perjury that the contents of this Affidavit are true to the best of
my knowledge, information, and belief.

Bidder/Offeror Name Signature of Affiant
(PLEASE PRINT OR TYPE)

Name:
Title:
Date:
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ATTACHMENT M-2 |

VSBE Subcontractor Participation Statement

Please complete and submit one form for each verified VSBE listed on Attachment M-1 within 10
working days of notification of apparent award.

(prime contractor) has entered into a contract with

Solicitation described below.

(subcontractor) to provide services in connection with the

Prime Contractor (Firm Name, Address,
Phone):

Project Description:

Project Number:

Total Contract Amount: $

Name of Veteran-Owned Firm:

Address:

DUNS Number:

FEIN:

Work to Be Performed:

Percentage of Total Contract:

Total Subcontract Amount: $

The undersigned Prime Contractor and Subcontractor hereby certify and agree that they have
fully complied with the State Veteran-Owned Small Business Enterprise law, State Finance and
Procurement Article, Title 14, Subtitle 6, Annotated Code of Maryland.

PRIME CONTRACTOR SIGNATURE

By:

Name, Title
Date:

SUBCONTRACTOR SIGNATURE

By:

Name, Title
Date:
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ATTACHMENT M-3 |

Department of Information Technology

Veterans Small Business Enterprise (VSBE) Participation

Prime Contractor Paid/Unpaid VSBE Invoice Report

Report #:

Reporting Period (Month/Year):

Report is due to the Contract Manager by the 10th
of the month following the month the services were
provided.

Note: Please number reports in sequence

Contract #:

Contracting Unit:

Contract A

VSBE Subcontract Amt:
Project Begin Date:
Project End Date:
Services Provided:

mount:

Prime Contractor:

Contact Person:

Address:

City:

State: ZIP:

Phone: Fax:

E-mail:

Subcontractor Name:

Contact Person:

Phone: Fax:

Subcontractor Services Provided:

List all payments made to VSBE subcontractor
named above during this reporting period:

Invoice# Amount
1.
2.
3.
Total Dollars Paid: $

List dates and amounts of any outstanding invoices:

1.
2.
3.
Total Dollar

Invoice # Amount

s Unpaid: $

**|f more than one VSBE subcontractor is used for this contract, you must use separate M-3 forms for each subcontractor.

**Return one copy (hard or electronic) of this form to the following addresses (electronic copy with signature and

date is preferred):

Department of Information Technology

Contract Manager
Contracting Unit

Signature:

Date:
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This form is to be completed monthly by each VSBE subcontractor.

ATTACHMENT M-4 |

Veterans Small Business Enterprise Participation
Subcontractor Paid/Unpaid VSBE Invoice Report

Report #: Contract #:
Contracting Unit:

Reporting Period (Month/Year):
Report is due to the Contract Manager by the 10th | VSBE Subcontract Amt:
of the month following the month the services were | Project Begin Date:
provided. Project End Date:
Services Provided:

Note: Please number reports in sequence

VSBE Subcontractor Name:

Department of Veterans Affairs Certification #:

Contact Person: E-mail:

Address:

City: State: ZIP:

Phone: Fax:

Subcontractor Services Provided:

List all payments received from Prime Contractor List dates and amounts of any unpaid invoices over 30
during reporting period indicated above. days old.
Invoice Amt Invoice Amt Date
Date 1.
1. 2.
2. 3.
3. Total Dollars Unpaid: $
Total Dollars Paid: $
Prime Contractor: Contact Person

**Return one copy of this form to the following address (electronic copy with signature & date is preferred):

Contract Manager
Contracting Unit
Department of Information Technology

Signature: Date:
(Required)
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ATTACHMENT N - LOCATION OF THE PERFORMANCE OF SERVICES
DISCLOSURE

(submit with Bid/Proposal)

Pursuant to Md. Ann. Code, State Finance and Procurement Article, 8 12-111, and in conjunction with
the Bid/Proposal submitted in response to Solicitation No. :
the following disclosures are hereby made:

1. At the time of Bid/Proposal submission, the Bidder/Offeror and/or its proposed subcontractors:
have plans
have no plans
to perform any services required under the resulting Contract outside of the United States.

2. If services required under the contract are anticipated to be performed outside the United States
by either the Bidder/Offeror or its proposed subcontractors, the Bidder/Offeror shall answer the
following (attach additional pages if necessary):

a. Location(s) services will be performed:

b. Reasons why it is necessary or advantageous to perform services outside the United
States:

The undersigned, being an authorized representative of the Bidder/Offeror, hereby affirms that the
contents of this disclosure are true to the best of my knowledge, information, and belief.

Date:

Bidder/Offeror Name:
By:
Name:
Title:

Please be advised that the Department may contract for services provided outside of the United States
if: the services are not available in the United States; the price of services in the United States exceeds
by an unreasonable amount the price of services provided outside the United States; or the quality of
services in the United States is substantially less than the quality of comparably priced services
provided outside the United States.
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ATTACHMENT O - DHR HIRING AGREEMENT |

This solicitation does not require a DHR Hiring Agreement.
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Attachment P - NON-DISCLOSURE AGREEMENT (OFFEROR) |

A Non-Disclosure Agreement (Offeror) is not required for this procurement.
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ATTACHMENT Q - LABOR CLASSIFICATION PERSONNEL RESUME SUMMARY |
INSTRUCTIONS:
1. For each key person proposed, complete one Labor Category Personnel Resume Summary to

document how the proposed person meets each of the minimum requirements.

For example: If you propose John Smith, who is your subcontractor, and you believe he meets the
requirements of the Group Facilitator, you will complete the top section of the form by entering John
Smith’s name and the subcontractor’s company name. You will then complete the right side of the
Group Facilitator form documenting how the individual meets each of the requirements. Where there
IS a time requirement such as three months experience, you must provide the dates from and to
showing an amount of time that equals or exceeds mandatory time requirement; in this case, three
months.

2. Additional information may be attached to each Labor Category Personnel Resume Summary
that may assist a full and complete understanding of the individual being proposed.

LABOR CLASSIFICATION PERSONNEL RESUME SUMMARY (CONTINUED)
RFP # DOIT-FY-16-08

Instructions: Enter resume information in the fields below; do not submit other resume formats. Submit
one resume for each proposed resource

Candidate Name:

Contractor:

A. Education / Training

Year
Institution Name / City / State Degfe.e’ . Complete | Field Of Study
Certification q

<add lines as needed>

B. Relevant Work Experience

Describe work experience relevant to the Duties / Responsibilities and Minimum Qualifications
described in the RFP. Starts with the most recent experience first; do not include non-relevant
experience.

[Organization] Description of Work...
[Title / Role]

[Period of Employment /

Work]

[Location]

[Contact Person (Optional

if current employer)]
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[Organization]

[Title / Role]

[Period of Employment /
Work]

[Location]

[Contact Person]

Description of Work...

<add lines as needed>

C. Employment History

List employment history, starting with the most recent employment first

Start and End Dates Job Title or Position

Organization Name Reason for Leaving

<add lines as needed>

Personnel Resume Summary (Continued)

*“Candidate Relevant Experience” section must be filled out. Do not enter “see resume” as a

response.
D. References

List persons the State may contact as employment references

Reference Name Job Title or Position

Organization Name Telephone / E-mail

<add lines as needed>

Proposed Individual’s Name/Company Name:

How does the proposed individual meet each
requirement?

LABOR CATEGORY TITLE:

[Enter the Labor Category Name]

Requirement (See Section <<2.5.4)>>

Candidate Relevant Experience *

Education:

[Insert the education description from Section
<<x.x>>for the applicable labor category]

Education:

Experience:

[Insert the experience description from Section
<<x.x>>for the applicable labor category]

Experience:

Duties:

Duties:
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[Insert the duties description from Section
<<x.x>>for the applicable labor category]

The information provided on this form for this labor category is true and correct to the best of my
knowledge:

Contractor Representative:

Print Name Signature Date
Proposed Individual:

Signature Date

Sign each form.
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ATTACHMENT R - AGENCY DELIVERABLE PRODUCT ACCEPTANCE FORM |

Agency Name: Department of Information Technology
RFP Title: Enterprise Budgeting System Replacement
Contract Manager: Derek Rost and (410) 260-7396

To: Contractor Name

The following deliverable, as required by Project Number (RFP #): DOIT-FY-16-08 has been received
and reviewed in accordance with the RFP.

Title of deliverable:

RFP Contract Reference Number: Section #
Deliverable Reference ID #

This deliverable:

Is accepted as delivered.

Is rejected for the reason(s) indicated below.

REASON(S) FOR REJECTING DELIVERABLE:

OTHER COMMENTS:

Contract Manager Signature Date Signed
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ATTACHMENT S -

SAMPLE WORK ORDER

WORK ORDER

Work Order #

Contract #

This Work Order is issued under the provisions of the Contract. The services authorized are within the scope of services set forth in

the Purpose of the Work Order.

Purpose

Statement of Work

Requirements:

Deliverable(s), Acceptance Criteria and Due Date(s):

Deliverables are subject to review and approval by DolT prior to payment.

(Attach additional sheets if necessary)

Start Date End Date
Charges
Description for Task / Deliverables Quantity Labor Hours Labor Rate Estimate
) (Hrs.) Total
(if
applicable)
1. $ $
2. $ $
*Include WBS, schedule and response to requirements. DolT shall pay an amount not to exceed | $
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Contractor Agency Approval

(Signature)  Contractor Authorized Representative  (Date) (Signature)  Contract Manager  (Date)
Contract

POC (Print Name) Manager (Print Name)

Telephone No. Telephone No.

E-mail: E-mail:
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ATTACHMENT T-  LABOR CATEGORIES |

Labor Category List

A)  Application ArChItECt (SENIOT) ...ccueiiiiii ettt sbe e sbee e 198
B) Application Developer, Advanced TeChNOIOQY .......cocoiiiiiriieiieiiiie e 198
C) Application Developer, Advanced Technology (SENIOT) ......ccccecviieiieii i 199
D) Application DevelopmMeNnt EXPEIT ........c.ooiiiiiiiiieiieie ettt st sne e 199
E)  ApPPICAtIONS PrOGramIMEN.......ccouiiiiiieieiiie ettt sttt sttt e sbe et e sbe s e sreestesneesneene s 200
o TR N0 (o [ 1Y =T - Vo T USSP SR 200
(C I ¥ o[ (o PRSPPI 201
o ) N0 (o [ o] g I I (S T=T 01 [0 ) RS RUROPPR PR 201
1)  Business Process ConSUItant (SENIOK) ......ccviiieiioiiiie et 202
J)  Change Management EXPErt/LEAd ..........ccooiiiiiiiiiiie e 202
K) Computer GraphiCs HIUSTIATON ........cc.oiiiiieiiiee et 203
L) Computer Operations Center, SPECIALIST.........c.cciueiieieiieieeie e 203
M) Computer Programmer (JUNIOT) ........c.ooeeieeierie e seesieeee e siesee e stesseesseesbesseesreessesseesseensens 204
N)  Computer Programmer (SENIOT) ........coceoeeieerieieesieeie e steetesseesteaseeseesseeseesseesbesseesseessesseessesssens 204
0O) Computer Software/Integration ANalyst (SENIOI).......ccvcveiieiiiieieere e 204
P)  COMPULEE SPECIATIST......eeueiiiiiitiee ettt sbe et ne e sbe e e eneenrs 205
Q) Computer Systems ANAIYSt (JUNTOT) .....c.uiiiiiieieiie et 205
R) Computer Systems ANAIYSE (SENIOT) .....ecveiiieieiiesiee et e e enne s 206
S) Computer SYSEMS PrOGIamMMIE! .......cc.eouiiiiiieeieaiesiee e see e sie e teesbe e st estesneesbeesaesseesreeseeenee e 206
T) Computer Systems Programmer (SENIOT) ........oiioeiieiieieeie ettt sressee e 207
U) Computer Systems SecUrity SPECIAIISE.........ccuviieiieeiieieeie e 207
V) COSt ACCOUNTANT (SENHOT) w.euiiiiieiiieieeiie sttt b e et e e e b e sbe e e e ereenteenee e 207
W)  Database Management SpecialiSt (JUNIOT).........couiiiiiereiiesieic et 208
X) Database Management SPecialiSt (SENIOI) ......ccviieiieiiiie e 209
Y)  Database IMANAGET .....ccueiiiiiieiieeie sttt ee sttt e et e st e s beebeeseesbeebeenbeebe e beeneenreeneeenee e 209
Z) Documentation SPECIATIST .........ciuiiiiiieie et 210
AA)  FaCIHItIeS SPECIALIST ......eeiveeiiiiese ettt e e et e e e e sraesaeeneesreenees 210
BB) Facility Operations ENQINEET .......ccveiiiieieeieciesieesie st e et ee e eae e ste e ssaesaeeneesneesseeneesnaenens 210
CC)  FINANCIAI ANAIYST ... ettt be e nbe e nreenbeenee e 211
DD)  Financial ANalYSt (SENIOT) ....c.iiieiieieiie et ste e steesaessa e aeesaesnaesseaneesnaenneas 211
EE)  Group FaCilitator (SENIOK).....c.iiieiieie ettt sttt e e e e sneeneesnaene s 212
FF)  HEIP DESK MANAGET ... ittt sttt ettt et se et esbe s e sbeebeeneesneene s 212
GG) Help Desk SPeCialiSt (JUNIOT) ....ciuveiiieieiieseeiesie e e et e e sae e sneesaaenaesneesneenee e 213
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HH) Help Desk SPeCIaliSt (SENIOI)......cciiiiiiiiiiieiie ittt ne s 213
1) INTOrMAtiON ENQINEET ... .ociiieieciee ettt te et e naeste e beenaesreeteaneenneenrens 214
JJ)  Information ENGINEET (SENION)......ciiiiieieeie s esieste st e et e e te e esaeesaenneesneenee e 214
KK)  Information SECUNtY ENQINEET .......coviiiiiieiieitie sttt sttt sne e 215
LL) Internet/Intranet Site DeVEIOPEr (JUNIOI).......ciieiieie et 215
MM)  Internet/Intranet Site DeVEIOPEr (SENIOT).......ccviiiiieieeie e re s 215
NN)  INternet/Webh AFCHITECT ........ooiiiie it ne s 216
O0)  NetWOrk AdMINISIIALON ... ...civieieiieieeie e se e e e e s e e steaneesseesaeereesreesseenee e 216
PP)  Network ENQGINEEr (JUNTOK) c..viiiiieiieie ettt e te ettt e e sta e s e snaennesnaenns 217
QQ)  NetwOrk ENGINEEE (SENIOT) ....ccuiiieiiieieiiie ittt ettt te et st e st sbesseesreenteenee e 217
RR)  NEIWOIK IMANAGET .....eeuviieieieeieeieesie ettt ste e e te et e s e steeseesraesteenaeasaebeeneesneenseeneeanaensens 218
SS)  NetWOrk SECUILY ENQINEET........iiieiieie ettt sreesaeenaesreenneenee e 219
TT)  NEtWOIK TECNNICIAN. .. .ccuiiiiiie et ettt sb e ereesbe e e 219
UU) Office AUtOMALioN SPECIALISE ......ccuveiiiieiieeiecie e e e e e ene s 220
VV) Planner, Information Technology (SENIOI)........cccveiiiieii e 220
WW)  Program Administration, SPECIaliST.........c.ooviiiiiiiieieiie e 221
XX)  Program IMANAGET ........cvevieiieeieiieseeiesseeseesteaseessee e aseessaeseaseesseesseaseesseesseansesseesseaneessensseeneenns 221
YY) Program Manager, DEPULY.........ccueiieieiieieeiesieseesieseestae e ssae s e e ste e staesseaneesseesaesnaesseesseensens 222
ZZ)  Project CONrol SPECIAIIST .......cuiiieiieii et 222
AAA)  Project Manager, DEPULY ........cocuiiiiiieieiie ettt sttt sttt sbesseesreesbesneesbee e 223
BBB)  Project Manager, FUNCLIONAL ...........cccuoiieiiiieiice ettt 223
CCC) Project Manager, TECANICAL ...........ccoiiiiiiiiie e e 224
DDD) Quality Assurance Consultant (SENIOK).........oiiiieiirreeiieiiesieeee et 225
EEE)  Quality ASSUIaNCe, MaNAQET ........ccueiueiireieiiesieeiesee e eeeseesteeeesaesteesaesseesseaneesseesseeneessaesens 225
FFF)  Quality ASSUIanCe SPECIALIST ......couiiiiiiiieiiiie it 226
GGG)  RESEAICN ANAIYST.... oottt ettt et e s beesbe e e e nreenbeenee e 226
HHH) Risk Assessment ConSUltant (SENIOK) .......ccveiveieiiieiiee s 227
HIT)  SOTEWAIE ENQINEET ...ttt sttt e et e e besneesbeebe s st e nneenbe s 227
JJJ)  SYSEEMS AAMINISIIALON. .. .c.eiieieitieieee ettt et e e e sbe e nreesreenee e 228
KKK)  Systems ANAIYST (SENIOT) .....cciiiieieiie ettt ste e ste e e ste e e e e reenaesnaeneas 228
LLL)  Systems ArChItECE (SENIOT) ..c.eiiiiiiiiiieiiieeee ettt ee s 229
MMM)  Systems DeSIgN ATCNITECT .......ooviiiiiieieiie ettt ae s 229
NNN)  SyStems DeSIgN ENQINEET.......uoiieiecie ettt e e e et ste e e e aessaesreeseesreesseaneesneeseas 229
(01010 ) Y (=] o (3 = a0 [T PRSPPI 230
PPP)  SyStems ENGINEEI (SENIOT).......coiiiiiiiiiieie ettt sttt st sb e sneenes 230
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QQQ)  Security, Data SPECIALIST ........cieeiieiiiie e 230
RRR)  SUDBJECt MAIEr EXPEIT .....ev ettt be e e sne e ne e e e snaere s 231
SSS)  Subject Matter EXPErt (SENIOK) ......ccuviieieeieeieseeseseesee e te s e sie e sree e aseesneesaeenaesreesseeneeens 231
TTT)  Systems SECUNitY SPECIALIST .......oieiiiieiiiie et 232
UUU)  Systems Security SPeCialiSt (SENIOT) ......cceiieiieieiieie et sie st ie e e e ae e enne s 232
VVV)  TechniCal WITEITEGITON .......ccuveiicie ettt sae e e e e 232
WWW)  TeStING SPECIATIST ...ttt ettt st sbe e e 233
XXX)  Training SPeCialiSt/INSTIUCTON . ........ccviiieieeie et sae e e see e e 233

A) Application Architect (Senior)

Position Description: The Application Architect (Senior) manages major projects that involve
providing professional support services and/or the integration, implementation, and transition of
large, complex systems. This individual is responsible for performing the following tasks:

A. Providing design and development of e-government solutions, and taking responsibility for
technical design and implementation of the architecture

Designing, developing, and maintaining infrastructure and backend applications
Providing expertise on defining the role of broadband and wireless applications
Providing definition of current State architecture blueprints

mo o w

Providing expertise with web servers, gateways, application servers, and content
management systems

Providing experience in web application technologies and middleware solutions
Researching new technologies and products for their applicability to business processes

I om

Comparing various solutions and determining the most suitable
I.  Ensuring that development efforts are well-planned and in compliance to standards

Education: This position requires a Bachelor’s degree from an accredited college or university in
Engineering, Computer Science, Mathematics, or a related scientific or technical discipline. (Note:
A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least ten (10) years of experience
planning, designing, building, and implementing IT application systems. This individual must have
led or been chief architect in a major IT applications implementation effort. This individual must
also have a strong background in software engineering principles and techniques.

Specialized Experience: The proposed candidate must have at least six (6) years of experience in
designing medium to large-scale sites, and management of at least five Internet projects.
B) Application Developer, Advanced Technology

Position Description: The Application Developer, Advanced Technology shall translate
applications requirements into web-based solutions using available technology. This individual
shall apply new and emerging technologies to the software development process.
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Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least two (2) years of computer
experience in at least two of the following disciplines: systems analysis, systems programming,
application programming, and/or equipment analysis.

Specialized Experience: The proposed candidate must have at least one (1) year of experience
developing applications using advanced technologies such as Internet protocols or web-based
technology. Technologies include HTML, CGI applications, PERL or Javascript, and Java.

C) Application Developer, Advanced Technology (Senior)

Position Description: The Application Developer, Advanced Technology (Senior) must be able to
translate applications requirements into web-based solutions using available technology. This
individual must be able to apply new and emerging technologies to the software development
process.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or five (5) years of equivalent experience in a related field. (Note:
A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least three (3) years of computer
experience in at least two of the following disciplines: system analysis, system programming,
application programming, and/or equipment analysis.

Specialized Experience: The proposed candidate must have at least one (1) year of experience
developing applications using advanced technologies including Internet protocols or web-based
technology. Technologies include HTML, CGI applications, PERL or Javascript, and Java.

D) Application Development Expert

Position Description: The Applications Development Expert provides design recommendations
based on long-term IT organization strategy. The position shall use a variety of platforms to
provide automated systems applications to customers. This individual will be viewed both
internally and externally as a technical expert and critical technical resource across multiple
disciplines. His/her responsibilities include performing the following tasks:

A. Developing enterprise level application and custom integration solutions including major
enhancements and interfaces, functions and features

B. Providing expertise regarding the integration of applications across the business

C. Determining specifications, then plans, designs, and developing the most complex and
business critical software solutions, utilizing appropriate software engineering processes
(either individually or in concert with a project team)

D. Assisting in the most difficult support problems.

E. Developing programming and development standards and procedures as well as
programming architectures for code reuse
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F. Understanding and consistently applying the attributes and processes of current application
development methodologies

G. Researching and maintaining knowledge in emerging technologies and possible application
to the business

H. Acting as an internal consultant, advocate, mentor and change agent.

Education: This position requires a Bachelor’s in Computer Science, Information Systems, or a
related field or equivalent work experience. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least seven (7) years of IT and
business/industry work experience.

Specialized Experience: The proposed candidate must have at least three (3) years as a technical
expert in an IT organization. This individual coaches and mentors the junior technical staff. The
position will also provide technical input into the most complex and high impact IT decisions. This
individual will be accountable for the most complex enterprise-wide applications and issues,
translating highly complex concepts for peers and customers. The position must have in-depth
knowledge of state-of-the art programming languages and object-oriented approach in designing,
coding, testing and debugging programs.

E) Applications Programmer

Position Description: The Application Programmer analyzes functional business applications and
design specifications for functional areas such as finance, accounting, personnel, manpower,
logistics, and contracts. This individual is responsible for performing the following tasks:

A. Developing block diagrams and logic flowcharts

B. Translating detailed design into computer software

C. Testing, debugging, and refining the computer software to produce the required product
D

. Preparing required documentation, including both program-level and user-level
documentation

m

Enhancing software to reduce operating time or improve efficiency

F. Providing technical direction to programmers as required to ensure program deadlines are
met

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least five (5) years of computer
experience in information systems design.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
as an application programmer on large-scale DBMS, knowledge of computer equipment, and
ability to develop complex software to satisfy design objectives.

F) Audit Manager
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Position Description: The Audit Manager performs day-to-day management of overall contract
support operations, possibly involving multiple audits and groups of personnel at multiple
locations.

This individual is responsible for the overall direction and guidance of all ongoing audits for the
State. His/her responsibilities shall include audit report(s) and all findings contained therein. This
individual must assist with the collection of any amounts due to the State as a result of audits, in
coordination with the State's designated representative. The Audit Manager is responsible for
performing the following tasks:

A. Organizing, directing, and coordinating the planning and production of all contract support
activities, including subcontractors

B. Developing work breakdown structures, and preparing charts, tables, graphs, major
milestone calendars and diagrams to assist in analyzing problems and making
recommendations

Experience: The proposed candidate must have at least four (4) years of telecommunications
billing audit experience. Such experience must have included the supervision of other auditors
engaged in the telecommunications billing audit process.

G) Auditor

Position Description: The Auditor provides third party reviews, ratings, and evaluations of IT
vendors. His/her responsibilities include performing the following tasks:

A. Researching corporate philosophy, goals, objectives, code of ethics, and business practices

B. Providing financial status including, but not limited to: assets, liabilities, operating capital,
cash flow, and insurance coverage

C. Providing financial reports and annual reports

D. Providing ranking among peers in the IT industry, and reputation in the IT industry
E. Researching customer satisfaction levels, and strengths and weaknesses

F. Providing costing estimations, personnel qualifications, and performance ratings
G. Researching project management results and performance records

H. Providing legal history and overall performance

Education: This position requires a Bachelor’s degree from an accredited college or university in
Accounting, Finance, Business or a related field. (Note: A CPA is preferred.)

General Experience: The proposed candidate must have at least ten (10) years of auditing
experience.

Specialized Experience: The proposed candidate must have at least five (5) years of experience as
an auditor in auditing IT vendors.
H) Auditor, IT (Senior)

Position Description: The IT Auditor identifies information processing and technology risks. This
individual is responsible for performing the following tasks:

A. Evaluating controls and making recommendations

RFP for Department of Information Technology Page 201



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

B. ldentifying problems and recommends solutions

C. Reviewing the installation and security related controls for a wide variety of computing
platforms including: operating systems, sub-systems, databases, and software products used
to support the processing environment

D. Preparing and performing audit tests and evaluating results
E. Providing documentation of audit tests to facilitate efficient and effective reviews

Education: This position requires a CPA and a Bachelor’s degree from an accredited college or
university in Accounting, Finance, Business, Computer Science, Information Systems, or a related
field.

General Experience: The proposed candidate must have at least ten (10) years of auditing
experience.

Specialized Experience: The proposed candidate must have at least seven (7) years of experience
in IT audits. This individual must be proficient in generally accepted IT standards, statements, and
practices, as well as IT security and control practices.

1)  Business Process Consultant (Senior)

Position Description: The Business Process Consultant (Senior) develops business requirements
and business processes re-engineering methodologies. This individual shall solve application and
process related problems by creating detail process and system design specifications; and works
with other areas across the business units to support a total solution approach. The Business
Process Consultant (Senior) is responsible for performing the following tasks:

A. Communicating business requirements for reports and applications development
B. Facilitating collaboration within and across business units and across IT functions
C. Resolving problems and improving business units’ technical environments

Education: This position requires a Bachelor’s degree from an accredited college or university in
Business, Human Resources Management or a related field. (Note: An MBA or MPA is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of experience in
business process re-engineering.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
re-engineering large scale business processes.

J)  Change Management Expert/Lead

Position Description: The Change Management Expert/Lead shall work with the State’s
designated representatives to evaluate process efficiencies and recommend improvement options in
the short term and long term; assist with identifying and resolving system gaps between business
process requirements and system capabilities; identify and document Change Management (CM)
and training needs, develop and draft detailed CM strategy, plan and associated artifacts. Lead and
manage the execution of the CM plan.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in Engineering, Computer Science, Information Systems, Business, Psychology, or
other related discipline.
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General Experience: The proposed candidate must have at least ten (10) years of experience in
organizational change management.

Specialized Experience: The proposed candidate must have at least eight (8) years of experience
in drafting detailed CM strategy, plan and associated artifacts and five (5) years of experience in
leading and managing the execution of the CM plan.

K) Computer Graphics Illustrator

Position Description: The Computer Graphics Illustrator shall recommend various methods of
portraying ideas regarding the design, layout, and generation of a variety of graphical presentation
products from rough drafts or outlines. The position shall utilize complex automated color graphic
equipment, and PC software packages to perform duties.

Education: This position requires a high school diploma or the equivalent. An additional year of
specialized experience may be substituted for the required education.

Total Experience: The proposed candidate must have at least three (3) years of experience in
creating and generating graphics using computer graphics software. This individual must possess
skill in the preparation of graphs, charts, and text data for visual presentations. A basic knowledge
of graphic equipment, graphic software, file formats, and graphic terms is required.

L) Computer Operations Center, Specialist

Position Description: The Computer Operations Center Specialist shall establish detailed
schedules for maximum utilization of all computer operations center equipment. The Computer
Operations Center Specialist is responsible for performing the following tasks:

A. Consulting with other data processing section personnel to coordinate activities, and
prepare activity and progress reports regarding the computer operations center

Evaluating production, equipment and personnel costs
Analyzing and interpreting technical data processing data
Communicating technical data processing information effectively both orally and in writing
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Applying applicable rules, regulations, policies and procedures of the computer operations
center

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. Three (3) years of equivalent experience in a related field may be
substituted for the Bachelor’s degree. (Note: A Master’s degree is preferred.)

General Experience: This position requires a minimum of five (5) years of experience.
Specialized Experience: The proposed candidate must have:

A. Possess at least three (3) years of specialized experience working in a computer operations
center

B. Possess the ability to function in a multi-system and/or multi-application environment.
Ability to operate and monitor multiple terminals.

C. Demonstrate knowledge of data processing operations, equipment, procedures, and
workflow.
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D. Demonstrate knowledge of environmental requirements of mainframes, servers and other
hardware.

E. Demonstrate knowledge of emergency security procedures for a computer operations
center.

M) Computer Programmer (Junior)

Position Description: The Computer Programmer (Junior) shall translate detail program
flowcharts into program-coded instructions used by third- and fourth-generation, or current state-
of-the-art computers.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least three (3) years of computer
programming experience.

N) Computer Programmer (Senior)

Position Description: The Computer Programmer (Senior) shall utilize IT equipment and
languages (third- and fourth-generation or current state-of-the-art) to develop and prepare
diagrammatic plans to solve business, management, communications, and strategic problems. This
individual shall design detailed programs, flowcharts, and diagrams showing mathematical
computations and sequence of machine operations necessary to copy and process data and print
results. This individual shall verify the accuracy and completeness of programs and systems by
preparing sample representative data, and perform testing by means of cycle and system
processing.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of programming
experience in software development or maintenance.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
IT systems analysis and programming.
O) Computer Software/Integration Analyst (Senior)

Position Description: The Computer Software/Integration Analyst (Senior) is responsible for
performing the following tasks:

A. Presenting system designs for user approval at formal reviews

B. Performing configuration management, software integration, interpreting software test
results, and recommending solutions for unsatisfactory test results

C. Providing solutions to identified software problem reports

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline. (Note: A Master’s degree is preferred.)
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General Experience: The proposed candidate must have at least eight (8) years of progressive
working experience as a computer specialist or a computer systems analyst.

Specialized Experience: The proposed candidate must have at least five (5) years of experience as
a Computer Systems Analyst. This individual must be knowledgeable in implementing computer
systems in a phased approach of requirements analysis and conceptual design, site survey, system
design review, critical design review, installation, integration, and testing. This individual must be
knowledgeable in performing requirements analysis for a wide range of users in areas such as
office automation, finance, and accounting. This individual must be knowledgeable in life-cycle
support, including maintenance, administration, and management.

P) Computer Specialist

Position Description: The Computer Specialist shall determine costs for converting computer
systems from one language or machine to another by utilizing compilers, simulators, emulators,
and/or language translators, and recommend better utilization of operating systems capabilities to
improve system efficiency. His/her responsibilities shall include the following:

A. Developing, managing, maintaining, and evaluating state-of-the-art computer hardware,
software, and software development tools

B. Evaluating their ability to support specific requirements and interface with other equipment
and systems

C. Determining potential and actual bottlenecks
D. Proposing recommendations for their elimination

E. Making recommendations for systems improvements that will result in optimal hardware
and software usage

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least five (5) years of computer
experience in at least two of the following disciplines: systems analysis, systems programming,
application programming, and/or equipment analysis.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
as a computer hardware and/or systems software specialist, or as a systems analyst with duties
relating to the evaluation of third- and fourth-generation or state-of-the-art computer hardware and
software, and its ability to support specific requirements for systems management or large-scale
system development and maintenance.

Q) Computer Systems Analyst (Junior)

Position Description: The Computer Systems Analyst (Junior) develops requirements for
information systems from a project’s inception to conclusion. This individual develops required
specifications for simple to moderately complex systems. The position shall be responsible for
assisting senior computer systems analyst in preparing input and test data for the proposed system.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
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General Experience: The proposed candidate must have at least three (3) years of computer
experience in assignments of a technical nature, working under close supervision and direction.

Specialized Experience: The proposed candidate must have at least one (1) year of experience in
analyzing and programming applications on large-scale or mid-tier computers (or LAN-based) with
a minimum of one (1) year of design and programming of moderately complex IT systems.

R) Computer Systems Analyst (Senior)

Position Description: The Computer Systems Analyst (Senior) provides technical and
administrative direction for personnel performing software development tasks; this includes the
review of work products for correctness, adherence to the design concept and to user standards, and
for progress in accordance with schedules. The Computer Systems Analyst (Senior) is responsible
for performing the following tasks:

A. Coordinating with the Program Manager to ensure problem solutions and user satisfaction
B. Making recommendations, if needed, for approval of major systems installations

C. Preparing milestone status reports and deliveries/presentations on the system concept to
colleagues, subordinates, and end user representatives

D. Providing daily supervision and direction to support staff

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of computer
experience working independently or under general direction on complex application problems
involving all phases of systems analysis.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
analysis and design of business applications for complex large-scale or mid-tier computer systems,
or LAN-based systems, to include experience in Database Management Systems (DBMS), and use
of programming languages. This individual must have knowledge of current storage and retrieval
methods, and demonstrated ability to formulate specifications for computer programmers to use in
coding, testing, and debugging of computer programs.

S) Computer Systems Programmer

Position Description: The Computer Systems Programmer creates and/or maintains operating
systems, communications software, database packages, compilers, repositories, and utility and
assembler programs. This individual shall modify existing software, and develop special-purpose
software to ensure efficiency and integrity between systems and applications.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least five (5) years of computer
experience in information systems design.
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Specialized Experience: The proposed candidate must have at least three (3) years of experience
in IT systems analysis and programming.

T) Computer Systems Programmer (Senior)

Position Description: The Computer Systems Programmer (Senior) creates and/or maintains
operating systems, communications software, database packages, compilers, repositories, and
utility and assembler programs. This position is responsible for modifying existing software and
develop special-purpose software to ensure efficiency and integrity between systems and
applications.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. Three (3) years of equivalent experience in a related field may be
substituted for the Bachelor’s degree. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have twelve (12) years of computer experience
in information systems design.

Specialized Experience: The proposed candidate must have at least ten (10) years of experience in
IT systems analysis and programming.
U) Computer Systems Security Specialist

Position Description: The Computer Systems Security Specialist analyzes and defines security
requirements for MLS issues. This individual is responsible for performing the following tasks:

A. Designing, developing, engineering, and implementing solutions to MLS requirements

B. Gathering and organizing technical information about an agency’s mission goals and needs,
existing security products, and ongoing programs in the MLS arena

C. Performing risk analyses, which also includes risk assessment
D. Providing daily direction to staff

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or four (4) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least six (6) years of experience in
analysis and definition of security requirements, and at least four (4) years of IT experience in data
security.

Specialized Experience: The proposed candidate must have at least four (4) years of specialized
experience in defining computer security requirements for high-level applications, evaluating
approved security product capabilities, and developing solutions to MLS problems.

V) Cost Accountant (Senior)

Position Description: The Senior Cost Accountant provides cost estimates and financial
management support including all activities that occur during the life cycle of an information
technology application or system. This individual is responsible for performing the following tasks:

A. Conducting investment analyses or other complex operational analyses
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B. Providing expertise and support in conducting a full range of investment analyses activities
including:

Market surveys,
Requirements definitions
Schedule development
Tradeoff studies

Cost analyses

Benefits analyses

Risk analyses
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Economic analyses

C. Supporting architecture efforts including economic analyses of architecture alternatives,
architecture issues resolutions, and affordability analyses

D. Conducting analytical studies involving complex technical analyses, schedule constraints,
and system benefits and system cost factors

E. ldentifying cost accounting or financial problems and recommending solutions
F. Presenting plans, analyses, and other advice within functional areas

Education: This position requires a Bachelor’s degree from an accredited college or university in
Economics, Business, Accounting, Finance, or a related discipline. (Note: A Master’s degree and
CPA are preferred.)General Experience: The proposed candidate must have at least eight (8)
years of relevant experience as a cost analyst, or have been involved in analysis in business-related
subject areas such as accounting, finance, or economics.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
financial cost accounting with demonstrated success in analyzing information systems.

W) Database Management Specialist (Junior)

Position Description: The Database Management Specialist (Junior) shall provide highly technical
expertise and support in the use of DBMS. This individual shall evaluate and recommend available
DBMS products to support validated user requirements. This individual is responsible for
performing the following tasks:

A. Defining file organization, indexing methods, and security procedures for specific user
applications

B. Developing, implementing, and maintaining database back-up and recovery procedures for
the processing environments

C. Ensuring that data integrity, security, and recoverability are built into the DBMS
applications.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
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General Experience: The proposed candidate must have at least three (3) years of experience in
DBMS systems analysis and programming.

Specialized Experience: The proposed candidate must have at least one (1) year of experience in
using current DBMS technologies, application design utilizing various database management
systems, and experience with DBMS internals.

Database Management Specialist (Senior)

Position Description: The Database Management Specialist (Senior) shall provide highly
technical expertise and support in the use of DBMS. This individual is responsible for performing
the following tasks:

A. Evaluating and recommending available DBMS products to support validated user
requirements

B. Defining file organization, indexing methods, and security procedures for specific user
applications

C. Developing, implementing, and maintaining database back-up and recovery procedures for
the processing environments

D. Ensuring data integrity, security, and recoverability are built into the DBMS applications

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least six (6) years of experience in
DBMS systems analysis and programming.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
in using current DBMS technologies, application design utilizing various database management
systems, and experience with DBMS internals.

Database Manager

Position Description: The Database Manager shall manage the development of database projects.
This individual is responsible for performing the following tasks:

A. Planning and budgeting staff and data resources

B. Supporting application developers in planning preparation, load analysis, and backup and
recovery of data

Reallocating resources to maximize benefits, when necessary
Preparing and delivering presentations on DBMS concepts
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Providing daily supervision and direction to support staff
F. Monitoring performance and evaluating areas to improve efficiency

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)
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General Experience: The proposed candidate must have at least seven (7) years of experience in
the development and maintenance of database systems.

Specialized Experience: The proposed candidate must have at least five (5) years of experience
with database management systems, system design and analysis, operating systems software, and
internal and data manipulation languages.

Documentation Specialist

Position Description: The Documentation Specialist gathers, analyzes, and composes technical
information. This individual is responsible for performing the following tasks:

A. Conducting research and ensuring the use of proper technical terminology

B. Translating technical information into clear, readable documents to be used by technical
and non-technical personnel

C. Using the standard help compiler to prepare all on-line documentation (for applications
built to run in a Windows environment)

Education: This position requires an Associate’s Degree in a related field.

General Experience: The proposed candidate must have at least four (4) years of experience in
technical writing and documentation experience pertaining to all aspects of IT.

Specialized Experience: The proposed candidate must have at least two (2) years of experience in
preparing technical documentation including researching for applicable standards.

AA) Facilities Specialist

Position Description: The Facilities Specialist performs installation, operation, maintenance, and
repair of facilities, institutional equipment and systems. This may include, but is not limited to

A. High and low pressure steam plant boilers

Security and fire systems

Portable and installed generator sets

Automatic transfer sets

Uninterruptable power supplies

Batteries and associated electrical wiring/components

Air handling units, pumps, exchangers and cooling towers
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Carpentry, painting, plumbing and electrical and mechanical activities

Various mechanical functions associated with diagnostics, dismantling, and repair of
machines and mechanical equipment

Education: This position requires a High School diploma or the equivalent.

General Experience: The proposed candidate must have at least one (1) year of experience in
facilities work or related field.

BB) Facility Operations Engineer
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Position Description: The Faculty Operations Engineer provides engineering support for facility
and infrastructure projects. This individual supports project development, design, bid proposal,
schedule development, and technical support. This individual shall manage and direct personnel in
the operation, maintenance, and repair of facilities, systems, and institutional equipment; these
include building, heating, ventilation and air conditioning (HVAC) systems, boiler systems,
generator systems and electrical systems.

Education: This position requires a Bachelor’s degree from an accredited college or university in
Civil, Mechanical, Electrical, Industrial or Facilities Management Engineering or a related field.

General Experience: The proposed candidate must typically have at least eight (8) years of
experience in facilities management or related field.

CC) Financial Analyst

Position Description: The Financial Analyst shall clearly define government financial business
practices and Electronic Commerce/Electronic Data Interchange (EC/EDI) opportunities, and
incorporate the defined processes into an automated solution that include relational databases and
distributed systems for integration into the government financial business system. The Financial
Analyst is responsible for performing the following tasks:

A. ldentifying potential problems and recommending solutions through analysis

B. Working with functional specialists, automation specialists, Master Contractors, vendors,
and customers to effectively automate the customer’s requirements into an automated
application

C. Acting as a focal point to coordinate all disciplines in the recommended solution.

D. Communicating with both IT and financial oriented individuals to document the flow,
recommend opportunities, impact recommendations, and serve as the liaison between the
financial specialist and automation specialist that do not have both disciplines

E. Applying state-of-the-art applications that will automate financial applications in the most
effective manner while adhering to the established Accounting Principles and Practices

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in Finance, Business, or a related technical discipline. (Note: A Master’s degree is
preferred.)General Experience: The proposed candidate must have at least five (5) years of
financial management experience.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
in financial management with demonstrated ability in analyzing, designing, and developing
automated applications for unique business practices in a fee-for-service environment.

DD) Financial Analyst (Senior)

Position Description: The Financial Analyst (Senior) provides financial management planning and
execution support. His/her responsibilities include performing the following tasks:

A. Conducting investment analyses or other complex operational analyses

B. Providing expertise and support in conducting a full range of investment analyses activities,
including market surveys, cost analyses, benefits analyses, risk analyses, economic
analyses, requirements definitions, schedule development, and tradeoff studies
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C. Supporting architecture efforts including economic analyses of architecture alternatives,
architecture issues resolutions, and affordability analyses

D. Classifying and summarizing financial data for the preparation and submission of reports on
a recurring basis

E. Applying financial analysis to information systems issues

Education: This position requires a Bachelor’s degree from an accredited college or university in
Economics, Business, Accounting, Finance, or related discipline. (Note: A Master’s degree and a
CPA are preferred.)General Experience: The proposed candidate must have at least eight (8)
years of progressive experience as an analyst or have been involved in analyst type functions in a
business related subject area such as accounting, finance or economics.

Specialized Experience: The proposed candidate must have at least five (5) years of financial
management experience with demonstrated ability in analyzing information systems. This
individual must have knowledge of theories, principles, and practices of financial management,
including time value analyses, cash flow analyses, and cost/benefit and return on investment
analyses.

EE) Group Facilitator (Senior)

Position Description: The Group Faciliator (Senior) provides assistance in the group decision-
making process by intervening to help a group improve its effectiveness and efficiency through
enhanced problem identification, problem solutions and decision-making skills. This position’s
responsibilities include performing the following tasks:

A. Taking primary responsibility for managing the group process and assists groups to be more
effective by improving existing group practices.

B. Guiding groups through proven processes and understands basic group dynamics and
interrelationships.

C. Intervening when it is evident that the group process or other factors interfere with a
group’s ability to accomplish specific goals and objectives.

Education: A Bachelor’s degree from an accredited college or university with a major in
Education, the Social Sciences, Human Resources, Business or a related field.

General Experience: The proposed candidate must have at least five (5) years of experience as a
group facilitator.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
as a group facilitator involving technical projects.

FF) Help Desk Manager

Position Description: The Help Desk Manager provides daily supervision and direction to the
staff responsible for phone and in-person support to users in the areas of e-mail, directories,
standard Windows desktop applications, and other network services. This individual shall manage
the personnel that serve as the first point of contact for troubleshooting hardware and software PC
and printer problems.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
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scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least seven (7) years of experience in
the management of a Help Desk. General experience includes information systems development,
network, and other work in the client/server field, or related fields.

Specialized Experience: The proposed candidate must have at least five (5) years of specialized
experience including: management of help desks in a multi-server environment, comprehensive
knowledge of PC operating systems (e.g., DOS, Windows), networking and mail standards, and
supervision of help desk employees. The candidate must have demonstrated ability to effectively
communicate orally and in writing, and have a positive customer service attitude.

GG) Help Desk Specialist (Junior)

Position Description: The help Desk Specialist provides telephone and in-person support to users
in the areas of directories, standard Windows desktop applications, and applications developed
under this Contract or predecessors. This individual serves as the initial point of contact for
troubleshooting hardware/software PC and printer problems.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least five (5) years of experience in
business IT environments, with emphasis on PC hardware and applications. General experience
includes information systems development, work in the client/server field, or related fields.

Specialized Experience: The proposed candidate must have at least two (2) years of
comprehensive knowledge of PC operating systems, e.g., DOS, Windows, as well as work on a
help desk. This individual must show demonstrated ability to communicate orally and in writing
and to have a positive customer service attitude.

HH) Help Desk Specialist (Senior)

Position Description: The Help Desk Specialist (Senior) provides telephone and in-person support
to users in the areas of directories, standard Windows desktop applications, and applications
developed under this Contract or predecessors. This individual serves as the initial point of contact
for troubleshooting hardware/software PC and printer problems.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. Three (3) years of equivalent experience in a related field may be
substituted for the Bachelor’s degree.

General Experience: This position requires a minimum of seven (7) years of experience in a
business IT environment with emphasis on PC computer hardware and applications. General
experience includes, but is not limited to: information systems development, work in the
client/server field, or related fields.

Specialized Experience: The proposed candidate must have at least five (5) years comprehensive
knowledge of PC operating systems, e.g., DOS, Windows, as well as work on a help desk. The
proposed candidate must have at demonstrated ability to effectively communicate orally and in
writing and to have a positive customer service attitude.
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I1) Information Engineer

Position Description: The Information Engineer shall apply a set of disciplines for planning,
analysis, design, construction, and maintenance of information systems on a business-wide basis or
across a major sector of the business. This individual is responsible for performing the following
tasks:

A. Performing business strategic systems planning, information planning, and analysis

B. Performing process and data modeling in support of the planning and analysis efforts using
both manual and automated tools (such as I-CASE tools)

C. Applying reverse engineering and re-engineering disciplines to develop migration strategic
and planning documents

D. Providing technical guidance in software engineering techniques and automated support
tools

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline.

General Experience: The proposed candidate must have at least five (5) years of experience in
engineering, systems analysis, design, and programming.

Specialized Experience: The proposed candidate must have at least two (2) years of experience in
information systems development, functional and data requirement analysis, systems analysis, and
design, programming, program design, and documentation preparation.

JJ) Information Engineer (Senior)

Position Description: The Information Engineer (Senior) develops analytical and computational
techniques and methodology for problem solutions. This position is responsible for performing the
following tasks:

A. Performing process and data modeling in support of the planning and analysis efforts using
manual and automated tools; such as Integrated Computer-Aided Software Engineering (I-
CASE) tools.

B. Applying reverse engineering and reengineering disciplines to develop migration strategic
and planning documents.

C. Providing technical guidance in software engineering techniques and automated support
tools.

D. Applying business process improvement practices to modernization projects.

E. Applying, as appropriate, activity and data modeling transaction flow analysis; internal
control and risk analysis; modern business methods; and performance measurement
techniques.

F. Assisting in establishing standards for information systems procedures.

G. Developing and applies organization wide information models for use in designing and
building integrated, shared software and Database Management Systems (DBMS).
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Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of experience in
managing the implementation of information engineering projects and experience in systems
analysis, design and programming using CASE and IE tools and methods.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
information systems development, functional and data requirement analysis, systems analysis and
design, programming, program design, and documentation preparation.

KK) Information Security Engineer

Position Description: The Information Security Engineer analyzes and defines security
requirements for information protection. This individual must define and develop security policies.
This individual also analyzes the sensitivity of information, and performs vulnerability and risk
assessments on the basis of defined sensitivity and information flow.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of experience in
information protection.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
defining security programs or processes for the protection of Confidential or classified information.

LL) Internet/Intranet Site Developer (Junior)

Position Description: The Internet/Intranet Site Developer (Junior) must be able to translate
applications requirements into the design of complex web sites, including integrating web pages
and applications. The individual in this position must be able to apply new and emerging
technologies to the development process.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. Three (3) years of equivalent experience in a related field may be
substituted for the Bachelor’s degree. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at one (1) year of web development
experience using current Web development and graphic tools, as well as, Web server and database
administration.

Specialized Experience: The proposed candidate must have at least one (1) year of experience
designing, developing and deploying Web sites and/or Web applications, including product
selection, configuration, installation, maintenance, and site policy development. Experience
developing Web pages using HTML, scripting languages, platform specific web development
languages and relational databases.

MM) Internet/Intranet Site Developer (Senior)
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Position Description: The Internet/Intranet Site Developer shall translate application requirements
into the design of complex web sites, including integrating web pages and applications. This
individual shall apply new and emerging technologies to the site development process.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least five (5) years of web
development experience using current Web development and graphic tools, as well as, Web Server
and database administration.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
designing, developing and deploying Web sites and/or Web applications, including product
selection, configuration, installation, maintenance, and site specific Web development languages
and relational databases.

NN) Internet/Web Architect

Position Description: The Internet/Web Architect is responsible for analyzing assigned
specifications, planning, designing, and developing solutions, utilizing appropriate
Internet/Intranet/Extranet architecture processes supporting a wide range of business processes.
This individual shall provide appropriate documentation for object design decisions, estimating
assumptions, applets and performance metrics — as required by organization architecture process
standards, or as assigned. This individual is responsible for minimizing the issues between the
client and the server applications, and for the overall setup and design of the Internet and web
server architecture. The impact and complexity of this job will increase if the organization is
utilizing Internet solutions (vs. only Intranet), especially those with significant business impact
(e.g., e-business).

Education: This position requires a Bachelor’s Degree in Computer Science, Information Systems,
or a related field; or equivalent work experience.

General Experience: The proposed candidate must have at least five (5) years of IT work
experience.

Specialized Experience: The proposed candidate must have worked independently or as a part of a
team under general supervision, and have coached more junior technical staff. This individual must
have worked in the role of a technical expert for an IT organization on its web application(s). This
individual must provide input into highly complex and high impacting decisions as it relates to
his/her area of expertise.

0OO0) Network Administrator

Position Description: The Network Administrator performs a variety of network management
functions related to the operation, performance, or availability of data communications networks.
This individual is responsible for performing the following tasks:

A. Analyzing client LANS/WANS, isolating the source of problems, and recommending
reconfiguration and implementation of new network hardware to increase performance

B. Modifying command language programs and network start up files, assigning/reassigning
network device logical, and participating in load balancing efforts throughout the network
to achieve optimum device utilization and performance
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C. Establishing new user accounts on the network, granting access to required network files
and programs.

Managing network E-mail functions
Establishing mailboxes and monitoring mail performance on the network

mom o

Troubleshooting network/user problems, and presenting resolutions for implementation
G. Preparing a variety of network resource reports

Education: This position requires an Associate's degree from an accredited college or university in
Computer Science, Information Systems, Engineering or a related field; or two (2) years of college
or university study in Computer Science, Information Systems, Engineering or a related field. If
applicable, the candidate should be certified as a network administrator for a specific network
operating system as defined by the State. Certification criteria are determined by the network
operating system vendor. Two (2) additional years of specialized experience may be substituted for
the required education.

General Experience: The proposed candidate must have at least two (2) years of experience in a
computer-related field. This individual must have advanced knowledge of network operating
systems.

Specialized Experience: The proposed candidate must have at least one (1) year of experience in
one or more of the following areas: data communications engineering, data communications
hardware or software analysis, network administration or management, data communications
equipment installation and maintenance, or computer systems administration and management.
This individual must also have experience with cable/LAN meters, protocol analyzers, SNMP' and
RMON based software products. Additionally, he/she must have knowledge of Ethernet, FDDI and
high speed WANSs and routers.

PP) Network Engineer (Junior)

Position Description: The Network Engineer (Junior) performs similar duties as directed or
instructed by the senior network engineer. This individual conducts studies pertaining to network
configuration, and monitors traffic patterns such as protocols and peak usage. This individual must
stay current with technological changes.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in Computer Science, Information Systems, Engineering or a related scientific or
technical discipline.

General Experience: The proposed candidate must have at least five (5) years of experience in a
computer-related field.

Specialized Experience: The proposed candidate must have at least three (3) years of progressive
experience in planning, designing, implementation, and analyzing data or telecommunications
networks.

QQ) Network Engineer (Senior)

Position Description: The Network Engineer is responsible for the design and implementation of
large data communications or telecommunications networks. This individual is also responsible for
the design and implementation of LANS/WANSs using hub switching and router technology. In
addition, the Network Engineer is responsible for performing the following tasks:

RFP for Department of Information Technology Page 217



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

A. Planning and monitoring the installation of communications circuits

B. Managing and monitoring local area networks and associated equipment (e.g., bridges,
routers, modem pools, and gateways)

C. Conducting short and long-term plans to meet communications requirements

D. Performing hardware/software analyses to provide comparative data of performance
characteristics and suitability within the existing systems environment

E. Preparing tradeoff studies and evaluations for vendor equipment
F. Generating network monitoring/performance report, for LAN/WAN utilization studies

G. Recommending network design changes/enhancements for improved system availability
and performance

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in Computer Science, Information Systems, Engineering or a related scientific or
technical discipline. If applicable, the candidate must be certified as network engineer for the
specific network operating system as defined in by the State. The certification criteria are
determined by the network operating system vendor.

General Experience: The proposed candidate must have at least nine (9) years of experience in a
computer-related field.

Specialized Experience: The proposed candidate must have at least seven (7) years of progressive
experience in planning, designing, implementation, and analyzing data or telecommunications
networks. This individual must have experience with network analysis/management tools and
techniques, and be familiar with Personal Computers (PCs) in a client/server environment. This
individual must also be familiar with IT technology and long distance and local carrier
management.

RR) Network Manager

Position Description: The Network manager performs a variety of network management functions
in support of MIS services related to the operation, performance, or availability of data
communications networks. This individual shall serve as an LAN/WAN consultant skilled in
network analysis, integration, and tuning. His/her responsibilities include performing the following
tasks:

A. Modifying command language programs and network start up files, assigning/re-assigning
network device logical, analyzing network performance, and recommending adjustments to
wide variety of complex network management functions with responsibility for overall
performance and availability of networks

B. Analyzing client LANS/WANSs, isolating source of problems, and recommending
reconfiguration and implementation of new network hardware to increase performance

C. Conducting load balancing efforts to achieve optimum device utilization and network
performance

D. Managing network E-mail functions
E. Establishing mailboxes and monitoring mail performance on the network
F. Coordinating with communications engineering to resolve hardware problems
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G. Working with customer and operations staff in scheduling preventative and emergency
maintenance activities

Education and Other Requirements: This position requires a Bachelor’s degree from an accredited
college or university with a major in Computer Science, Information Technology, Engineering, or a
related discipline. If applicable, the candidate must be certified as a network engineer for the
specific network operating system as defined by the State. The certification criteria are determined
by the network operating system vendor.

General Experience: The proposed candidate must have at least twelve (12) years of experience in
a computer-related field. This individual must have a working knowledge of network operating
systems.

Specialized Experience: The proposed candidate must have at least ten (10) years of experience in
one or more of the following areas: data communications engineering, data communications
hardware or software analysis, network administration or management, or have data
communication equipment installation and maintenance. He is must have knowledge of cable
including FDDI, FOIRL, and 10Base T. in addition, the candidate must have a working knowledge
of Ethernet, high speed WANSs, routers, bridges, and switches.

Experience working with IBM's SNA, with knowledge of the MV'S operating system and SNA
protocols. This individual must have experience with cable/LAN meters, protocol analyzers,
Simple Network Management Protocol (SNMP) and Remote Monitoring (RMON) based software
products.

SS) Network Security Engineer

Position Description: The Network Security Engineer designs, develops, engineers, and
implements solutions for projects such as biometrics, smart cards, Secure remote access, VPN,
Intrusion detection, port scanning, web security, and vulnerability assessments and remediation.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline. A Master's Degree in one of the above disciplines is equal to one
(1) year of specialized and two (2) years of general experience. An additional year of specialized
experience may be substituted for the required education.

General Experience: The proposed candidate must have at least eight (8) years of computer-
related experience.

Specialized Experience: The proposed candidate must have at least five (5) years of specialized
experience in defining computer security requirements for high-level applications, evaluation of
approved security product capabilities, and security management.

TT) Network Technician

Position Description: The Network Technician performs similar duties as directed or instructed by
the senior network engineer. This individual adds or exchanges externally connected PC
accessories and data communications equipment including cables, boards, batteries, disks drives,
and other PC components. This individual also attaches, detaches, or exchanges LAN cabling to
workstations, servers, network devices, telecommunications, and data communications equipment.

Education: This position requires an Associate's degree from an accredited college or university in
Computer Science, Information Systems, Engineering or a related field; or Technical school
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certificate of completion in the data communications field including cable installation, or the
equivalent military training. An additional year of specialized experience may be substituted for the
required education.

General Experience: The proposed candidate must have at least three (3) years of experience in a
computer-related field.

Specialized Experience: The proposed candidate must have at least two (2) years of experiences
installing and maintaining shared resources for communication networks and devices.

UU) Office Automation Specialist

Position Description: The Office Automation Specialist performs specialized data entry work,
operating specialized data entry equipment in a high production and closely monitored work
environment. This position is responsible for key entering data from a variety of source documents
with specific standards maintained for speed and accuracy.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. Three (3) years of equivalent experience in a related field may be
substituted for the Bachelor’s degree.

General Experience: The proposed candidate must have a minimum of five (5) years of
experience data entry work and equipment.

Specialized Experience: The proposed candidate must have a minimum of three (3) years of
specialized experience in the operation of specialized data entry equipment.

VV) Planner, Information Technology (Senior)

Position Description: The Information Technology Planner (Senior) provides planning services
for a wide range of programs and projects including design, development, implementation, post-
implementation and maintenance of the systems. The tasks that this position performs includes:

A. Provides SWOT analyses, critical success factor analyses, strategic business planning,
strategic information systems planning, value chain analyses, e-business assessments, and
other techniques used to establish strategic plans.

B. Provides expertise in conducting research, evaluations, and studies required to develop both
short-term and long-term plans.

C. Provides plans, designs, concepts, and develops both general and specific program and
project strategies for linking proposed investments in IT to business results.

D. Provides planning, scheduling, networking and coordination assistance among State
organizations involved in implementation and integration efforts. Identifies problems and
recommends solutions.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in Computer Science, Information Systems, Planning or other related scientific or
technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least ten (10) years progressive
experience as an IT planner or involved in planning type functions.
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Specialized Experience: The proposed candidate must have at least six (6) years of experience in
planning, analyses, design, development, implementation and post-implementation of IT projects
or systems.

WW)  Program Administration, Specialist

Position Description: The Program Administration Specialist assists in the preparation of
management plans and various customer reports. This position coordinates schedules to facilitate
the completion of TO and change proposals, Contract deliverables, TO reviews, briefings and
presentations. Performs analysis, development, and review of program administrative operating
plans and procedures.

Education: This position requires a High school diploma or equivalent. (Note: A Bachelor’s
degree is preferred.)

General Experience: This position requires at least three (3) years of experience working with
project management tools and reporting systems. Familiar with government contracts, work
breakdown structures, management/business plans, and program reporting.

Specialized Experience: The proposed candidate must have at least two (2) years of direct
program experience in Contract administration and preparing management reports. The proposed
candidate must have worked in support of a Program Manager on a government Contract.

XX) Program Manager

Position Description: The Program Manager serves as the single point of contact for the State
regarding day-to-day IT project operations. The position shall oversee and direct all resources
provided under this RFP. His/her responsibilities shall include overall project governance,
communications with executives, planning, budgeting, execution, monitoring, control, quality
assurance and implementing course corrections as needed. The Program Manager is responsible for
performing the following:

A. Managing day-to-day project activities

B. Identifying issues and risks and recommending possible issue and risk mitigation strategies
C. Facilitating State agency and Master Contractor discussions / meetings
D

. Ensuring that performance is within scope, consistent with requirements, and delivered on
time and within budget

m

Identifying critical paths, tasks, dates, testing, and acceptance criteria

mn

Ensuring the application of State SDLC standards.

G. Providing solutions to improve efficiency (e.g., reduce costs while maintaining or
improving performance levels)

H. Monitoring issues and providing resolutions for up-to-date status reports
I.  Documenting and delivering project management related artifacts

Education: This position requires a Bachelor’s degree from an accredited college or university in
Engineering, Computer Science, Information Systems, Business or a related discipline. Candidates
must possess a Project Management Professional (PMP) certification from the Project Management
Institute (PMI).
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General Experience: The proposed candidate must have at least ten (10) years of experience in
project management.

Specialized Experience: The proposed candidate must demonstrate at least eight (8) years of
experience managing complex IT development projects, similar to that described in the Statement
of Work. This individual must also have experience in a leadership role for at least three (3)
successful projects with an organizational change management component that involve working
with stakeholder groups across the organization. The candidate must possess at least five (5) years
of experience using PMI's Project Management Body of Knowledge (PMBo0K) methodologies and
artifacts.

YY) Program Manager, Deputy

Position Description: The Deputy Program Manager works closely with the Program Manager to
ensure the smooth running of the program and/or project(s). The Program Manager is responsible
for performing the following:

A. project scheduling;

assigning staff;

allocating resources;

assessing risk and its management;

mo o w

coordinating the various components which contribute to the program and/or project(s) as a
whole to ensure they are being delivered on time; ensuring that deadlines are met;

mn

updating staff and keeping all stakeholders in the program and/or project(s) informed of
progress and any issues which may arise.

G. Support the Program Manager on contract operations.

H. May be called upon by Program Manager to organize, direct, and coordinate the planning
and production of contract activities, projects and support activities, including those of
subcontractors.

I.  May oversee the development of or develops work breakdown structures, charts, tables,
graphs, major milestone calendars and diagrams to assist in analyzing problems and making
recommendations.

J. Demonstrates excellent written and verbal communications skills.

Education: This position requires a Bachelor’s degree from an accredited college or university in
Engineering, Computer Science, Information Systems, Business or other related discipline. Current
Project management certification is required.

General Experience: The proposed candidate must have at least ten (8) years of experience in
program or project management.

ZZ) Project Control Specialist

Position Description: The project Control Specialist monitors financial and/or administrative
aspects of assigned Contracts and deliverables. This individual tracks and validates all client
financial information, establishes and maintains master Contract files, prepares and monitors status
of all deliverables, and tracks the value of Contracts. This individual uses the automated systems to
track deliverables, financial transactions, and management information.
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Education: This position requires a High School Diploma or the equivalent. Bachelor’s degree

General Experience: The proposed candidate must have at least three (3) years of experience
working with monitoring systems. This individual must be familiar with manpower and resource
planning, preparing financial reports and presentations, and cost reporting Contract guidelines.

Specialized Experience: The proposed candidate must have experience in the preparation and
analysis of financial statements, and development of project schedules, using cost-accounting and
labor-reporting systems, with a working knowledge of Contract and subcontract management. This
individual must be proficient in the use of spreadsheets and project management tools.

AAA) Project Manager, Deputy

Position Description: The Deputy Project Manager reports to the Program Manager. The Deputy
Project Manager is assigned the management of a specific project and the work performed under
assigned Task Orders including process management, change management, document
management, and contract management. Tasks performed by the Deputy Project Manager include:

A. Performs day-to-day management of the project, identifies issues and risks and
recommends possible issue and risk mitigation strategies associated with the project.

B. Acts as a facilitator between a State agency and IT contractor. Is responsible for ensuring
that work performed under TOs is within scope, consistent with requirements, and delivered
on time and on budget. Identifies critical paths, tasks, dates, testing, and acceptance criteria.

C. Provides solutions to improve efficiency (e.g., reduce costs while maintaining or improving
performance levels).

D. Monitors issues and provides resolutions for up-to-date status reports. Demonstrates
excellent writing and oral communications skills.

Education: This position requires a from an accredited college or university with a major in
Engineering, Computer Science, Information Systems, Business or other related discipline. (Note:
A master’s degree or project management certification is preferred. )

General Experience: The proposed candidate must have at least five (5) years of experience in
project management.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
managing IT related projects and must demonstrate a leadership role in at least three (3) successful
projects that were delivered on time and on budget.

BBB) Project Manager, Functional

Position Description: The Functional Project Manager performs day-to-day management of
activities pertaining to the functional deliverables of the project. This individual is responsible for
performing the following Position Description:

A. Facilitating State agency and Master Contractor discussions / meetings

B. Identifying issues and risks, and recommending possible issue and risk mitigation strategies
C. Identifying critical paths, tasks, dates, testing, and acceptance criteria
D

. Ensuring that performance is within scope, consistent with requirements, and delivered on
time and within budget
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E. Providing solutions to improve efficiency (e.g., reducing costs while maintaining or
improving performance levels)

F. Monitoring issues and providing resolutions for up-to-date status reports
G. Demonstrating excellent writing and oral communications skills

Education: This position requires a Bachelor’s degree from an accredited college or university in
Engineering, Computer Science, Information Systems, Business or a related discipline. Candidates
must possess a PMP certification from the PMI.

General Experience: The proposed candidate must have at least five (5) years of experience in
project management.

Specialized Experience: The proposed candidate must have at least five (5) years of experience
managing IT related projects. This individual must have experience in a leadership role for at least
three (3) successful projects that were delivered on time and within budget, including a project
similar in size to the State of Maryland enterprise-wide implementation. In addition, he/she must
have at least three (3) years of experience in managing projects with an organizational change
management component that involve working with stakeholder groups across the organization. The
candidate must possess at least five (5) years of experience using PMI's PMBoK methodologies
and artifacts.

CCC) Project Manager, Technical

Position Description: The Technical Project Manager performs day-to-day management of
activities pertaining to the non-functional technical deliverables of the project. This individual is
responsible for performing the following Position Description:

A. ldentifying issues and risks, and recommending possible issue and risk mitigation strategies
B. Facilitating State agency and Master Contractor discussions / meetings

C. Ensuring that performance is within scope, consistent with requirements, and delivered on
time and within budget

. Identifying critical paths, tasks, dates, testing, and acceptance criteria

D
E. Forming the strategy and roadmap for operating systems platform and architecture
F. Influencing the business and development teams on future architecture

G

. Works with other IT and business teams for technology impacts across the enterprise and
formulates strategy.

H. Providing solutions to improve efficiency (e.g., reducing costs while maintaining or
improving performance levels)

I.  Mentoring architects, developers, and analysts of all levels in industry best practices,
procedures, and concepts

J. Monitoring issues and providing resolutions for up-to-date status reports
K. Demonstrating excellent writing and oral communications skills

Education: This position requires a Bachelor’s degree from an accredited college or university in
Engineering, Computer Science, Information Systems, Business or a related discipline. Candidates
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must possess a Project Management Professional (PMP) certification from PMI. Information
Technology Infrastructure Library (ITIL) certification is required.

General Experience: The proposed candidate must have at least five (5) years of experience in
project management.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
managing IT related projects. This individual must have experience in a leadership role for at least
three (3) successful projects that were delivered on time and within budget, including a project
similar in size to the State of Maryland enterprise-wide implementation. This individual must have
at least five (5) years of experience in designing Enterprise Architecture (i.e. Infrastructure,
Technology, and Application) for integrated applications for an organization of equal or greater
size. The candidate must have at least three (3) years of experience in managing projects with an
organizational change management component that involve working with stakeholder groups
across the organization. In addition, he/she must possess at least five (5) years of experience using
PMI's PMBoK methodologies and artifacts.

DDD) Quality Assurance Consultant (Senior)

Position Description: The Quality Assurance Consultant provides quality management for
information systems using the standard methodologies, techniques, and metrics for assuring
product quality and key activities in quality management. This individual is responsible for
performing the following tasks:

A. Establishing capable processes, monitoring and control of critical processes and product
mechanisms for feedback of performance, implementing effective root cause analysis and
corrective action system, and continuous process improvement

B. Providing strategic quality plans in targeted areas of the organization

C. Providing QA strategies to ensure continuous production of products consistent with
established industry standards, government regulations, and customer requirements

D. Developing and implementing life cycle and QA methodologies and educating, and
implementing QA metrics

Education: This position requires a Bachelor’s degree from an accredited college or university in
Engineering, Computer Science, Information Systems or a related discipline.

General Experience: The proposed candidate must have at least eight (8) years of information
systems quality assurance experience.

Specialized Experience: The proposed candidate must have at least five (5) years of experience
working with statistical methods and quality standards. This individual must have a working
QA/process knowledge, and possess superior written and verbal communication skills.

EEE) Quality Assurance, Manager

Position Description: The Quality Assurance Manager must be capable of maintaining and
establishing a process for evaluating software and associated documentation. The individual in this
position performs the following tasks:

A. Determine the resources required for quality control.
B. Maintain the level of quality throughout the software life cycle.
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C. Develops software quality assurance plans.

D. Conducts formal and informal reviews at predetermined points throughout the development
life cycle.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least six (6) years of experience in
quality assurance and quality control.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
in verification and validation, software testing and integration, software metrics, and their
application to software quality assessment.

FFF)  Quality Assurance Specialist

Position Description: The Quality Assurance Specialist determines the resources required for
quality control. This individual is responsible for performing the following tasks:

A. Maintaining the level of quality throughout the software life cycle
B. Developing software quality assurance plans

C. Maintaining and establishing a process for evaluating software and associated
documentation

D. Participating in formal and informal reviews at predetermined points throughout the
development life cycle to determine quality

E. Examining and evaluating the software quality assurance (SQA) process and
recommending enhancements and modifications

F. Developing quality standards

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline.

General Experience: The proposed candidate must have at least five (5) years of experience
working with quality control methods and tools.

Specialized Experience: The proposed candidate must have at least three (3) years of experience
in verification and validation, software testing and integration, software metrics, application to
software quality assessment, and a demonstrated knowledge of system and project life cycles.

GGG) Research Analyst

Position Description: The Research Analyst must analyze existing and potential product and
service information, prospective customers, and markets. This individual must collate information
into meaningful reports and presentation material. This individual must also maintain any technical
information in a systems library.

Education: This position requires a High School Diploma or Associate’s Degree in Business, or
related field. Bachelor’s degree (Note: A Bachelor’s degree is preferred.)
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General Experience: The proposed candidate must have at least one (1) year of work experience
in a business environment.

Specialized Experience: The proposed candidate must have at least one (1) year of demonstrated
experience word processing, using electronic spreadsheets, and other administrative software
products. The candidate must also have general knowledge of governmental documents and
procedures.

HHH) Risk Assessment Consultant (Senior)

Position Description: The Risk Assessment Consultant (Senior) manages the identification and
reporting on risk assessments and updates evaluations in order to determine and forecast
operational needs and changes. This position performs the following tasks:

A. Provides presentations on reporting and operational enhancements and metrics with special
focus on variance analysis. Establish risk management policies and procedures, and
guidelines on risk limits.

B. Provides fraud expertise on services to internal and external customers.

C. Develops system enhancements and meaningful reporting and operational management
reporting tools and web-based tools and programs to manage, prevent, and mitigate risks.

D. ldentifies problems and recommends solutions to risk assessments.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in a related field. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least ten (10) years of risk assessment
experience.

Specialized Experience: The proposed candidate must have at least six (6) years of experience in
IT risk assessment.

I11) Software Engineer

Position Description: The Software Engineer reviews and analyzes system specifications. Other
tasks performed by this position:

A. Prepares programming specifications.

B. Analyzes existing systems/subsystems for reusability benefits and needed changes. Prepares
design plans and written analyses.

C. Prepares unit and test scripts.
D. Prepares documentation.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. Three (3) years of equivalent experience in a related field may be
substituted for the Bachelor’s degree.

General Experience: The proposed candidate must have at three (3) years of experience as a
software engineer.

RFP for Department of Information Technology Page 227



Enterprise Budgeting System Replacement RFP Number DOIT-FY-16-08

Specialized Experience: The proposed candidate must have at least two (2) years of experience
working with Ada, SQL, or third/fourth generation languages in the design and implementation of
systems and one (1) year working with Database Management Systems (DBMS).

JJJ) Systems Administrator

Position Description: The Systems Administrator monitors and coordinates all data system
operations including security procedures and liaison with end users. This individual is responsible
for performing the following tasks:

A. Ensuring that necessary system backups are performed, and storage and rotation of backups
are accomplished

B. Monitoring and maintaining records of system performance and capacity to arrange vendor
services, or other actions for reconfiguration, and anticipating requirements for system
expansion

C. Assisting managers to monitor and comply with State data security requirements

D. Coordinating software development, user training, network management and minor
installation and repair of equipment

Education: This position requires an Associate’s degree from an accredited college or university
in Computer Science, Information Systems, Business or a related technical discipline. A Bachelor’s
degree in one of the above disciplines is equal to one (1) year of specialized and two (2) years of
general experience. An additional year of specialized experience may be substituted for the
required education.

General Experience: The proposed candidate must have at least two (2) years of experience in a
computer-related field.

Specialized Experience: The proposed candidate must have at least one (1) year of experience
administering multi user, shared processor systems and data communications networks.

KKK) Systems Analyst (Senior)

Position Description: The Systems Analyst (Senior) serves as a computer systems expert on
assignments that typically involve establishing automated systems with concern to overall life
cycle structure. The position shall conduct feasibility studies from design, implementation and
post-implementation evaluation from a number of possible approaches. Design criteria must be
established to accommodate changes in legislation, mission, or functional program requirements.

Education: This position requires a Bachelor’s degree from an accredited college or university in
Computer Science, Systems Analysis, Information Systems or a related field. (Note: A Master’s
degree in a related field of information technology is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of experience in
information technology systems analysis.

Specialized Experience: The proposed candidate must have at least five (5) years of experience in
the design of business applications on complex IT systems. This position requires a broad
knowledge of data sources, data flow, system interactions, advanced computer equipment and
software applications, and advanced systems design techniques to develop solutions to unyielding
complex problems and to advise officials on systems design and IT forecasts.
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LLL) Systems Architect (Senior)

Position Description: The Systems Architect (Senior) is responsible for developing business, data,
systems, and infrastructure models to develop enterprise architectures. His/her responsibilities
include performing the following tasks:

A. Developing plans for migrating architectures
B. Developing technical reference models to include hardware/software standards
C. Engineering integrated hardware and software solutions to meet mission requirements

Education: This position requires a Bachelor’s degree from an accredited college or university in
Computer Science, Information Systems or a related field; or three (3) years of equivalent
experience in a related field. (Note: A Master’s degree in Information Technology is a plus.)

General Experience: The proposed candidate must have experience performing architecture
related work on at least five IT systems.

Specialized Experience: The proposed candidate must have experience performing a significant
role in all aspects of architecture related work on at least two large IT systems.

MMM) Systems Design Architect

Position Description: The Systems Design Architect shall lead the team in developing application,
development, network, and technical architectures for mid-range client/server and mainframe
applications. This individual is responsible for gathering and defining the architecture
requirements, and for ensuring that the architectures are compatible and in compliance with the
appropriate IT organization and project standards.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least six (6) years of experience
planning, designing, building, and implementing mid-range IT systems.

Specialized Experience: The proposed candidate must have at least four (4) years of experience
developing application, development, network, and technical architectures for mid-range
client/server and mainframe applications. This individual must have demonstrated ability to
develop and execute architecture strategies, and to perform feasibility studies and integration
analyses. This individual must be experienced in supervising and providing guidance in
implementing various mid-range architectures, and supporting implementation of large-scale
applications.

NNN) Systems Design Engineer

Position Description: The Systems Design Engineer must be able to perform design of
information systems, including the design of the application architecture, database, and interfaces.
This position is responsible for gathering and analyzing user requirements and translating them into
system designs.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. (Note: A Master’s degree is preferred.)
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General Experience: The proposed candidate must have at least six (6) years of experience
planning, designing, building, and implementing IT systems. Familiar with Capability Maturity
Model compliant structured methodology.

Specialized Experience: The proposed candidate must have at least four (4) years of experience
analyzing user requirements and translating them into system designs using various design tools
and techniques. The proposed candidate must have demonstrated the ability to develop and execute
system designs, ensure implementation of repeatable processes, and ensure compliance with
Capability Maturity Model (CMM) methodology.

0O0Q0) Systems Engineer

Position Description: The Systems Engineer shall be responsible for analyzing information
requirements. This individual will evaluate system problems of workflow, organization, and
planning. This individual shall also develop appropriate corrective action.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.

General Experience: The proposed candidate must have at least three (3) years of experience in
systems engineering.

Specialized Experience: The proposed candidate must have at least one (1) year of experience in
demonstrated use of interactive, interpretative systems with on-line, real-time acquisition
capabilities.

PPP)  Systems Engineer (Senior)

Position Description: The Senior Systems Engineer must be able to analyze information
requirements, evaluate problems in workflow, organization, and planning. The individual in this
role develops appropriate corrective action and provides daily supervision and direction to staff.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least six (6) years of experience in
systems engineering.

Specialized Experience: The proposed candidate must have at least least three (3) years of
experience in the supervision of system engineers, and demonstrated use of interactive,
interpretative systems with on-line, real-time acquisition capabilities.

QQQ) Security, Data Specialist

Position Description: The Security Data Specialist is responsible for the planning, design,
implementation and monitoring of security measures, policies, methods and procedures which
safeguard the integrity of and access to enterprise systems, files and data elements. This position
performs the following tasks:

A. Responsible for acting on security violations. Maintains knowledge of changing
technologies, and provides recommendations for adaptation of new technologies or policies.
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B. Recognizes and identifies potential areas where existing data security policies and
procedures require change, or where new ones need to be developed, especially regarding
future business expansion.

C. Provides management with risk assessments and security briefings to advise them of critical
issues that may affect customer, or corporate security objectives.

Education: This position requires an Bachelor’s Degree Bachelor’s degree in Computer Science,
Information Systems, or equivalent work experience.

General Experience: The proposed candidate must have at least four (4) years of IT work
experience in data security.

Specialized Experience: The proposed candidate must have worked independently or as part of a
team under general supervision and coached more junior technical staff.

RRR) Subject Matter Expert

Position Description: The Subject Matter Expert defines the problems and analyzes and develops
plans and requirements in the subject matter area for moderately complex-to-complex systems.
This position performs the following tasks: Coordinates and manages the preparation of analysis,
evaluations, and recommendations for proper implementation of programs and systems
specifications including, but not limited to: information technology, health care, education, public
safety, social services, human resources, transportation, and environment.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least seven (7) years of experience in
the IT field.

Specialized Experience: The proposed candidate must have at least five (5) years of combined
new and related older technical experience in the IT field directly related to the required area of
expertise.

SSS)  Subject Matter Expert (Senior)

Position Description: The Subject Matter Expert (Senior) defines requirements, performs
analyses, and develops plans and requirements for systems. The area of expertise may be related to
a specific discipline required by the State agency including, but not limited to: information
technology, health care, education, public safety, social services, human resources, transportation,
and environment. Requires expertise in the formulation of specifications and in the execution of
technical initiatives in vertical areas.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in the specific discipline required by the State. (Note: A Master’s degree or Ph. D.
degree is preferred.)

General Experience: The proposed candidate must have at least twelve (12) years of relevant
industry experience in the discipline is required.

Specialized Experience: The proposed candidate must have at least ten (10) years of combined
new and related older technical experience in the IT field directly related to the required area of
expertise.
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TTT) Systems Security Specialist

Position Description: The Systems Security Specialist provides expert-level advice, analysis, and
functional expertise to tasks. The person in this role demonstrates exceptional oral and written
communication skills. This role is responsible for reviewing requirements and task documentation
for accuracy and applicability.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline.

General Experience: The proposed candidate must have at least twelve (12) years of experience in
system security.

Specialized Experience: The proposed candidate must have at least seven (7) years of highly
specialized experience in one or more information, computer, or network security disciplines.
These disciplines could include penetration testing, intrusion detection and audit analysis, public
key infrastructure, cryptography, strong authentication, risk analysis, and multilevel security.

UUU) Systems Security Specialist (Senior)

Position Description: The Systems Security Specialist (Senior) analyzes and defines security
requirements for Multilevel Security (MLS) issues. This position also requires the performing the
following tasks:

H. Designs, develops, engineers, and implements solutions to MLS requirements. Responsible
for the implementation and development of the MLS.

I. Gathers and organizes technical information about an organization’s mission goals and
needs, existing security products, and ongoing programs in the MLS arena.

J.  Performs risk analyses, which also include risk assessment.
K. Provides daily supervision and direction to staff.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or other related
scientific or technical discipline. (Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least eight (8) years of experience in
analysis and definition of security requirements.

Specialized Experience: The proposed candidate must have at least five (5) years of specialized
experience in defining computer security requirements for high-level applications, evaluation of
approved security product capabilities, and developing solutions to MLS problems.

VVV) Technical Writer/Editor

Position Description: The Technical Writer/Editor assists in collecting and organizing information
for the preparation of user manuals, training materials, installation guides, proposals, and reports.
This individual is responsible for performing the following tasks:

A. Editing functional descriptions, system specifications, user manuals, special reports, or any
other customer deliverables or document

B. Conducting research and ensuring the use of proper technical terminology
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C. Translating technical information into clear, readable documents to be used by technical
and non-technical personnel

D. Using the standard help compiler to prepare all on-line documentation (for applications
built to run in a Windows environment)

E. Assisting in performing financial and administrative functions

Education: This position requires an Associate’s Degree in related field. (Note: A Bachelor’s
degree is preferred.)

General Experience: The proposed candidate must have at least five (5) years of experience in
this area and must demonstrate the ability to work independently, or under only general direction.

Specialized Experience: The proposed candidate must have at least two (2) years of experience in
preparing and editing documents, including technical documents. This individual must also be able
to conduct research for applicable standards.

WWW) Testing Specialist

Position Description: The Testing Specialist shall design and execute IT software tests, and
evaluate results to ensure compliance with applicable regulations. This individual prepares test
scripts and all required test documentation, and must be able to design and prepare all needed test
data. The Testing Specialist analyzes internal security within systems, reviews test results, and
evaluates for conformance to design.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in computer science, information systems, engineering, business, or a related
scientific or technical discipline; or three (3) years of equivalent experience in a related field.
(Note: A Master’s degree is preferred.)

General Experience: The proposed candidate must have at least four (4) years of experience in
computer software development.

Specialized Experience: The proposed candidate must have at least two (2) years of software
testing experience (integration and acceptance).

XXX) Training Specialist/Instructor

Position Description: The Training Specialist/Instructor conducts the research necessary to
develop and revise training courses, and prepares appropriate training catalogs. This individual
shall prepare all instructor materials (course outline, background material, and training aids) and
student materials (course manuals, workbooks, handouts, completion certificates, and course
critique forms). This individual is responsible for training personnel by conducting formal
classroom courses, workshops, and seminars.

Education: This position requires a Bachelor’s degree from an accredited college or university
with a major in Education/Training in the areas of computer science, information systems,
engineering, business, or a related scientific or technical discipline. (Note: A Master’s degree is
preferred.)

General Experience: The proposed candidate must have at least four (3) years of experience in
information systems development, training, or related fields.
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Specialized Experience: The proposed candidate must have at least two (2) years of experience in
developing and providing IT and end user training on computer hardware and application software.
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ATTACHMENT U - SELECTED AS-IS PROCESS FLOWS
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ATTACHMENT V-  REPORTS |

The following is a list of reports that have been identified to date for the EBS. Many represent the
same report with a different filter or sort criteria. Additional reports may be identified during the
execution of the project. For your work effort calculations assume an additional 10 simple reports, 5
medium reports and 5 complex reports.

Number | Report Name Used By Description
1. Executive Dashboard agencies, OBA, High-level summary dashboard with revenue and
DLS expenditure budget and actuals, staffing, and
program metrics. Allows personalization and
drill-down.
2. Revenue and expenditure agencies, OBA, Summaries of various revenue sources and
summaries DLS expenditures by Period, COA hierarchy, Fund,
Fund/Source or any combination.
3. Position vacancy reports by | agencies, OBA, List of all positions vacant with grade, step,
agency DLS salary, agency, and hiring freeze status.
4. Total vacancy reports by agencies, OBA, Total of vacancies per month for each agency,
agency DLS with multiple years of history.
5. Personnel report agencies, OBA, Personnel information by unit, program,
DLS subprogram: position number, classification,

grade, step, salary, retirement code, health
insurance, FICA, turnover, unemployment,
overtime, actual expenditures FY-1,
Appropriation FY 0, Request/Allowance FY +1

6. Position changes agencies, OBA, Personnel information for any changes in

DLS positions from FY 0 to FY +1: by unit, program,
subprogram: position number, grade,
classification, step, salary, retirement code, health
insurance, FICA, turnover, unemployment,
overtime, actual expenditures FY-1,
Appropriation FY 0, Request/Allowance FY +1.

7. Position report by agencies, OBA, Personnel information summarized by
classification DLS classification: by unit, program, subprogram:
position number, grade, classification, step,
salary, retirement code, health insurance, FICA,
turnover, unemployment, overtime, actual
expenditures FY-1, Appropriation FY 0,
Request/Allowance FY +1.

8. Position summary agencies, OBA, Personnel summary by unit, program,
DLS subprogram of number of positions and dollars
spent or budgeted (FY-1, FY 0, FY+1).

9. Budget object Summary by | agencies, OBA, For any COA level, providing FY -1, FY 0, FY
unit DLS +1. For FY+1, show request and allowance and
differences between allowance and request. Also
shows differences between allowance and FY 0.

10. | Detail for non-General agencies, OBA, Detail of non-General Funds by program,
Funds DLS showing revenue and expenditure. FY -1, FY 0,
FY +1.
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Number | Report Name Used By Description

11. | Request detailed report by | agencies, OBA, 3 years of actuals history, FY 0, and request for
subprogram DLS FY +1.

12. | Allowance detailed report agencies, OBA, 3 years of actuals history, FY 0, and allowance
by subprogram DLS for FY +1. Shows analyst comments.

13. | Subprogram level summary | agencies, OBA, At subobject level; displays summaries at

DLS subprogram level. 3 years of expenditures, FY 0,
and FY +1 request. Subtotals for programs and
units and agencies.

14. | Unit level summary agencies, OBA, At subobject level; displays summaries at unit

DLS level. 3 years of expenditures, FY 0, and FY +1
request. Column with difference between FY 0
and FY +1 request.

15. | Detail comparison of agencies, OBA, Compares two years of expenditures with two
expenditures and DLS years of appropriations. Includes FY 0, and FY
appropriations (COA +1 request.
levels)

16. | Turnover by subprogram, agencies, OBA, Turnover rates for full-time and contractual
program, unit DLS employees. Can do entire agency turnover rate

also.

17. | Personnel detail by agencies, OBA, FY -1, FY 0, FY +1 request and FY +1 allowance
classification, unit, and DLS
program.

18. | Personnel fringe benefit agencies, OBA, Provides salary and fringe benefit totals for an
detail at unit level (FICA, | DLS entire unit. Provides unit, program, subprogram
health insurance, of allowance for fringe benefits. FY -1, FY 0, FY
retirement, unemployment) +1 request and FY +1 allowance

19. | Personnel additional agencies, OBA, Provides salary and fringe benefit totals for each
fringes: additional DLS unit, program, subprogram of allowance for
assistance, overtime, shift positions, salaries, additional assistance,
differential, miscellaneous, overtime, shift differential, miscellaneous,
turnover turnover. FY -1, FY 0, FY +1 request and FY +1

allowance

20. | Personnel report on agencies, OBA, Provides unit/program/subprogram allowance for
retirement, deferred DLS all retirement, deferred compensation, and sick
compensation, and sick leave incentive.
leave incentive program

21. | Budget amendment list: agencies, OBA, Need easy access in system for list of budget
status in process DLS amendments in process (for each agency or

department), but also statewide.

22. | Legislative appropriation vs | agencies, OBA, Program level and object level summary for

Budget Book appropriation

DLS

actuals, legislative appropriation, budget book
appropriation, request, and change from budget
book to request. Changes in dollars and PINs
from actuals to budget book and from budget
book to request.
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Number | Report Name Used By Description
23. | Comparison of [FUND] by | agencies, OBA, Need ability to compare several years of history
subobject, subprogram, unit | DLS with FY-1, FY+0, and FY +1. Filter for each
fund type.
24. | Fund analysis agencies, OBA, Need ability to compare revenues and
DLS expenditures for a particular fund source (e.g.
Transportation Trust Fund, Chesapeake Bay
2010, Mortgage Lender Originator, Special
Administrative Expense Fund, etc.)
25. | Custom charts (including agencies, OBA, Need ability to create charts populated partially
Sec. A and C of OBA DLS by expenditure and/or revenue data
analysis)
26. | Comparison of Current agencies, OBA, Need ability to compare several years of history
Unrestricted Funds by DLS with FY-1, FY+0, and FY +1.
subobject, subprogram, unit
27. | Comparison of Current agencies, OBA, Need ability to compare several years of history
Restricted Funds by DLS with FY-1, FY+0, and FY +1.
subobject, subprogram, unit
28. | Summary report for each agencies, OBA, Need ability to simply print or view report of an
department DLS, DHMH, entire department at program level summary (one
DPSCS, DHCD, | page). Several years actuals, FY-1, FYOQ, FY +1.
DBED, MDE,
DJS, DNR,
MDA, DHR, etc.
29. | Fiscal Digest All State starting appropriation for fiscal year; position
agencies, information; revenue summary by fund type
Legislature,
Governor, public
30. | Maryland Operating Budget | All State Governor's Allowance. Includes performance
Books agencies, measurement data and various charts.
Legislature,
Governor, public
31. | Highlights book All State Executive summary of the Governor's Allowance
agencies, with charts, summary data of all agencies and
Legislature, positions. Appendices with local aid data, revenue
Governor, public | data, and fund forecasts.
32. | New positions report All State In January, new positions in Governor's
agencies, Allowance. In June, new positions in Legislative
Legislature, Appropriation.
Governor, public
33. New vehicles Fleet In January, new vehicles in Governor's
management, All | Allowance. In June, new vehicles in Legislative
State agencies, Appropriation.
Legislature,
Governor
34. | Chesapeake Bay restoration | Legislature, Summary of expenditures in multiple agencies.
expenditures Governor, public
35. | Indirect cost recoveries Legislature, Summary of recoveries from multiple agencies.

Governor, public
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Number | Report Name Used By Description
36. | Summary of allowance by | OBA Helps to verify that targets for GF, contractuals,
program, fund, PINSs, PINs are met.
Contractuals
37. | Budget Analysis OBA Detailed comparison of agency submission and

OBA analyst recommendation. Includes
program-level detail, variances, charts, trends,
selected decision points

38. | Audit Trail OBA History of changes for a time period or budget
phase (at COA level or by user)

39. | Usage History OBA Usage history by user or agency (activity log)
40. | System Change History OBA Reference Data and/or configuration
modifications over a time period
41. | Budget object summary by | OBA, DLS Obiject totals by fund type at agency level
fund type summary for FY-1, FY O, FY +1 request. Shows

differences between FY +1 request and FY 0.

42. | Agency Groups OBA, DLS Summary and detail budget variances and
expenditures for a group of agencies (e.g. all
higher education) combined, with totals by
institution.
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ATTACHMENT W - REQUIREMENTS MATRIX |

The Requirements Matrix lists detailed requirements of a functional or technical nature.
Instructions:

This Appendix provides the requirements table for the RFP. The requirements are set forth to allow the State to determine how well any
particular Solution meets the requirements and by what means. The term “ability to” is defined as the fully configured capability to perform
the remainder of the requirement statement. For instance “ability to forecast multi-year budgets for 5 or more years” means that the end
users will be able to create a multi-year forecast for 5 years when the system is implemented.

Weight:

If a requirement is marked as “Required”, the proposed Solution presented by the Offeror must provide the required functionality. If a
requirement is marked as “Desired”, the proposed Solution does not need to provide that functionality, but it would be to the benefit of the
Offeror to do so.

Compliance Code:

The Offeror is expected to insert a Compliance Code for each requirement in the table below. A Compliance Code is not required for the
requirement section header. The acceptable Compliance Codes are as follows:

“Yes” - Offeror can fully meet the requirement as written with its proposed solution. If applicable, Offeror shall provide in the “Explain /
Describe” column an explanation of how it will meet the requirement. This may include use of separate or add-on products from third
parties. Offeror may also use the “Explain / Describe” column to provide a cross-reference to a detailed explanation included in an
attachment to its proposal. Also, if a requirement prevents another requirement from being satisfied, please indicate that here (e.g. if the
solution can meet requirements A or B, but not both).

"No" - Offeror cannot meet the requirement and has no firm plans to be in the position to meet this requirement before implementation. A
blank or “NA” in any box in this Column will be interpreted by the State as a "No".

“Other” - Offeror can meet the requirement by customizing, modifying or otherwise altering the base product. This may also include
planned functionality in a future version. The Offeror must define their “Other” codes clearly. Some examples are included below. Offeror
shall provide in the “Explain / Describe” column an explanation of the complexity of this customization.

Example “Other” Codes

“Future” — This functionality is planned but is not yet available in the version proposed for this solution. Identify which future version will
contain this functionality.
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“Custom” — A customization is the use of a provided user exit to add functionality to existing processes and programs. User exits are
maintained by the Manufacturer to be version agnostic so that a future version of the base product will contain the same user exit.

“Mod” — A modification is an alteration of the core product code. The modification may have to be redone for each future patch or upgrade.

“GUI” — This requirement requires a change in the user interface of the solution, but does not alter the core code.
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s Compliance . q
Outline ID Code Explain / Describe
1. Budget Management Required
1.1. General Required
1.1.1. Ability to forecast multi-year budgets for 5 or more years Required
1.1.2. Ability to have different fiscal year for specific agencies, programs or fund sources Desired
1.1.3. Ability to track actual expenditures at the same level of granularity as the budget Required
1.1.4. Ability to establish and enforce high-level budget targets by chart of accounts value Required
1.1.5. Ability to enter budget values by month, quarter, or year Desired
1.1.6. Ability to allow distribution by month while protecting annual total Desired
1.1.7. The ability to differentiate one-time items from structural increases or decreases Required
1.18. Abl|l.ty.t0 track. c?efluer.mes, amendments, Supplementals and over-the-target requests Required
as distinct decision points

1.1.9. Ability to support negative amounts Required

1.1.10. A'bl|lty for any strategic plan element to be associated with any level of the COA Required
hierarchy

1111, A.bl|lty. to.mcl.ude a bl—dlr.ectlonal link with Microsoft Excel, allowing data entry or Desired
visualization in each environment

1.1.12. Ability to display encumbrances (aka obligations) separate from expenditures and Desired
accruals

1.1.13. Ability to input notes to the budget at all levels of the COA hierarchy Required

1.1.14. Ability to add keyword tags at any level of the COA hierarchy Desired
Ability to have the data from multiple fiscal years in a single budget document or .

1.1.15. R d
decision point (i.e. FY+1 request and FYO deficiency) equire

1.1.16. Ability to provide multiple chart of accounts hierarchies Required

1.1.17. Ability to tag dollars to goals/performance measurements Desired

1.2 Visualizations Required

1.2.1. Ablllty to. provide spending plan forms that permit the display of financial and position Required
information
Ability to provide user-defined spending plan forms that permit entering incremental .

1.2.2. - R Required
changes as well as the replacement of existing values with new values

1.2.3. Ability to view expenditure and revenue history at any chart of accounts level Required
Ability to view or enter budget information by agency, unit or program and also by .

1.2.4. . . . . Required
object or sub-object across programs, units and agencies

1.2.5. Ability to display descriptions of codes, abbreviations, codes and acronyms Required

1.3. Rules and Controls Required
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Compliance

Outline ID Code

Explain / Describe

13.1, Ability to define formulas for calculating line items (e.g., fringe benefit budget based Required
upon salary amount).

1.3.2. Ability to display a warning when targets or formulaic rules are exceeded or broken Required

133, Ability to create an ‘over the target’ decision point for values exceeding the agency Required
target

1.3.4. Ability to permit the override of formulaic value with explanations Desired
Ability to "freeze" budget information during development (i.e. analyses created on

1.3.5. September 1 should show data as of September 1, even if reviewed in October or Required
November).

1.3.6. Ability to adjust federal revenue estimates to reconcile with the state's fiscal year Desired

1.4. Scenarios and What-If Required

1.4.1. Ability to identify, estimate, and model separate versions and scenarios Required

1.4.2. Abl|.lty to create scgnarlos and/or what-if analyses at any level of the COA hierarchy, Required
horizontally or vertically.

1.4.3. Abl|.lt'y to cr.eate budget requests priorities and rankings for scenarios, what-if analyses, Required
decision points and over-the-targets

1.4.4. Ability to create and maintain multiple versions of the budget during development Required

1.4.5. Ability for multiple budgets/versions to be accessible and editable at the same time Required

1.4.6. AbI|ItY to save budget proposals during development without applying changes to Required
baseline budget

1.4.7. Ability to group budget requests by multiple categories Desired
Ability to support flexible modeling and what-if analyses where performance and .

1.4.8. e ) L . Desired
statistical measures will support budget development decision-making

1.4.9. Ability to convert a "deficiency" to an "amendment" and vice versa Required

1.5. Calculating, Forecasting and Analysis Required
Ability to create forecasts using current actual account balances, revenues, and

1.5.1. expenditures for the remainder of the year based on historical trends, percentages, or Required
other specified parameters

1.5.2. Ability to support bottom-up and top-down budget development Required

1.5.3. Ability to apply inflation factors to an entire budget or any element(s) of a budget Required

154, Ability 'to apply an escalation rate to a base budget figure to create a new budget Required
scenario

155, Ability to use modeling tools to leverage historical data in order to create spending Required
plans

1.5.6. Ability to support zero-based budgeting Required
Ability to allocate charges based on statistical criteria in order to create revenue and .

1.5.7. R Required
expenditure budgets
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Compliance

Outline ID Code

Explain / Describe

Ability to use performance measures or statistical values to allocate amounts to .

1.5.8. o Required
specific chart of accounts components

1.5.9. Ability to allocate amounts based on the relative distribution of other data Desired

1.5.10. Ability to provide a budget pool for a particular class of expenditures. Required

1.5.11. Ability to adjust cash flow forecasts Required

1.5.12. Ability to provide financial projection tools to forecast data based on user-defined Required
formulas

1.6. Reorganizations Required
The ability to change accounting structures associated with proposed reorganizations .

1.6.1. . R e . Required
centrally and by agency without affecting existing accounting structures

16.2. Ability to make structural modifications (including name changes) to take effect on a Required
future date
Ability to automatically integrate new data keyed to original structure to the new .

1.6.3. o Required
structure after a reorganization, COA change etc.

2. Personnel Budget Management Required

21, Ablllty for multiple employees to be assigned to a single position record at the same Required
time

2.2, Ability to track vacant, filled, authorized, funded, and unfunded positions Required

23. AbI|ItY to use sta'mrt a‘nd end dates associated with positions to generate salary and Required
benefit cost projections

24, Ability to provide flexibility to project salary and benefit costs for new positions by pay Required
band or by entered salary

2.5. Ability to override individual benefit defaults by position Required
Ability to calculate average salary increases for defined staff categories during budget )

2.6. R . R Required
development, including effective dates
For each position, ability to budget hours or percent by Agency, program, sub-program, .

2.7. R . Required
object, etc., using all levels of the CoA

2.8. Ability to budget salaries and benefits by position description code Required
Ability to provide a methodology for calculating FTE, taking into consideration starting .

2.9. K . Required
and ending dates, funding percentages, and hours per day

2.10. Ability to identify turnover and vacancy savings Required

2.11. Ability to determine grade and step for vacancies Required

2.12. Ability to provide user-defined fields to capture data associated with positions or Desired
employees

2.13. Ability to conduct what-if analyses with different salary and benefit costs by position Required

2.14. Ability to provide workforce planning in budget development Desired

2.15. Ability to project position salaries and benefits for multiple years Required
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Compliance

Outline ID Code

Explain / Describe

216 Ability for positions (filled, vacant) to be funded by multiple combinations of chart of Required
o accounts elements (each combination to be effective dated) q
2.17. Ability to associate an unlimited number of benefits for each position Desired
2.18. AbI|ItY to use effectlve-dated salary tables and benefit rates to generate the salary and Required
benefit calculations
2.19. Ability for agencies to add/delete positions within a spending plan Required
2.20. Ability for agencies to complete independent salary projections Required
221 Ability to auto calculate costs for equipment/office/travel etc. for new positions added Desired
to the budget
3. Fund Budget Management Required
3.1. Ability to require that all budget items include a funding source Required
3.2. Ability to tie budget line items to funding sources at the program level Required
3.3. Ability to develop budgets for projects or programs with multiple funding sources Required
Ability to create a fund allocation process that can assign selected revenue based upon .
3.4. . . . Required
revenue type and allocation rules (e.g., project fund spending order)
3.5. Ability to limit a fund source to specific time period (valid from-to) Desired
3.6. Ability to restrict a fund source to specific agencies Desired
37 Ab.|||ty to restrict a fund source to specific programs, sub-programs, objects or sub- Desired
objects
38 Ability t.o define a fund balance and adjust that balance by budgeted or actual Desired
expenditures
3.9. Ability to warn or restrict budgeting beyond a fund balance or limit Desired
3.10. Ability to restrict or permit the creation of new fund sources Desired
4, Forms Management Required
an. Abl|l'.[y. to provide templates for forms that can be modified to meet State of Maryland's Required
specific needs
4.2, Ability to automatically populate forms Required
43. Ability to provide the capability to lock or unlock budget forms for data entry by Required
budget phase and user
4.4, Ability to support entry of a legal section symbol (§) in text fields Desired
4.5. Ability to provide text fields that support spell checking with a custom dictionary Required
4.6. Ability to attach documents to forms Required
4.7. Ability to make notation comments to both line items and the total budget Required
48 Ability to provide text formatting controls such as font type and size, paragraph, Required
e indentation, numbering and bulleting, bold, italics and underline q
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Compliance

Outline ID Code

Explain / Describe

5. Reporting and Publication Required
51 Ablllty.to design report formats without the need for computer programming Required
expertise
Ability to design report layouts to include customization of page size, page orientation,
5.1.1. page margins, page headers, page footers, page numbering, font size, colors, inclusion Required
of graphics, and data field labels
Ability to sort or filter by any data object including but not limited to Budget Cycle
5.1.2. Phase, Budget Scenario, Fiscal Year, Calendar Year, Agency, Unit, Program, Sub- Required

Program, Object, Comptroller Object/Agency Object, Fund Type, Fund Source, Approval
Status or any other data or calculated field within scope of the report

Ability to pre-define the default data sort (ascending and descending), group and filter
settings included within the report by data dimensions including but not limited to
5.1.3. Budget Cycle Phase, Budget Scenario, Fiscal Year, Calendar Year, Agency, Unit, Required
Program, Sub-Program, Object, Comptroller Object/Agency Object, Fund Type, Fund
Source, Approval Status or any other data or calculated field within scope of the report

Ability to calculate variance of any data values irrespective of budget phase, fiscal year,

5.14. data source or approval status Required

5.1.5. Ability to calculate trend lines for multiple years’ data, including current year variance Desired
from trend
Ability to determine whether line items not included in filter are included in section .

5.1.6. Desired
totals

5.1.7. Ability to f.ormat individual elements on the report (font, bold, italic, size, color, Required
currency signs, commas, etc.)

5.1.8. Ability to specify n.u.merlc rounding by element, including decimals, whole numbers, Required
thousands, and millions.

5.1.9. Ability to indicate non-zero numbers below the rounding threshold Desired

5.1.10. Ablllty to.deflne conditional formatting (fonts, background, color) for data values Desired
included in the report

5.1.11. Ability to combine data fields and calculated values Required

5.1.12. Ability to support drill-down where summary data is composed of detailed information Required

5.2. Ability to share user-defined reports and report formats Required

5.2.1. Ability to develop private report formats Required

5.2.2. Ability to develop and promote report formats for shared use Desired

5.2.3. Ability to share populated reports with other system users and non-system users Required

5.2.4. Ability to makfa standard report formats available to multiple users/user groups in Required
accordance with accepted business rules

5.2.5. Ability to protect standard reports available to multiple users/user groups from Required

uncontrolled changes
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Compliance

Outline ID Code

Explain / Describe

Ability to define a standard reporting structure for all budgets within the purview of
the defining organization

Ability to easily adjust the parameters used to sort (ascending and descending), group
and filter data included within the report by data dimensions including but not limited
5.2.7. to Budget Cycle Phase, Budget Scenario, Fiscal Year, Calendar Year, Agency, Unit, Required
Program, Sub-Program, Object, Comptroller Object/Agency Object, Fund Type, Fund
Source or any other data fields within scope of the report logic

Ability to view online, print to a local printer, or export a report to file in spreadsheet,

5.2.6. Required

5.28. word processor or .PDF formats Required
5.2.9. Ability to scroll down and scroll across data on the screen Required
5.3. Ability to produce pre-defined public reports for comparative analysis of data Required
53.1. Ability t? pr.ovide online budget query for multiple prior years with the ability to track Required
reorganizations
5.3.2. Ability to generate reports: transactions, proposals, and comparisons across FY's Required
5.3.3. Ability to compare budgets and expenditures, and display remaining balances. Required
5.3.4. j:y?;;g:@:; Zi:::,:;::iiiteg;rDyepartment’ Agency, program, sub-program, and Required
Ability to format, publish, retain and print formal documents combining data from
5.4. multiple sources and input formats in accordance with statutory and policy Required
guidelines
5.4.1. Ability to format, publish, print and retain formal documents Required
5.4.2. Ability to format, publish, retain and print annual Maryland Operating Budget books Required
5.4.3. Ability to format, publish, retain and print annual Budget Highlights book Required
5.4.4. Ability to format, publish, retain and print annual Fiscal Digest of the State of Maryland Required
5.4.5. Ability to format, publish, retain and print annual Budget Instructions Required
5.4.6. Ability to format, publish, retain and print performance management data Required
5.4.7. Ability to retain source data for specific publications Desired

Ability to establish and support user-defined workflows for formal publication
5.5. processes including but not limited to the initial draft, review, comment, revision, re- Desired
review, approval-to-publish and publish process steps

Ability to allow concurrent user access to the budget document publishing tool for

5.6. ; - Required
preparation and editing purposes

5.7. Ability to provide a graphical user interface for managing and formatting publications Required

5.8. Ability to format formal documents Required
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Compliance

Outline ID Code

Explain / Describe

Ability to establish user defined document layouts inclusive of tabular, graphical, and

5.8.1. text information Required

5.8.2. Ability to automatically generate a Table of Contents and an Index for any published Required
document

5.8.3. Ability to generate bookmarks to help users navigate through a report document Required

5.8.4. Ability for left and right pages of pubI!sh.ed documents to have different layouts to Required
accommodate standard document printing

5.8.5. AblhtY to create documents where sections automatically start on the right page, Required
inserting blank pages when required

5.8.6. Ablhty to create a uniform published document with standardized fonts regardless of Desired
input fonts

5.8.7. Ability to include footnotes for published documents Desired

5.8.8. Ability to provide a publishing tool with spell check Required

5.8.9. Ability to provide a publishing tool with grammar check Required

59, Ablllty to publish formal documents to www.maryland.gov or other designated Required
websites

5.0.1. Ability t.o proylde a publishing tool that can produce Web-ready output and print Required
output including HTML or PDF
Ability to combine data from the Enterprise Budgeting System with multiple other .

5.10. . A .. - Required
sources and input formats for inclusion in a publication.

5.10.1. Ability to integrate content from various file types including images, spreadsheets, Required

word processing documents, organization charts, and PDF files

Ability to integrate data from any open database connectivity (ODBC) and standard
5.10.2. query language (SQL) compliant database to include all types of database fields (e.g., Desired
long text, binary large object (BLOB), character large object (CLOB), and numeric)

Ability to automatically update a budget publication based on changes to source data

5.10.3. ) Desired
or files

6 Visualization and Dashboards Required

6.1 Ability to provide data visualization capabilities such as but not limited to charts, Required

graphs, trends, and drill-downs without the need for computer programming

Ability to design chart and graph layouts to include customization of page size, page
6.1.1. orientation, page margins, page headers, page footers, page numbering, font size, Required
colors, inclusion of graphics, and data field labels

Ability to pre-define the default data sort (ascending and descending), group and filter
settings included within the visualization by data dimensions including but not limited
6.1.2. to Budget Cycle Phase, Budget Scenario, Fiscal Year, Calendar Year, Agency, Unit, Desired
Program, Sub-Program, Object, Comptroller Object/Agency Object, Fund Type, Fund
Source or any other data fields within scope of the report logic
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s Compliance . q
Outline ID Code Explain / Describe
6.1.3. Ablhty to.deflne .cond.ltlo!'mal formatting (fonts, background, color) for data values Desired
included in the visualization

6.1.4. Ability to combine data fields and calculated values Required

6.2 Ability to support summary or detailed visualizations with totaling at user-specified Required

- levels of detail based on the information detail contained within the visualization q

6.2.1. Ability to support drill-down where summary data is composed of detailed information Required
Ability to provide visualizations that show trends in key performance (leading and .

6.2.2. . . R Required
lagging) indicators to support budget and expenditure analysis

6.3. Ability to share user-defined visualization formats Required

6.3.1. Ability to develop private visualization formats Desired

6.3.2. Ability to develop and promote visualization formats for shared use Required

6.3.3. Ability to share visualizations with other system users and non-system users Desired

6.4, Ability to manage standard visualization formats available to multiple users/user Required
groups

6.4.1. Ability to makfa visualization fqrmats available to multiple users/user groups in Required
accordance with accepted business rules

6.4.2. Ability to protect visualization formats available to multiple users/user groups from Required
uncontrolled changes
Ability to combine reports and visualizations into dashboard formats tuned to user .

6.5. Required
roles

7. Notifications and Workflow Required

71, Ability to provide workflow capability to route requests for review, modification, and Required
approval

7.2. Ability to create sequential, parallel, required and optional workflow steps Required

7.3. Ability to add ad hoc workflow steps without modifying existing steps Desired
Ability to define service levels, time limits, deadlines and escalation procedures on .

7.4. Required
workflow steps

7.5. Ability to create workflow routing based on individuals or roles Required

7.6. Ability to approve transfers, increases or decreases to the working budget Required

7.7. Ability to notify stakeholders of changes to data, documents and workflow (via email) Required
Ability to have distinct rules, controls, data validations and notification lists for each .

7.8. Desired
workflow step
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s Compliance . q
Outline ID Code Explain / Describe
7.9. Ability to tailor notification messages by agency and workflow step Desired
7.10. Ability to provide a visual representation of the status and required steps in a business Required

process workflow
7.11. Ability for alternate contacts to be assigned for workflow notifications. Desired
2.12. Ability to transmit (send or submit) documents and budget data from system or user to Required
another system or user
7.13. Ability for agencies to define their own phases for internal review Desired
7.14. Ability to create budget preparation calendar by agency for each yearly cycle Required
7.15. Provide the capability to trigger real-time alerts based on user-defined thresholds Desired
7.16. Ability for attachments to be included in a workflow process Required
2.17. Ability to support workflow rules based on user-defined combinations of the chart of Required
accounts
7.18. User task list Required
7.18.1. Ability to set up standard task lists for users Required
7.18.2. Ability to provide task status Required
7.18.3. Ability to indicate due dates for items in task lists Required
7.18.4. AbllltY f0|t supervisors to review the status of tasks for their employees and Required
organizations
7.18.5. Ability to set up standard task lists for users Desired
8. User Interface Required
8.1. Usability Required
The ability to be user-friendly through modern user interface design (e.g., point and
8.1.1. click, drag and drop, tabs, cut, copy, paste, zoom, user-settings, drop down menus, Required
check boxes, radio buttons, hot keys etc.)
8.1.2. Ablllt.y to provide full |nt.e'grf1t|on so that there is no redundant data entry and no Required
required manual reconciliation across modules
8.1.3. The ability to absorb data from existing Microsoft Excel spreadsheets Required
8.1.4. Ability to provide a Microsoft Excel-like interface to the user for data entry Required
8.1.5. Ability to provide calculation capabilities including summary and derived fields Required
Ability to provide a full range of standard descriptive and inferential statistical
functions and measures (e.g., sum, average, mean, variance, standard deviation,
8.1.6. coefficient of variation, correlation, T test (comparison of two independent samples), Desired
distribution, regression, linear programming, minimum/maximum, range of value, and
predictive modeling capabilities)
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Explain / Describe

Ability for users to specify statistical counting methods, including unique

8.1.7. (unduplicated) counts for multiple fields Required
Ability to provide a mass change capability that can be implemented by selecting .

8.1.8. . Desired
groups of data and processing that data as a group

8.1.9. Ability to include user-defined attributes to further define budget components Required

8.1.10. Ablllty to provide administrators the capability to define new flexible text and numeric Required
fields

8.2. User Interface Customization Required
Ability to change user interface screens, including field labels, screen layout (field .

8.2.1. ) ) Desired
placement), field size, and tab order

8.2.2. Ablhty for |'nd|V|duaI users tF) establish user-specific default values (parameters) for use Desired
in pop-up lists/drop-down lists
Ability to configure user interface screens by adding constraints (beyond database .

8.2.3. . . . . L Desired
constraints) such as making required fields or defining ranges of allowable values

8.2.4. Ability to search on any field on a given screen Desired

9. Enterprise Budgeting Data Required

Ability to collect, manage and access Enterprise Budgeting Data to include Operating
9.1. Budget Data for all Maryland state budgeted and non-budgeted departments, Required
agencies, and institutions

Ability to collect, manage and access Enterprise Budgeting Data to include Capital
9.2. Budget Data for those Maryland departments, agencies, and institutions that are not Required
current users of the Capital Budget Information System (CBIS)

Ability to collect, manage and access Enterprise Budgeting Data spanning multiple

9.3. subject areas as needed to support enterprise budgeting functions

Required

9.3.1. Ability to manage Audit Trail Data Required

Ability to manage Operating Budget Chart of Accounts Data (e.g., department, agency,
9.3.2. program, sub-program, object, comptroller object/agency object or project cost Required
allocation (PCA))

Ability to manage Budget Data (e.g., time period, version, status, chart of accounts

9.3.3. (CoA) detail, fund type(s), fund source(s), dollar amounts, supporting details) Required
Ability to manage Budget Modification/Amendment Data (e.g., type, version, status,

9.3.4. chart of accounts (CoA) detail, fund type(s), fund source(s), dollar amounts, supporting Required
details)

9.3.5. Ability to manage Budget Documentation Data Required

9.3.6. Ability to manage Budget Forms Data (e.g., type, version, status, content) Required

9.3.7. Ability to manage Budget Publication Data (e.g., type, version, status, content) Required

9.3.8. Ability to manage Budget Time Period Data (e.g., (e.g., fiscal year, budget year, Required

calendar year, prior year, month, user-defined time period)
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9.3, Ability to manage B.udget Version and Scenario Data (e.g., request, governor’s Required
allowance, appropriated)
9.3.10. Ability to mapage Business Rules Data .(e.g., rules for standard calculations, workflow Required
rules, rules dictated by statute and policy)
9.3.11. Ability to manage Fund Source Data Required
9.3.12. Ability to manage Fund Type Data (e.g., General, Federal, Special, Reimbursable) Required
9.3.13. Ability to manage Metadata (e.g., Data Dictionary) Required
9.3.14. Ability to manage Notification Data (e.g., notifications, alerts, announcements) Required
9.3.15. Ability to manage Performance Measurement Data (e.g., objectives, measures, target Desired
performance, actual performance)
9.3.16. AbI|ItY to manage Personnel Position Compensation Data (e.g., salary structure, Required
benefits plan costs)
9.3.17. Ability to manage Personnel Position Data (e.g., classification, status, grade, step) Required
9.3.18. Ability to manage Personnel Position Vacancy Data Required
9.3.19. Abl|.lty to manage Project Cost Allocation Data (e.g., date, hours worked against Required
project)
Ability to incorporate Purchase Order Data (including data on contract terms) with
9.3.20. actual expenditures and encumbrances by sub-object, by fund, by vendor, or 25k or Required
more by comptroller for three years (See DA 23)
9.3.21. Ability to manage Security Role Permissions Data (e.g., role type, role authorities to Required
create, update, read data)
9.3.22. Ability to manage User Security Role Permissions Data (e.g., user identifier, assigned Required
role(s))
9.3.23. Ability to manage System Format Data (e.g., data entry screens, reports, visualizations) Required
9.3.24. Ability to manage System Knowledge Base Data Required
9.3.25. Ability to manage System Performance Statistics Data Desired
9.3.26. Ability to manage User Access Security Roles Data Required
9.3.27. Ability to manage Workflow Data Required
Ability to search, retrieve and manipulate information in accordance with user .
9.4. Required
parameters
Ability to maintain facts about budget entries (e.g., ability to designate restricted funds .
9.4.1. . . . . ) Required
in an appropriation as per the Joint Chairman’s Report)
Ability to manipulate positions to determine impacts to the budget (e.g., create
9.4.2 contractual conversion (flag existing contractual with a new position identification Required
e number (PIN) and associate appropriate dollars and benefits to the new PIN) for a new q
budget)
9.4.3. Ability to capture appropriations and changes to all appropriations in real time. Required
9.4.4. Ability to uniquely identify budget amendments Required
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Ability to identify data of interest based on user-defined thresholds (e.g., a funding

9.4.5. source of 100k or greater)

Required

Ability to provide data management tools (e.g., database administration, data
9.5. exchange, and self-service on-demand data interrogation, analysis and reporting tools) Required
for use with transaction, reporting and analytical data sets

Ability to restrict access to transaction, reporting and analytical data sets in accordance
9.6. with data integrity, confidentiality and availability business rules established to protect Required
Confidential Privileged information

Ability to convert and make accessible online both current and ten (10) years of

9.7. R ired
historical Enterprise Budgeting Data equire
Ability to continue to build history data for all subject areas without negatively

9.8. impacting performance to include history for transactional, reporting and analytical Required
data sets

9.8.1. Ability to allow database point-in-time snapshots to be maintained Required

9.8.2. Ability to receive, process, store, and analyze historical data for trend analysis Required

0.8.3. Ability to electively save subsets of Enterprise Budgeting Data to reporting and analysis Required

data sets

Ability to be managed in accordance with industry-accepted database administration
9.9. standards and practices that ensure the confidentiality, integrity and availability of Required
Enterprise Budgeting Data

Ability to handle data import and export operations with no interruption to database

9.9.1. availability Required

9.9.2. Ability to hapdle. large transactions and many simultaneous transactions with little or Required
no degradation in performance

9.9.3. Ability to provide a database roll-back feature for failed data loads Required

Ability to provide internal database transaction processing controls, including the
9.9.4. capability in the event of a system failure to automatically back out of incompletely Required
processed database transactions

Ability to provide internal database transaction processing controls, including the
9.9.5. capability in the event of a system failure to automatically restore the system to its last | Required
consistent state before the failure occurred

Ability to provide internal database transaction processing controls, including the
9.9.6. capability in the event of a system failure to automatically reapply all incomplete Required
database transactions previously submitted by the user

Ability for a database administrator to add or alter database tables under conditions
that do not negatively impact the product warranty and support

9.9.7. Required
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Ability to use integrated and authoritative, quality financial accounting, contract
financial data and personnel data with budget data to support budget management

9.10. 5 R . L. ) . . Required
processes, analysis, reporting, data visualization, scenario planning and forecasting,
and publishing

9101 Ability to integrate data from disparate sources, resolving data domain, format, and Required

e precision inconsistencies (i.e. ability to support enterprise information integration (Ell)) q

9.10.2. AL:)I|Ity to enter dat? once and re-use it to support multlple purposes in conjunction Required
with other enterprise data (e.g., personnel, accounting)
Ability to process externally-submitted database transactions using the same business

9.10.3. rules and program logic as when transactions are submitted through the on-line Required
application
Ability to share data for purposes of one-time data conversion or recurring updates

9.10.4. between disparate systems through controlled extract, transformation and load (ETL) Required
capabilities where use of data-in-place is not possible or recommended
Ability to execute ETL jobs on a user-defined schedule or on-demand, inclusive of the .

9.10.4.1. L . . Required
ability to start, monitor, stop and restart jobs as necessary

0.104.. Ability t.o pe.rform scheduled jobs bs.is.efi on dependencies of the successful completion Required
of previous job steps, events, or activities

9.10.4.3. Ability to accept successful transactions within a failed data load Desired
Ability to notify, monitor, and report on ETL data transmission, transformation and load .

9.10.4.4. ¥ ¥ P Required
status

9.10.4.5. Ability to ensure integrity, correctness and completeness of data in scope of ETL Required
processes
Ability to store and report statistical information on data transmissions,

9.10.4.6. ytosto port s ’ Desired
transformations and loads in a user-readable format

10. Interfaces Required

Ability to use quality financial accounting and contracts (purchase order) data with
budget data to support budget management processes and analysis of budget versus
10.1. actual expenditures variance, accruals and encumbrances using data current as of the Required
end of the previous day and to the level of detail (Agency, Unit, Program, Sub-Program,
Comptroller Object/Agency Object, or PCA) as required by each user agency

Ability to maintain master data from the Catalog of Federal Domestic Assistance (CFDA)

10.1.1. for use in grants budget management processes Required
Ability to maintain master data shared between authoritative and downstream .
10.1.2. . X . . Required
budgeting, financial and human capital management systems (e.g., Chart of Accounts)
10.1.3 Ability to share data between the Enterprise Budgeting System and General Accounting Required
e Division (GAD) FMIS/R*STARS and FMIS/ADPICS q
10.1.4 Ability to share data between the Enterprise Budgeting System and Maryland Required
o Department of Transportation (MDOT) financial system (also FMIS) q
10.1.5. Abl|lt.y .to sh.are data between the Enterprise Budgeting System and Maryland Transit Required
Administration (MTA) payroll system
10.1.6. Ability to share data between the Enterprise Budgeting System and Maryland Required

Department of Labor, Licensing and Regulation FARS
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Ability to share data between the Enterprise Budgeting System and multiple Higher

10.1.7. Education PeopleSoft Financial Systems Required

10.1.8. Ability 'to share.dz'ata bgtween the Enterprise Budgeting System and multiple Higher Required
Education Kuali Financial Systems
Ability to share data between the Enterprise Budgeting System and Higher Education .

10.1.9. BANNER System Required
Ability to share data between the Enterprise Budgeting System and Maryland .

10.1.10. Department of Legislative Services SAP Required

10.1.11. Ability to share data between the Enterprise Budgeting System and Maryland Judiciary Required
PeopleSoft
Ability to share data between the Enterprise Budgeting System and additional Agency-

10.1.12 specific or Higher Education Institution-specific financial or ERP systems to be Required

. determined where data is not captured or sufficiently detailed in the State’s accounting q

system

10.1.13. Ability to.share data between the Enterprise Budgetlng System and the Capital Budget Required
Information System (CBIS) for planned out-year operating costs

10.1.14. Ability to keep budget data maintained |n. the Stat.e s and State Agencies’ financial Required
systems current as of the end of the previous business day

10.1.15. Ability to updatc? General Accounting Division (GAD) FMIS/R*STARS immediately after Required
an amendment is processed and approved by the Governor

10.1.16. Ability to convert and transmit files for GAD FMIS at the lowest project cost allocation Required
(PCA) level

10.1.17 Ability to share data between the Enterprise Budgeting System and Maryland Required

e Department of Transportation (MDOT) MdTA Microsoft Dynamics SL financial system q
10.2. Ability to use quality position and personnel data with budget data to support Required

personnel budgeting by job classification, individual position or employee.

Ability to share data with SPS/Workday and other State agency human capital
10.2.1. management systems to facilitate personnel budget management and personnel Required
actions (both prospective and retroactive) requiring budgetary authorization.

Ability to leverage SPS position control data for budgeting hours and costs. Should
10.2.2. include employee splits (1 job with 2 employees) and dual employees (1 employee Required
working in more than one Agency).

Ability to share activity-based time accounting data assumptions for vacant, authorized
positions to support salary cost projections to the level of detail (Agency, Unit,
Program, Sub-Program, Comptroller Object/Agency Object, or PCA) as required by each
user agency

10.2.3. Required

Ability to combine actual activity-based time data (personnel) with salary cost
(accounting) to permit allocation and salary cost accruals to the level of detail (Agency,
Unit, Program, Sub-Program, Comptroller Object/Agency Object, or PCA) as required by
each user agency for vacant positions

10.2.4. Desired

Ability to publish data to state and federal websites in support of transparency in

10.3. [
government initiatives

Required
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Ability to publish data to Maryland’s Open Data Portal (www.data.maryland.gov) in
10.3.1. conformance with Open Data Act State Government Article, Chapter 69, Section 10- Required
1401 through 10-1404
10.3.2. Ability to publish data to Maryland’s StateStat website(www.statestat.maryland.gov) Required
1033 Ability to publish data to www.usaspending.gov in conformance with the Digital Desired
T Accountability and Transparency Act of 2014 (DATA Act)
Ability to integrate the budgeting application with other cross-platform applications
10.4. to extend functional capabilities and support data sharing (i.e. ability to support Required
enterprise application integration (EAI))
10.4.1. Ability to.prowde live links to data from MS-Office products including Excel, Word and Required
PowerPoint
10.4.2. Ability to provide live links to data from formal document publication capabilities Required
10.4.3. Ability t.o I.everage email systems (Google Mail, Outlook) to send notifications and alerts Required
from within the system to system users and non-users
Ability to drill into financial and human capital management systems and/or data for
additional details without the need to separately login and fully navigate the source .
10.4.4. . I X . Required
system (e.g., ability to see individual general ledger transactions that contribute to
actual expenditures)
Ability to incorporate third-party data repositories relevant to the budget cycle,
10.4.5 including Department of Information Technology (DolIT) Information Technology Required
e Advisory Council (ITAC) website, IT Master Plans (ITMPs) and IT Project Request q
Subsystem (ITPR), DGS Lease listings, vehicle fleet listings, etc.
10.4.6. Ability to integrate with other application systems as determined to be necessary in the Required
future
11. Audit, Archive and Retention Required
11.1. Audit Required
11.1.1. Ability to keep track of and report each individual change Required
11.1.2. Ability to include audit trail on reports Desired
11.1.3. Ability to define what information will be collected in the audit trail. Desired
11.1.4. Ability to browse and search all audit logs and print audit reports Required
11.2. Archive and Retention Required
11.2.1. Ability to archive da.ta by user-defined retention periods for configuration changes, Required
data updates, security events, system events and error logs.
11.2.2. Ability to roll up and purge transaction level data by user defined retention periods Required
11.2.3. Ability to roll up and purge transaction level data by agency (or exclude an agency) Desired
11.2.4. Ability to restore archived data into the operational system Required
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11.2.5. Ability for authorized users to purge archived data according to user-defined criteria Desired
11.2.6. Ability to maintain 10 years of historical data Required
12. Security
12.1. Encryption Required
12.1.1. Ability to encrypt data in transit Required
12.1.2. Ability to encrypt data at rest — databases Required
12.1.3. Ability to encrypt data at rest — interfaces Required
12.2. Authentication Required
12.2.1. The ability to provide single sign on capabilities with the operating system or Google Desired

Apps
12.2.2. Ability to require two-factor authentication Required
12.3. Ability to detect unauthorized access and manage security violation incidents Required
12.3.1. AbllltY tohlog and notify designated users whenever a potential security breach or Required
violation is detected
12.4. Authorization Required
Ability to authorize functional and data access based on pre-defined data .
12.4.1. ' . - ) . . . Required
confidentiality, availability and integrity business rules applicable to user roles
12.4.2. Ability to configure security using GUI screens Required
12.4.3. Ability to distribute security administration to agency-level application security Desired

administrators for their personnel

Ability to restrict data views (columns and rows) based on user role, user organization
12.4.4. (e.g., department, agency, unit, program or any relevant chart of accounts (CoA) Required
level/value), or workflow status

Ability to restrict screen permissions based on user role, user organization (e.g.,
12.4.5. department, agency, unit, program or any relevant chart of accounts (CoA) Required
level/value), or workflow status

Ability to restrict field permissions (create, read, update, delete) based on user role,
12.4.6. user organization (e.g., department, agency, unit, program or any relevant chart of Required
accounts (CoA) level/value), or workflow status

12.4.7. Ability to limit or restrict access to other users' data Required

Ability to immediately suspend access of a certain function to some or all users (e.g.

12.4.8. usage of a function where a critical bug has been identified)

Desired
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12.5. Security Environment and Infrastructure Required
12.5.1. Ability to provide application security integrated with operating system security Desired
12.5.2. Ability to enforce password standards in accordance with Maryland IT (DolT) password Desired

standards
12.5.3. Ability to secure operating systems, system software and infrastructure components Required
separate from end-user access
12.5.4. Ability to provide a method for users to receive their usernames and passwords Required
12.5.5. Ability to provide a self-serve method for users to reset their application passwords Desired
12.5.6. Ablllty to require users to change their initial passwords when they log in for the first Required
time
12.5.7. Ability to support required password changes in accordance with Maryland DolT policy Required
12.5.8. Ability to store passwords in encrypted form Required
12.5.8.1. Ability to maintain security credentials between the solution and other vendors Desired
systems
12.6 Ability to access the system remotely with appropriate security from work or Required
o personal devices including desktops, laptops, tablets, and smartphones q
12.6.1. Ability to prevent or allow access from non-secured networks Required
12.6.2. Ability to authenticate securely from mobile devices such as smartphones and tablets Required
12.6.3. Abl|lt[y to allow access to some portions of the application with reduced security (i.e. Desired
public access)
Ability to access the system using multiple current versions of web browsers with
12.6.4. backward compatibility to previous browser releases (e.g. Internet Explorer, Google Required
Chrome)
13. Knowledge Management and Training Required
13.1. Ability to provide an online knowledge base Required
13.1.1. Ability to provide online end-user documentation Required
13.2. Ability for users to customize supplier-delivered documentation Required
13.3. Ability to load State of Maryland documents for online access within the application Desired
13.4. Ability to provide and malntalp a full copy of all existing technical documentation for Required
every component of the Solution
13.5. Ability to provide English descriptions for any metadata codes, data definitions, and Required
reference data
13.6. Ability to provide entity relationship diagrams for all application business data Required
13.7. Ability to provide a data dictionary listing all user-visible fields Required
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13.8. Abi.lit.y to provide and maintai.n, i.n the data dictionary, a history of changes to Required
individual data element descriptions
13.9. Ability to plan, manage and execute training Required
13.9.1. Ability to provide training customized for the State of Maryland Required
13.9.2. Ability to provide various types of training by level such as system administrator, end Required
user, and developer
13.9.3. Ability to provide a catalog of training options Required
13.9.4. Ability to provide training material and reference materials Required
13.9.5. Ability to provide web-based training Desired
13.9.6. Ability to provide self-directed interactive training Desired
13.9.7. Ability to provide interactive class sessions Required
13.9.8. Ability to provide hands-on demonstrations Required
13.9.9. Ability to provide train-the-trainer training Desired
13.10. Ability to provide online help capabilities Required
13.10.1. Ability to provide online help capabilities that include context-sensitive help Desired
13.10.2. Ability to provide online help capabilities that include error message help Required
13.11. Ability to provide online help capabilities that include indexed help Desired
13.11.1. Ability to provide online help capabilities that include tutor capabilities Desired
13.11.2. Ability to provide online help capabilities that include window and field level help Required
13.11.3. Ability to provide online help capabilities that include windows hypertext help Desired
13.12. SAziLIJitti\;:]o provide online help customization to Maryland’s implementation of the Required
14. Implementation Required
14.1. Ability to provide capabilities in alignment with overarching technical requirements Required
14.2. Ability to. p'rovide functionality consistent with changing Mal.ryland bL.Jdget management Required
laws, policies, procedures, budget structures, and presentation requirements
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14.4. Ability to scale solution components and services Required
14.4.1. AbI|ItY to.scale the s.olutlon and support as the user base changes over time (e.g. user Required
organizations, user increases/decreases, changes to security roles)

14.4.2. Ability to scale the solution infrastructure to accommodate data volume increases Required
Ability to scale the solution software licenses as the user base and infrastructure .

14.4.3. N Required
change over time

14.5. Ability to comply with Maryland DolT policies and standards Required

14.5.1. The State of Maryland System Development Life Cycle (SDLC) methodology at: Required
www.DolT.maryland.gov - keyword: SDLC
The State of Maryland Information Technology Security Policy and Standards at:

14.5.2. www.DolT.maryland.gov - keyword: Security Policy Required
The State of Maryland Information Technology Non-Visual Standards at:

14.5.3. http://doit.maryland.gov/policies/Pages/ContractPolicies.aspx Required

14.5.4. The State of Maryland Information Techno.logy PrOJEFt Oversight at: Required
www.DolT.maryland.gov - keyword: IT Project Oversight

14.5.5. The State.o?c Marylahd Enterprise Architecture at www.DolT.maryland.gov - keyword: Required
MTAF Guiding Principles

14.5.6. Project Manageme.nt Institute (PMI) Project Management Body of Knowledge (PMBOK) Required
at http://www.pmi.org/

14.6. Ability to implement business continuity hardware, processes and practices Required

14.7. Ability to |mp|em.ent the initial solution, regularly scheduled maintenance releases, and Required
emergency bug-fix releases

14.8 Ability to provide change management support including change request and defect Required

o management using formal change control processes q

14.9. Ability to provide data conversion support Required

14.10. Ability to provide product installation and configuration support Required

14.11. Ability to provide product customization support Required

14.12. Ability to provide release management for solution components Required

14.12.1. Ability to provide a mechanism for reverting to a previous release Required
Ability to configure or develop and test all changes (e.g., patches, upgrades,

14.13. enhancements, break-fixes) in non-production environments prior to promotion to the Required
production environment
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Ability to provide and use all technical and productivity tools necessary to efficiently

14.14. i
and effectively build, deploy and manage the solution Required
14.14.1. Ability to provide tools for project management Required
14.14.2. Ability to provide tools for requirements management and traceability Required
14.14.3. Ability to provide testing tools Required
14.14.4. Ability to provide COTS customization man.agement tools (i.e., tools that support Required
management of custom code, software builds, etc.)
14.14.5. Ability to provide database administration tools Desired
14.14.6. Ability to provide database backup and recovery tools Required
14.14.7. Ability to provide upgrade and patching tools Required
Ability to provide customization management tools (i.e., tools that support the .
14.14.8. L . ) Desired
management of customizations during upgrades, patches and fixes)
Ability to provide release management tools (i.e., tools that support identification of .
14.14.9. K ; j i . Desired
net differences between releases and list areas needing specific attention)
14.15. Ability to include an integrated development environment (IDE) or similar utility to Desired

facilitate modification of the solution

Ability to provide features to allow for system customizations without requiring coding
14.16. changes to the base application (for example, translation codes, user permissions, Required
views, reports, and workflow business rules)

Ability to minimize and manage impacts to customizations by future product releases

14.17.
(upgrades, patches)

Required

Ability to recommend, implement and maintain hardware and operating system
14.18. platforms/configurations to support the Solution and ensure system performance Required
meets established service level agreements (SLAs)

Ability to provide system crash tolerance, maintaining its integrity in case of power

14.18.1. X Desired
failures and abrupt shutdowns

14.18.2 Ability to provide system event/error logs to record executed functions, system errors, Required

e and warnings to facilitate diagnosis and reconciliation of system errors q

Ability to support multi-node server processing so that the server processing load can

14.18.3. be distributed and automatically balanced across multiple physical servers. Please Desired
describe.
Ability to provide benchmarks for upgrade times for comparable customer .

14.19. itytop P8 P Required
environments

14.20. Ability to configure, impllemlent, and maintain the most current release of all Required
components of the application and tools software

15. Operations and Maintenance Support Required
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15.1. Ability to plan and manage operations and maintenance support services Required
15.1.1 Ability to plan and manage operations and maintenance staffing (e.g., specification of Required

- required skills, team structure, team location, shared or dedicated resource model) q
15.1.2 Ability to maintain compliance with applicable Maryland DolT policies and standards Required
o beyond the initial deployment during operations and maintenance phase q
15.2. AbI|It.y to provide corrective, adaptive and preventive maintenance services for all Required
solution components
15.3. Ability to incorporate aspects of Continuous Improvement Required
15.4. Ability to provide on-going operations support Required
15.4.1. Ability to plan, schedule, test and execute system and database monitoring capabilities Required
to ensure system and database health
15.4.2. Ability to plan, schedule, test and execute deployment of patches Required
15.4.3. Ability to plan, schedule, test and execute deployment of upgrades Required
15.4.4. Ability to plan, schedule, test and execute routine system backups Required
15.4.5. Ability to plan, schedule, test and execute routine data backups Required
15.4.6. Ability to plan, schedule, test and execute disaster recovery Required
15.4.7. Ability to provide incident response. and probl.em resolution in accordance with service Required
level agreements (SLAs) for pre-defined severity levels
15.4.8. Ability to provide root cause analysis and action plan recommendations Required
15.4.9. Ability to provide and maintain a knowledge base to support operations, maintenance Required
and support desk efforts
15.5. Ability to provide support desk services for Tier 2 and 3 support Required
15.6. Ability to provide support desk services for Tier 1 support Desired
15.7 Ability to define key process indicators (KPIs) for project management, release Required
o management, operations and maintenance, and support desk services q
15.8 Ability to define service level agreements (SLAs) for project management, release Required
o management, operation and maintenance, and support desk services q
Ability to demonstrate how key process indicator (KPIs) and service level agreement .
15.9. - . . Required
(SLAs) performance measures will be used to support continuous process improvement
15.10. Ability to meet operational requirements Required
15.11. Ability to support 1000 users Required
Ability to support user roles including but not limited to CFO, Budget Manager, Budget
15.12 Analyst, Finance Director, Finance Analyst, Executive Manager, Unit/Division/Regional Required
A Manager, Program Manager, HR Specialist, System Administrator, Security q
Administrator
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Compliance

Outline ID Code

Explain / Describe

Ability to ensure the system is accessible Business days (M-F) and Non-Business Days .
15.13. Required
(all year) Extended hours 6:00 AM - 11:59 PM EST
15.14 Ability to support data volumes consistent with at least ten (10) years of history and Required
T 250,000 budget line items estimated to be added annually q
15.15. Ability to support system recoverability Required
15.15.1. Abl|'lty to return th.e system t‘o.operatlonal status following an outage in four (4) hours Required
during normal business conditions
15.15.2 Ability to restore the system to operational status in one (1) hour should there be an Desired
o outage during budget request preparation season (August - January)
15.15.3. Ability to re:stor.e the system to operational status in one (1) hour should there be an Desired
outage during fiscal year close (June-August)
15.16. Ability to mamtam. data currency (i.e., restore data to a point in time such that it is Required
current as of the time of any system outage when an outage occurs)
15.17. Ability to implement fault tolerance Required
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	1 GENERAL INFORMATION
	1.1 Summary Statement
	1.1.1 The Department of Information Technology (DoIT or the “Department”) is issuing this Request for Proposals (RFP) to implement a solution for its Enterprise Budgeting System (EBS) needs and requirements.  The scope of this RFP includes comprehensi...
	1.1.2 It is the State’s intention to obtain products/services, as specified in this RFP, through a Contract between the successful Offeror and the State. The anticipated duration of the period of performance under the Contract is a three (3) year base...
	1.1.3 The Department intends to make a single award as a result of this RFP. Offerors, either directly or through their subcontractor(s), must be able to provide products/services and meet the requirements requested in this solicitation and the succes...

	1.2 Abbreviations and Definitions
	1.3 Contract Type
	1.4 Contract Duration
	1.4.1 The Contract shall start from the date of full contract execution by the parties.
	1.4.2 As of the Notice to Proceed (NTP) date, the Contractor shall perform all activities required by the Contract, including the requirements of this solicitation, and the offerings in its Technical Proposal, for the compensation described in its Fin...
	1.4.3 The base period of the Contract resulting from this RFP shall be for three (3) years from Contract start date.   The State, at its sole option, may renew the term of the Contract through two (2) additional two-year renewal options for up to a to...
	1.4.4 The Contractor’s obligations to pay invoices to subcontractors that provide products/services during the Contract term, as well as the audit, confidentiality, document retention, and indemnification obligations of the Contract (see Attachment A)...

	1.5 Procurement Officer
	1.6 Contract Manager
	1.7 Pre-proposal Conference
	1.7.1 A pre-proposal conference will be held at the time, date and location indicated on the Key Information Summary Sheet. Attendance at the pre-proposal conference is not mandatory, but all interested companies are encouraged to attend in order to f...
	1.7.2 The pre-proposal conference will be summarized in writing. As promptly as is feasible subsequent to the pre-proposal conference, the attendance record and pre-proposal summary will be distributed via the same mechanism described for amendments a...
	1.7.3 In order to assure adequate seating and other accommodations at the pre-proposal conference, please e-mail the Pre-Proposal Conference Response Form (Attachment E) no later than the time and date indicated on the form. In addition, if there is a...

	1.8 eMaryland Marketplace (eMM)
	1.8.1 eMaryland Marketplace (eMM) is an electronic commerce system administered by the Maryland Department of General Services (DGS).  In addition to using the DoIT’s website http://doit.maryland.gov/contracts/Pages/bids.aspxand possibly using other m...
	1.8.2 In order to receive a contract award, a company must be registered on eMM.  Guidelines can be found on the eMaryland Marketplace website at http://emaryland.buyspeed.com.

	1.9 Questions
	1.9.1 All questions shall be submitted via e-mail to the Procurement Officer no later than the date and time indicated in the Key Information Summary Sheet.  Please identify in the subject line the Solicitation Number and Title.  Answers to all questi...
	1.9.2 Only answers that have been answered in writing by the State can be considered final and binding.

	1.10 Procurement Method
	1.11 Proposals Due (Closing) Date and Time
	1.11.1 Proposals, in the number and form set forth in Section 4.2,  must be received by the Procurement Officer listed on the Key Information Summary Sheet, no later than the date and time listed on the Key Information Summary Sheet in order to be con...
	1.11.2 Requests for extension of this date or time shall not be granted.  Offerors mailing Proposals should allow sufficient mail delivery time to ensure timely receipt by the Procurement Officer.  Except as provided in COMAR 21.05.02.10, proposals re...
	1.11.3 Proposals may be modified or withdrawn by written notice received by the Procurement Officer before the Proposals due date and time.
	1.11.4 Proposals delivered by facsimile or e-mail shall not be considered.
	1.11.5 Companies not responding to this solicitation are requested to submit the “Notice to Offerors/Bidders/Contractors” form, which includes company information and the reason for not responding (e.g., too busy, cannot meet mandatory requirements).

	1.12 Multiple or Alternate Proposals
	1.13 Economy of Preparation
	1.14 Public Information Act Notice
	1.14.1 Offerors should give specific attention to the clear identification of those portions of their proposals that they deem to be confidential, proprietary commercial information or trade secrets and provide justification why such materials, upon r...
	1.14.2 Offerors are advised that, upon request for this information from a third party, the Procurement Officer is required to make an independent determination whether the information must be disclosed.

	1.15 Award Basis
	1.16 Oral Presentation
	1.16.1 Offerors may be required to make oral presentations to State representatives.  Offerors must confirm in writing any substantive oral clarification of, or change in, their Proposals made in the course of discussions.  Any such written clarificat...
	1.16.2 Oral presentations typically occur approximately 3 weeks after the proposal due date.

	1.17 Duration of Proposal
	1.18 Revisions to the RFP
	1.18.1 If it becomes necessary to revise this RFP before the due date for Proposals, the Department shall endeavor to provide addenda to all prospective Offerors that were sent this RFP or which are otherwise known by the Procurement Officer to have o...
	1.18.2 Acknowledgment of the receipt of all addenda to this RFP issued before the Proposal due date shall be included in the Transmittal Letter accompanying the Offeror’s Technical Proposal.  Acknowledgement of the receipt of addenda to the RFP issued...

	1.19 Cancellations
	1.20 Incurred Expenses
	1.21 Protest/Disputes
	1.22 Offeror Responsibilities
	1.22.1 The successful Offeror shall be responsible for rendering products and services for which it has been selected as required by this RFP.  All subcontractors shall be identified and a complete description of their role relative to the Proposal sh...
	1.22.2 If an Offeror that seeks to perform or provide the products/services required by this RFP is the subsidiary of another entity, all information submitted by the Offeror, such as but not limited to, references, financial reports, or experience an...
	1.22.3 Although experience and documentation of an Offeror’s parent may be used to satisfy minimum qualifications, a parental guarantee of the performance of the Offeror under this Section will not automatically result in crediting the Offeror with th...

	1.23 Substitution of Personnel
	1.23.1  Key Personnel
	1.23.2 Continuous Performance of Key Personnel
	1.23.3 Definitions
	1.23.4 Contractor Personnel General Substitution Provisions
	1.23.5 Replacement Circumstances
	1.23.6 Substitution Prior to and Within 30 Days After Contract Execution

	1.24 Mandatory Contractual Terms
	1.25 Bid/Proposal Affidavit
	1.26 Contract Affidavit
	1.27 Compliance with Laws/Arrearages
	1.27.1 By submitting a Proposal in response to this RFP, the Offeror, if selected for award, agrees that it will comply with all federal, State, and local laws applicable to its activities and obligations under the Contract.
	1.27.2 By submitting a response to this solicitation, the Offeror also represents that it is not in arrears in the payment of any obligations due to the State of Maryland, including the payment of taxes and employee benefits, and that it shall not bec...

	1.28 Verification of Registration and Tax Payment
	1.28.1 Before a business entity can do business in the State of Maryland it must be registered with the Department of Assessments and Taxation, State Office Building, Room 803, 301 West Preston Street, Baltimore, Maryland 21201.  The SDAT website is h...
	1.28.2 It is strongly recommended that any potential Offeror complete registration prior to the due date for receipt of Proposals.   An Offeror’s failure to complete registration with the Department of Assessments and Taxation may disqualify an otherw...

	1.29 False Statements
	1.29.1 In connection with a procurement contract a person may not willfully:
	1.29.2 A person may not aid or conspire with another person to commit an act under subsection (1) of this section.
	1.29.3 A person who violates any provision of this section is guilty of a felony and on conviction is subject to a fine not exceeding $20,000 or imprisonment not exceeding five years or both.

	1.30 Payments by Electronic Funds Transfer
	1.31 Prompt Payment Policy
	1.32 Electronic Procurements Authorized
	A. Under COMAR 21.03.05, unless otherwise prohibited by law, a primary procurement unit may conduct procurement transactions by electronic means, including the solicitation, bidding, award, execution, and administration of a contract, as provided in M...
	B. Participation in the solicitation process on a procurement contract for which electronic means has been authorized shall constitute consent by the Offeror to conduct by electronic means all elements of the procurement of that Contract which are spe...
	C. “Electronic means” refers to exchanges or communications using electronic, digital, magnetic, wireless, optical, electromagnetic, or other means of electronically conducting transactions.  Electronic means includes facsimile, e-mail, internet-based...
	D. In addition to specific electronic transactions specifically authorized in other sections of this solicitation (e.g., § 1.30 “Payments by Electronic Funds Transfer”) and subject to the exclusions noted in section E of this subsection, the following...
	E. The following transactions related to this procurement and any Contract awarded pursuant to it are not authorized to be conducted by electronic means:
	F. Any facsimile or e-mail transmission is only authorized to the facsimile numbers or e-mail addresses for the identified person as provided in the solicitation, the Contract, or in the direction from the Procurement Officer or Contract Manager.

	1.33 Minority Business Enterprise (MBE) Participation Goal
	1.33.1 Establishment of Goal and Subgoals
	1.33.2 Attachments D-1A to D-5 – The following Minority Business Enterprise participation instructions, and forms are provided to assist Offerors:
	1.33.3 An Offeror shall include with its Bid/Proposal a completed MBE Utilization and Fair Solicitation Affidavit (Attachment D-1A) whereby:
	1.33.4 Offerors are responsible for verifying that each of the MBE(s) (including any MBE primes and/or MBE primes participating in a joint venture), selected to meet the goal and any subgoals and subsequently identified in Attachment D-1A is appropria...
	1.33.5 Within ten (10) Working Days from notification of recommended award or the date of the actual award, whichever is earlier, the Offeror must provide the following documentation to the Procurement Officer.
	1.33.6 A current directory of certified MBEs is available through the Maryland State Department of Transportation (MDOT), Office of Minority Business Enterprise, 7201 Corporate Center Drive, Hanover, Maryland 21076.  The phone numbers are (410) 865-12...
	1.33.7 The Contractor, once awarded a Contract, will be responsible for submitting or requiring its subcontractor(s) to submit the following forms to provide the State with ongoing monitoring of MBE Participation:
	1.33.8 An Offeror that requested a waiver of the goal or any of the applicable subgoals will be responsible for submitting the Good Faith Efforts Documentation to Support Waiver Request (Attachment D-1C) and all documentation within ten (10) Working D...
	1.33.9 All documents, including the MBE Utilization and Fair Solicitation Affidavit & MBE Participation Schedule (Attachment D-1A), completed and submitted by the Offeror in connection with its certified MBE participation commitment shall be considere...
	1.33.10 The Offeror is advised that liquidated damages will apply in the event the Contractor fails to comply in good faith with the requirements of the MBE program and pertinent Contract provisions.  (See Contract - Attachment A, Section 20.14.2).
	1.33.11 As set forth in COMAR 21.11.03.12-1(D) when a certified MBE firm participates on a contract as a prime contractor (including a joint-venture where the MBE firm is a partner), a procurement agency may count the distinct, clearly defined portion...
	1.33.12 With respect to Contract administration, the Contractor shall:

	1.34 Living Wage Requirements
	1.34.1 Maryland law requires that contractors meeting certain conditions pay a living wage to covered employees on State service contracts over $100,000. Maryland Code, State Finance and Procurement, § 18-101 et al. The Commissioner of Labor and Indus...
	1.34.2 If subject to the Living Wage law, Contractor agrees that it will abide by all Living Wage law requirements, including but not limited to reporting requirements in COMAR 21.11.10.05. Contractor understands that failure of Contractor to provide ...
	1.34.3 Additional information regarding the State’s living wage requirement is contained in Attachment G. Bidders must complete and submit the Maryland Living Wage Requirements Affidavit of Agreement (Attachment G-1) with their Proposals.  If an Offer...
	1.34.4 Contractors and subcontractors subject to the Living Wage Law shall pay each covered employee at least the minimum amount set by law for the applicable Tier area. The specific living wage rate is determined by whether a majority of services tak...
	1.34.5 The Offeror shall identify in the Proposal the location from which services will be provided.

	1.35 Federal Funding Acknowledgement
	1.36 Conflict of Interest Affidavit and Disclosure
	1.37 Non-Disclosure Agreement
	1.38 HIPAA - Business Associate Agreement
	1.39 Non-Visual Access
	1.39.1 By submitting a Proposal, the Offeror warrants that the information technology offered under the Proposal:  (1) provides equivalent access for effective use by both visual and non-visual means; (2) will present information, including prompts us...
	1.39.2 The Non-visual Access Clause noted in COMAR 21.05.08.05 and referenced in this solicitation is the basis for the standards that have been incorporated into the Maryland regulations, which can be found at: www.doit.maryland.gov, keyword: NVA.

	1.40 Mercury and Products That Contain Mercury
	1.41 Veteran-Owned Small Business Enterprise Goals
	1.41.1 Notice to Offerors
	1.41.2 Purpose
	1.41.3 VSBE Goals
	1.41.4 Solicitation and Contract Formation
	1.41.5 Within 10 Working Days from notification of recommended award, the awardee must provide the following documentation to the Procurement Officer.
	1.41.6 The Contractor, once awarded the Contract shall:

	1.42 Location of the Performance of Services Disclosure
	1.43 Department of Human Resources (DHR) Hiring Agreement
	1.44 Purchasing and Recycling Electronic Products
	1.45 Contract Extended To Include Other Non-State Governments or Agencies
	1.46 Surety Bond Assistance Program
	1.47 Performance Bond
	1.48 Retainage
	1.48.1 The State shall withhold from payment a percentage of the gross amount of each Deliverable submitted by the Contractor during phase 4 through 8 of the State’s SDLC.  The amount withheld is considered as retainage to help guarantee complete and ...
	1.48.2 The Retainage will be released when the complete solution has been implemented.
	1.48.3 No retainage will be withheld from licenses, software, hardware or hosting purchases.
	1.48.4 The State reserves the right to include up to 10% retainage for each Deliverable described in a Work Order.  The Work Order shall also include release criteria for the retainage.
	1.48.5 Solution Completion is defined in section 3.11.6

	1.49 Incentives
	1.49.1 Price Incentives: The share ratio of any Deliverable ceiling price underruns will be 50%.  Overruns will also be shared at 50%, but the Contractor may not exceed the price ceiling without approval from the Contract Manager.  These share ratios ...
	1.49.2 Schedule Incentives:  An incentive award for 2% of total labor charges for SDLC Phases 4 through 8 shall be paid for each month (pro-rated) that the complete solution is implemented prior to May 1, 2017 (the agreed-to implementation date).  Thi...
	1.49.3 Conversely, 50% of the accumulated retainage will be withheld if the solution cannot be fully implemented by May 31, 2017.  The remaining 50% of the retainage will be withheld if the solution cannot be implemented by July 31st, 2017.  This appl...
	1.49.4 Solution Completion is defined in section 3.11.6


	2 MINIMUM QUALIFICATIONS
	2.1 Offeror Minimum Qualifications
	2.1.1 Offeror capabilities:  The Offeror shall have implemented enterprise budgeting systems within the last five (5) years for at least three (3) different organizations of significant size.  At least one example used as proof must be public sector.
	2.1.2 If the Offeror is not also the manufacturer of the proposed budgeting software package(s), the Offeror must demonstrate that the manufacturer supports the Offeror’s proposal.  As proof of this requirement the Offeror may submit that the Offeror ...
	2.1.3 Product capabilities: The Offeror shall propose the use of a software package or combination of packages that are currently in use by at least three (3) different organizations of significant size.  At least one example used as proof must be pub...


	3 SCOPE OF WORK
	3.1 Background and Purpose
	3.2 Agency / Project Background
	3.2.1 Agency Background
	3.2.2 Project Background
	3.2.3 Objectives

	3.3 Project Scope
	3.3.1 Core Budgeting
	3.3.2 Fund-Based Budgeting
	3.3.3 Personnel Budgeting
	3.3.4 Project Deliverables
	3.3.5 Project Sizing
	3.3.5.1 Operating Environment
	3.3.5.2 Budget Line Items
	3.3.5.3 Amendments
	3.3.5.4 Estimated User Counts
	3.3.5.5 Historical Data

	3.3.6 Project Timeline
	Note:  The State’s program management team assumes that the Contractor will hold a series of design workshops to decompose the high-level requirements and process flows into detailed requirements and design specifications.  The Contractor needs to be ...
	3.3.7 Project Organization
	3.3.8 Project Location

	3.4 General Requirements
	3.4.1 Required Project Policies, Guidelines and Methodologies
	3.4.2 Any personnel provided under this RFP shall maintain any required professional certifications for the duration of the resulting Contract.
	3.4.3 Transition-In Requirements
	3.4.4 Transition-Out Requirements
	1. The Contractor shall support requested activities for technical, business and administrative support to ensure effective and efficient end-of-Contract transition (Transition-Out) to the State or a third party, e.g., a successor contractor, as direc...
	2. The Contractor shall ensure that all necessary knowledge and materials for the tasks completed are transferred to the custody of State personnel or a third party, as directed by the Contract Manager.
	3. The Contractor shall provide a draft Transition-Out Plan 120 business days in advance of Contract end date.
	4. The Transition-Out Plan shall address at a minimum the following areas:
	5. The Contractor shall ensure all documentation and data including, but not limited to, System Documentation and current operating procedures, is current and complete with a hard and soft copy in a format prescribed by the Contract Manager.
	6. If the Contractor is providing or managing the hosting services, the Contractor shall provide copies of current daily and weekly back-ups to the State or a third party as directed by the Contract Manager as of the final date of transition, but no l...
	3.4.5 Software, Hardware and Hosting Procurement
	3.4.5.1 By responding to this RFP and accepting a Contract award, an Offeror specifically agrees that for any software, hardware or hosting service that it proposes for use by the State in response to this RFP, the State will have the right to purchas...
	3.4.5.2 The State requires that the Offeror price individual software modules separately.
	3.4.5.3 The State also requires that the Offeror provide fully functional, generally available software and multiple-user licenses for purchase as needed throughout the life of the Contract.
	3.4.5.4 The Offeror shall install the software and provide all documentation as required in Section 3.5.3.

	3.4.6 Backup/Disaster Recovery
	3.4.6.1 Backups
	3.4.6.2 Disaster Recovery

	3.4.7 Custom Software
	3.4.8 Custom Source Code
	3.4.9 Source Code Escrow
	3.4.10 Data
	3.4.11 Travel Reimbursement
	3.4.11.1 Routine Travel is defined as travel within a 50-mile radius of the Department’s base location, as identified in the RFP, or the Contractor’s facility, whichever is closer to the consulting site.  There will be no payment for labor hours for t...
	3.4.11.2 Non-routine travel is defined as travel beyond the 50-mile radius of Department’s base location, as identified in the RFP, or the Contractor’s facility, whichever is closer to the consulting site.  Non-routine travel will be reimbursed accord...

	3.4.12 Contract Cost Control and Cost Performance Reporting

	3.5 Solution Requirements
	3.5.1 Functional / Business Requirements
	3.5.1.1 Operating budget preparation documentation and workflow:  The initial workflow associated with the creation of each year’s budget. The ‘as-is’ process is shown in Attachment U (pages 1 and 2 of Attachment U are two different views of the high-...
	3.5.1.2 Budget tracking, forecasting and analysis:  This function is currently performed with the support of dozens of Excel spreadsheets, MS Access data bases and third-party reporting tools.  This causes delays, inconsistencies and inaccuracies as d...
	3.5.1.3 Budget modification/amendment documentation and workflow:  Amendments are changes to the FY0 budget that can occur throughout the year.  There are approximately 15 different amendment types and the workflow for each is defined by the Legislatu...
	3.5.1.4 Publication of Budget Data (budget books and web-based distribution):  Examples of the current budget books are available on the DBM web site (http://dbm.maryland.gov/budget/Pages/operbudhome.aspx).  The Offeror is requested to discuss how the...
	3.5.1.5 Electronic generation of an editable budget bill:  The budget bill is currently created via a semi-manual process.  This requirement is to facilitate the creation of the initial draft bill in an editable format (e.g. Microsoft Word).  The budg...
	3.5.1.6 Creation, review and distribution of a 5-year forecast and plan:  In addition to the annual budget, OBA requires this solution to maintain a 5-year plan or forecast.  This forecast is typically at a higher level (program or perhaps sub-program...
	3.5.1.7 Identification of the fund and/or source of any budget line item:  The new budget solution must allow the agency to associate each expenditure line item with the source of those funds.  This can be performed at any COA line item level.  Howeve...
	3.5.1.8 Reporting of budgets and variances at the Fund and/or Fund Source level:  The State’s accounting system (FMIS/R*Stars) can track costs at the fund and source level.  The EBS must allow for budgeting and reporting at the fund and source level.
	3.5.1.9 (N) Support for balances, limits and restrictions on a fund source, including maximum amounts, distributions across fiscal years and restrictions as to the types of expenditures allowed (e.g. objects and sub-objects from the Chart of Accounts)...
	3.5.1.10 Reporting: In addition to the budget books described in section 3.5.1.4 and 3.5.1.5, the solution must support:
	3.5.1.11 Miscellaneous Functional Requirements:

	3.5.2 Technical Requirements
	3.5.2.1 Hardware and Software Infrastructure
	3.5.2.2 Selected Technical Requirements
	3.5.2.3 Scope and Sizing of Technical Components

	3.5.3 Service Delivery Requirements
	3.5.3.1 Project Management Plans included in Response
	3.5.3.2 Training
	3.5.3.3 User Support and Service Desk
	3.5.3.4 Cost Control and Earned Value
	3.5.3.5 Operations and Maintenance
	3.5.3.6 Warranty
	3.5.3.7 Services and Deliverables additionally in scope


	3.6 Security Requirements
	3.6.1 Employee Identification
	3.6.1.1 Each person who is an employee or agent of the Contractor or Subcontractor (Contractor Personnel) shall display their ID badge at all times while on State premises.  Upon request of authorized State personnel, each such Contractor Personnel sh...
	3.6.1.2 At all times at any facility, the Contractor Personnel shall cooperate with State site requirements that include but are not limited to being prepared to be escorted at all times, providing information for badge issuance, and wearing the badge...

	3.6.2 Information Technology
	3.6.2.1 The Contractor and Contractor Personnel shall comply with and adhere to the State IT Security Policy and Standards.  These policies may be revised from time to time and the Contractor shall comply with all such revisions.  Updated and revised ...
	3.6.2.2 The Contractor and Contractor Personnel shall not connect any of its own equipment to a State LAN/WAN without prior written approval by the State.  The Contractor shall complete any necessary paperwork as directed and coordinated with the Cont...

	3.6.3 Security Clearance / Criminal Background Check
	3.6.4 On-site Security Requirement(s)

	3.7  Labor Categories and Qualifications
	3.7.1 Labor Categories
	3.7.2 Contractor Personnel Experience (including Key Personnel submitted in response to this RFP)
	3.7.2.1 Substitution of Education for Experience.
	3.7.2.2 Substitution of Experience for Education.
	3.7.2.3 Substitution of Professional Certificates for Experience:


	3.8 Performance and Personnel
	3.8.1 Work Hours

	3.9 Problem Escalation Procedure
	3.9.1 The Contractor must provide and maintain a Problem Escalation Procedure (PEP) for both routine and emergency situations. The PEP must state how the Contractor will address problem situations as they occur during the performance of the Contract, ...
	3.9.2 The Contractor shall provide contact information to the Contract Manager, as well as to other State personnel, as directed should the Contract Manager not be available.
	3.9.3 The Contractor must provide the PEP no later than ten (10) Business Days after notice of recommended award.  The PEP, including any revisions thereto, must also be provided within ten (10) Business Days after the start of each Contract year and ...
	3.9.4 Nothing in this section shall be construed to limit any rights of the Contract Manager or the State which may be allowed by the Contract or applicable law.

	3.10 Service Level Agreement (SLA)
	3.10.1 Service Level Agreement Liquidated Damages
	3.10.2 SLA Effective Date (SLA Activation Date)
	3.10.3 Service Level Reporting
	3.10.4 Credit for failure to meet SLA
	3.10.5 Service Level Measurements Table (Response Time, Resolution Time and Availability)
	3.10.6 System Performance
	3.10.6.1 Sample Performance Measures

	3.10.7 Problem Response Definitions and Times
	3.10.8 Root Cause Analysis
	3.10.9 Service Hours

	3.11 Deliverables
	3.11.1 Deliverable Identification
	3.11.1.1 The Offeror shall submit a list of Deliverables that constitute the complete set of requirements set forth in this RFP.  Each Deliverable must be accompanied by a DED.
	3.11.1.2 Each Deliverable shall be listed in the Deliverable List and Project Schedule (section 3.5.3.1, numbers 2 & 3) as well as the Financial Proposal.  For the Financial Proposal only, each Deliverable shall have a ceiling price (a not-to-exceed p...
	3.11.1.3 The ceiling prices shall be used for the evaluation of the total price of the Offeror’s proposal as well as for the price savings incentive described in section 1.49.

	3.11.2 Deliverable Submission
	3.11.2.1 The Offeror shall provide notification to the Contract Manager or his/her designee when the total price for a Deliverable exceeds 75% of the ceiling price, including identification of any impact to schedule, price, scope or quality of work th...
	3.11.2.2 For every Deliverable, the Contractor shall request the Contract Manager confirm receipt of that Deliverable by sending an e-mail identifying the deliverable name and date of receipt.  See Attachment R.
	3.11.2.3 Unless specified otherwise, written Deliverables shall be compatible with Microsoft Office, Microsoft Project and/or Microsoft Visio versions 2010 or later.  At the Contract Manager’s discretion, the Contract Manager may request one hard copy...
	3.11.2.4 A standard deliverable review cycle will be elaborated in the Project Schedule and agreed-upon between the State and the Contractor. This review process is entered into when the Contractor completes a Deliverable.
	3.11.2.5 Drafts of each final Deliverable, except status reports or meeting minutes, are required at least two weeks in advance of when the final Deliverables are due (with the exception of Deliverables due at the beginning of the project where this l...

	3.11.3 Deliverable Acceptance
	3.11.3.1 A final Deliverable shall satisfy the scope and requirements of this RFP for that deliverable, including the quality and acceptance criteria for a Deliverable as defined in Section 3.11.5.
	3.11.3.2 The Contract Manager shall review a final Deliverable to determine compliance with the acceptance criteria as defined for that Deliverable. The Contract Manager is responsible for coordinating comments and input from various team members and ...
	3.11.3.3 In the event of rejection, the Contract Manager will formally communicate in writing any deliverable deficiencies or non-conformities to the Contractor, describing in sufficient detail what needs to be corrected prior to acceptance of the Del...

	3.11.4 Minimum Deliverable Quality
	3.11.5 Deliverable Descriptions / Acceptance Criteria
	3.11.6 Solution Completion

	3.12 Work Order Process
	3.13 Insurance Requirements
	3.13.1 The Contractor and all of its Subcontractors, shall maintain the insurance coverages outlined below for the duration of the Contract, including option periods, if exercised.  The coverage limits set forth are the minimum required.
	3.13.2 Any insurance furnished as a condition of this Contract shall be issued by a company authorized to business in this State.
	3.13.3 Insurance shall be provided as specified in the Contract (Attachment A).
	3.13.4 The recommended awardee must provide a certificate(s) of insurance with the prescribed coverages, limits and requirements set forth in Section 3.13 “Insurance Requirements,” within five (5) Business Days from notice of recommended award.  Durin...
	3.13.5 The following type(s) of insurance and minimum amount(s) of coverage are required:
	3.13.5.1 General Liability - The Contractor shall maintain Commercial General Liability Insurance with limits sufficient to cover losses resulting from, or arising out of, Contractor action or inaction in the performance of the Contract by the Contrac...
	3.13.5.2 Errors and Omissions/Professional Liability - The Contractor shall maintain Errors and Omissions/Professional Liability insurance with minimum limits of $1,000,000 per occurrence.
	3.13.5.3 Employee Theft Insurance - The Contractor shall maintain Employee Theft Insurance with minimum limits of $1,000,000 per occurrence.
	3.13.5.4 Cyber Security / Data Breach Insurance - The Contractor shall maintain Cyber Security / Data Breach Insurance in the amount of ten million dollars ($10,000,000) per occurrence.  The coverage must be valid in at all locations where work is per...
	3.13.5.5 Worker’s Compensation - The Contractor shall maintain such insurance as necessary and/or as required under Workers’ Compensation Acts, the Longshore and Harbor Workers’ Compensation Act, and the Federal Employers’ Liability Act. Coverage must...
	3.13.5.6 Automobile and/or Commercial Truck Insurance - The Contractor shall maintain Automobile and/or Commercial Truck Insurance (including owned, leased, hired, and non-owned vehicles) as appropriate with Liability, Collision, and PIP limits no les...

	3.13.6 State Inclusion on Insurance
	3.13.7 Subcontractor Insurance

	3.14 Invoicing
	3.14.1 All invoices shall be submitted by the Contractor within 30 days of delivery of products/services.
	3.14.2 Invoicing shall be submitted monthly for Deliverables approved during the month.
	3.14.3 Invoices submitted without the required information will not be processed for payment until the Contractor provides the required information.
	3.14.4 The Contractor shall e-mail each invoice and relevant documentation, for each deliverable being invoiced to DoIT at e-mail address:  doitfiscal.invoiceservice@maryland.gov, with a copy to the Contract Manager.
	3.14.5  A proper invoice shall include, at the minimum, the following information:
	3.14.6 The State is generally exempt from federal excise taxes, Maryland sales and use taxes, District of Columbia sales taxes and transportation taxes.  The Contractor; however, is not exempt from such sales and use taxes and may be liable for the sa...
	3.14.7 Invoices for final payment shall be clearly marked as “FINAL” and submitted when all work requirements have been completed and no further charges are to be incurred under the Contract.  In no event shall any invoice be submitted later than 60 c...
	3.14.8 Deliverable Invoicing
	3.14.8.1 Deliverable invoices shall be accompanied by signed notice(s) of acceptance for all invoices submitted for payment. Payment of invoices will be withheld if a signed DPAF (Attachment R) is not submitted.
	3.14.8.2 Payment for Deliverables will only be made upon completion and acceptance of the Deliverables as defined in Section 3.11.

	3.14.9 Time Sheets
	3.14.9.1 Invoice Reductions: The Contractor's invoice shall be subject to retainage on deliverables as described in Section 1.48 or per individual Work Order.  Separately, in the event that the Contractor fails to comply with SLA standards, the associ...

	3.14.10 Retainage Invoicing - Upon completion of the Solution, the Contractor shall submit an invoice to the State for the release of retainage.   Retainage amounts will only be released if deliverables furnished earlier in the project have been appro...
	3.14.11 For the purposes of this Contract an amount will not be deemed due and payable if:

	3.15 SOC 2 Type II Audit Report
	3.15.1 This clause applies to the Contractor and Subcontractors who host the implemented Enterprise Budgeting System for the State.  The Contractor and/or Subcontractors who provide services that handle Sensitive Data (see Handle definition in 1.2) fo...
	3.15.2 The Contractor shall have an annual audit performed by an independent audit firm of the Contractor and/or Subcontractors’ handling of Sensitive Data and/or the Department’s critical functions, which is identified as budgeting and financial anal...
	3.15.2.1 The type of audit to be performed in accordance with the Guidance is a SOC 2 Type 2 Audit (referred to as the “SOC 2 Report”).  The initial SOC 2 Report audit shall be scheduled and completed within a timeframe to be specified by the State an...
	3.15.2.2 The SOC 2 Report shall report on the description of the Contractor and/or Subcontractors’ system and controls and the suitability of the design and operating effectiveness of controls over the Information Functions and/or Processes relevant t...
	3.15.2.3 The audit scope of each year’s SOC 2 Report may need to be adjusted (including the inclusion or omission of the relevant trust services principles of Security, Availability, Confidentiality, Processing Integrity, and Privacy) to accommodate a...
	3.15.2.4 The scope of the SOC 2 Report shall include work performed by any Subcontractors that provide essential support to the Contractor and/or essential support to the Information Functions and/or Processes provided to the Department under the Cont...
	3.15.2.5 All SOC 2 Reports, including those of the Contractor and/or Subcontractor, shall be performed at no additional expense to the Department.
	3.15.2.6 The Contractor and/or Subcontractors shall promptly provide a complete copy of the final SOC 2 Report to the Contract Manager upon completion of each annual SOC 2 Report engagement.
	3.15.2.7 The Contractor shall provide to the Contract Manager, within 30 calendar days of the issuance of each annual final SOC 2 Report, a documented corrective action plan which addresses each audit finding or exception contained in the SOC 2 Report...
	3.15.2.8 If the Contractor and/or Subcontractors currently have an annual information security assessment performed that includes the operations, systems, and repositories of the products/services being provided to the  Department under the Contract, ...
	3.15.2.9 If the Contractor and/or Subcontractors fail during the Contract term to obtain an annual SOC 2 Report by the date specified in 3.15.2.1, the Department shall have the right to retain an independent audit firm to perform an audit engagement o...



	4 PROPOSAL FORMAT
	4.1 Two-Part Submission
	4.2 Volume I – Technical Proposal
	4.2.1 Format of Technical Proposal
	4.2.2 The Technical Proposal shall include the following documents and information in the order specified.  Each section of the Technical Proposal shall be separated by a TAB as detailed below:
	4.2.2.1 Title Page and Table of Contents (Submit under TAB A)
	4.2.2.2 Claim of Confidentiality (If applicable, submit under TAB A A-1)
	4.2.2.3 Transmittal Letter (Submit under TAB B)
	4.2.2.4 Executive Summary (Submit under TAB C)
	4.2.2.5 Minimum Qualifications Documentation (If applicable, Submit under TAB D)
	4.2.2.6 Offeror Technical Response to RFP Requirements and Proposed Work Plan (Submit under TAB E)
	4.2.2.7 Experience and Qualifications of Proposed Staff (Submit under TAB F)
	4.2.2.8 Offeror Qualifications and Capabilities (Submit under TAB G)
	4.2.2.9 References (Submit under TAB H)
	4.2.2.10 List of Current or Prior State Contracts (Submit under TAB I)
	4.2.2.11 Financial Capability (Submit under TAB J)
	4.2.2.12 Certificate of Insurance (Submit under TAB K)
	4.2.2.13 Subcontractors (Submit under TAB L)
	4.2.2.14 Legal Action Summary (Submit under TAB M)
	4.2.2.15 Economic Benefit Factors (Submit under TAB N)
	4.2.2.16 Additional Required Technical Submissions (Submit under TAB O)
	4.2.2.17 Additional Submissions (Submit under Tab P)
	4.2.2.18 Draft documents and Deliverables (Submit under Tab R Q)


	4.3 Volume II – Financial Proposal
	4.4 Proposal Packaging
	4.4.1 Volume I – Technical Proposal and Volume II – Financial Proposal shall be sealed separately from one another.  It is preferred, but not required, that the name, e-mail address, and telephone number of the Offeror be included on the outside of th...
	4.4.2 Technical Proposal Electronic Versions - An electronic version of the Technical Proposal in Microsoft Word format (version 2007 or greater) must be enclosed with the original Technical Proposal.  A second electronic version of Volume I in search...
	4.4.3 Financial Proposal Electronic Versions - An electronic version of the Financial Proposal in Microsoft Word or Microsoft Excel format (version 2007 or greater) must be enclosed with the original Financial Proposal.  A second electronic version of...
	4.4.4 Media Labeling - Electronic media (CD, DVD, or flash drive) must be labeled on the outside with the RFP title and number, name of the Offeror, and volume number.  Electronic media must be packaged with the original copy of the appropriate Propos...
	4.4.5 Page Numbering - All pages of both proposal volumes shall be consecutively numbered from the beginning (Page 1) to end (Page “x”).
	4.4.6 Page Size and Format -   A page is defined as each face of a sheet of paper containing information.  When both sides of a sheet display printed material, it shall be counted as two pages.  Unless specified otherwise in the RFP, page size shall b...
	4.4.7 Page Limits - Page limitations for Volume I – Technical Proposal have been identified in Section 4.2.  Page limitations shall be treated as maximums.  If exceeded, any excess pages will not be read or considered in the evaluation of the Proposal...

	4.5 Proposal Delivery
	4.5.1 Offerors may submit proposals by hand or by mail as described below to the address provided in the Key Information Summary Sheet.
	4.5.2 The Procurement Officer must receive all Technical and Financial Proposal material by the RFP due date and time specified in the Key Information Summary Sheet.  If submitted via e-mail, the date and time of submission is determined by the date a...


	5 EVALUATION CRITERIA AND PROCEDURE
	5.1 Evaluation Committee
	5.2 Technical Proposal Evaluation Criteria
	5.2.1 The Offeror’s Technical Response to the RFP as outlined in Section 3 and as required in Tab E of Section 4.  Note: The State will place a greater weight on the following sections of the Technical Response: Offeror’s understanding of the business...
	5.2.2 The Overall Quality of the Offeror’s Project Management Assets as outlined in Section 3.5.3 and as required in Tab E of Section 4.  Note: The State will place greater weight on the following sections of the Technical Response: Project Schedule, ...
	5.2.3 The Experience and Qualifications of the Offeror’s Proposed Key Staff.
	5.2.4 The Offeror’s Qualifications and Capabilities, including proposed subcontractors, as demonstrated through its past performance, oral presentation, and references.
	5.2.5 The Offeror’s Economic Benefit Factor

	5.3 Financial Proposal Evaluation Criteria
	5.3.1 All Qualified Offerors (see Section 5.5.2.4) will be ranked from the lowest (most advantageous) to the highest (least advantageous) price based on a Total Cost of Ownership (TCO) calculation.  The TCO calculation will include the one-time costs ...

	5.4 Reciprocal Preference
	5.4.1 Although Maryland law does not authorize procuring agencies to favor resident Offerors in awarding procurement contracts, many other states do grant their resident businesses preferences over Maryland contractors. COMAR 21.05.01.04 requires that...

	5.5 Selection Procedures
	5.5.1 General
	5.5.1.1 The Contract will be awarded in accordance with the Competitive Sealed Proposals (CSP) method found at COMAR 21.05.03.  The CSP method allows for the conducting of discussions and the revision of Proposals during these discussions.  Therefore,...
	5.5.1.2 In either case (i.e., with or without discussions), the State may determine an Offeror to be not responsible and/or an Offeror’s Proposal to be not reasonably susceptible of being selected for award at any time after the initial closing date f...

	5.5.2 Selection Process Sequence
	5.5.2.1 A determination is made that the MDOT Certified MBE Utilization and Fair Solicitation Affidavit (Attachment D-1A) is included and is properly completed, if there is an MBE goal.  In addition, a determination is made that the Veteran-Owned Smal...
	5.5.2.2 Technical Proposals are evaluated for technical merit and ranked.  During this review, oral presentations and discussions may be held. The purpose of such discussions will be to assure a full understanding of the State’s requirements and the O...
	5.5.2.3 Offerors must confirm in writing any substantive oral clarifications of, or changes in, their Technical Proposals made in the course of discussions.  Any such written clarifications or changes then become part of the Offeror’s Technical Propos...
	5.5.2.4 The Financial Proposal of each Qualified Offeror (a responsible Offeror determined to have submitted an acceptable Proposal) will be evaluated and ranked separately from the Technical evaluation.  After a review of the Financial Proposals of Q...
	5.5.2.5 When in the best interest of the State, the Procurement Officer may permit Qualified Offerors to revise their initial Proposals and submit, in writing, Best and Final Offers (BAFOs).  The State may make an award without issuing a request for a...

	5.5.3 Award Determination

	5.6 Documents Required upon Notice of Recommended Award
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