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1 Overview
1.1 Purpose

This document provides guidance, instructions and required format for an Agency Information Technology Master Plan (ITMP), due on August 31, 2014.  

These guidelines and instructions apply to all entities subject to Maryland State Finance and Procurement Law, including, but not limited to State Finance and Procurement articles 3A-302-3A-309.

1.2 Overview
Each Agency must produce an annual ITMP describing a six year plan for the Agency’s information technology goals, along with the strategies, projects, and resources needed to achieve those goals.  The ITMP also contains information about Agency cyber security measures for Agency systems containing sensitive information.
The Agency ITMP provides context for the Agency’s information technology (IT) budget requirements.  An ITMP should support the Agency’s annual budget submission, along with any Information Technology Project Requests (ITPRs) for Major IT Development Projects (MITDPs), and any Managing for Results (MFRs) metrics.  

The Department of Information Technology (DoIT), Department of Budget and Management (DBM) Office of Budget Analysis (OBA) and the Department of Legislative Services (DLS) all review the ITMP for the following:

· Consistency with statewide IT direction

· Support of statewide business objectives

· Presence of sound and secure IT infrastructure plans and strategies

· Support for subsequent requests for funding 

1.3 Agency Exemptions
An Agency may be granted an exemption if it meets the criteria for an exemption.  An exemption request must be made in writing to DoIT and approved for each fiscal year.  
· There are no exemptions for any Agency regarding DoIT cyber security reporting.  An Agency must either meet the reporting requirements as defined in Section 6.7 or submit a statement indicating that the Agency has no information systems containing Personally Identifiable Information (PII).

· An Agency with no current or planned IT projects or IT procurements may request exemption from completing an Agency ITMP.  
2 Aligning Agency ITMP with State ITMP

The 2016 State ITMP provides a framework for articulating the Governor’s current priorities and IT Perpetual Objectives, including establishing Supporting Strategies for meeting them. The State ITMP is posted at: http://www.doit.maryland.gov/ Search: State IT Master Plan.

Governor’s Priorities
· Strengthen and grow the ranks of our middle class including our family owned businesses and our family farms 

· Improve public safety and public education in every part of our state
· Expand opportunity – the opportunities of learning, of earning, of enjoying the health of the people we love, and to enjoy the health of the environment that we love – to more people rather than fewer

Perpetual Objectives
The State ITMP provides a general direction for long range IT planning through four Perpetual Objectives intended to be in effect for multiple years.  The Perpetual Objectives that serve as the foundation for Agency IT planning are:

· Consolidation

· Standards

· Interoperability
Supporting Strategies
The State ITMP establishes Supporting Strategies that align with the Perpetual Objectives.  Each Agency ITMP will describe planned initiatives that:

· Facilitate Agency-specific responsibilities by helping enhance business processes, 

· Demonstrate collaboration with other Agencies in the deployment of technology, and
· Support the Perpetual Objectives and Supporting Strategies of the State ITMP.
The Agency will categorize each initiative as one or more of the following:
· Statewide
· Line-of-Business
· Location-Specific
· Intra-Agency
· Inter-Agency
3 Agency ITMP Instructions & Format



3.1 General Preparation Instructions

Agencies are required to submit an ITMP containing six parts:

· Section One - general information
· Section Two - summary information about the Agency’s business functions, major goals and key strategies to achieve those goals
· Section Three - information about the Agency IT strategic direction 
· Section Four - Agency IT portfolio 
· Section Five - 
Agency Six Year Report
· Section Six - Cyber Security compliance matrix 

3.2 Agency ITMP Format and Content
The attached template contains instructions for completing an Agency ITMP (See Appendix A).
4 ITMP Submission Requirements
4.1 ITMP Submission Procedure

Submit the ITMP electronically by uploading the completed ITMP to the ITAC web site at: https://www.itac.state.md.us.
The Agency ITMP is due on August 31, 2014.  

4.2 DoIT Staff Assistance
DoIT staff members are available to answer questions and provide feedback to Agencies on their respective ITMPs.  For information concerning guidelines and formatting, please contact your Agency’s assigned DoIT Office of Project Oversight Project Manager (OPM). If your Agency does not have an assigned OPM, contact the Office of Project Oversight for assistance at opo.doit@maryland.gov.
Please contact DoIT to answer security-related content questions (Section 6 of the ITMP) Bruce.Eikenberg@maryland.gov.
5 Acronym List
	Acronym
	Definition

	COTS
	Custom Off The Shelf

	CTD
	Cost to Date

	DBM
	Department of Budget and Management

	DLS
	Department of Legislative Services

	DoIT
	Maryland Department of Information Technology

	EAC
	Estimate At Completion

	ETC
	Estimate To Complete

	FF
	Federal Funds

	FY
	Fiscal Year

	GF
	General Funds

	GIS
	Geographic Information System

	IA
	Interagency Agreement 

	ISP
	Information Security Policy

	IT
	Information Technology

	ITAC
	Information Technology Advisory Council

	ITMP
	Information Technology Master Plan

	ITPR
	Information Technology Project Request

	MFR
	Managing for Results

	MITDP
	Major Information Technology Development Project

	MITDPF
	General Funds Appropriated for the Project and Accounted in the Major IT Development Fund

	MOU
	Memoranda Of Understanding

	O&M
	Operations and Maintenance

	OPO
	Office of Project Oversight

	OPM
	Oversight Project Manager

	PIR
	Project Implementation Request

	PMI
	Project Management Institute

	PPR
	Project Planning Request

	RF
	Reimbursable Funds

	SF
	Special Funds

	SDLC
	Systems Development Life Cycle

	TPC
	Total Planned Cost


6 Appendix A – ITMP Template
This template contains instructions, forms, and placeholder text to help produce an Agency ITMP.   Instructions are typically in italics.  Placeholder text is designated with brackets and blue highlighter (e.g., <sample placeholder>).  All placeholders must be removed prior to ITMP submission.  To aid in formatting, Word Styles have been defined and used throughout this template.    Prior to submission, remove pages 1 to 4 of this guidance document, so this page becomes page 1 of the Agency ITMP.
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Information Technology

Master Plan  

(ITMP)

for 
<insert Agency Name>
Fiscal Year 2016
6.1 ITMP Overview

This ITMP contains the following sections describing the Agency’s current and future information technology (IT) initiatives and status:    

All sections are required unless exempted by DoIT for this fiscal year.
· Section One - General information
· Section Two - Summary information about the Agency’s business functions, major goals and key strategies to achieve those goals

· Section Three - Information about the Agency IT strategic direction 

· Section Four - Agency IT portfolio 

· Section Five - 
Agency Six Year Report

· Section Six - Cyber Security compliance matrix

6.2 Section 1 – General Agency Information

	1. 
	Agency Name (ACRONYM)

Provide the full Agency name and acronym
	

	2. 
	Chief Information Officer (CIO) Name and Contact Information:
	

	
	Name
	

	
	Title
	

	
	Telephone Number
	

	
	Email address
	

	3. 
	Chief Financial Officer (CFO) Name and Contact Information
	

	
	Name
	

	
	Title
	

	
	Telephone Number
	

	
	Email address
	

	4. 
	ITMP Approved By

Provide the name, title and contact information of the Agency Executive Sponsor
	

	
	Name
	

	
	Title
	

	
	Telephone Number
	

	
	Email address
	

	5. 
	Plan Date

Provide the date the plan was approved by the Agency Executive Sponsor
	


6.3 Section 2 – Agency Business Functions, Goals, and Key Strategies 
Provide an executive summary of the Agency’s major business functions. List long, mid and short term goals and key strategies to achieve those major business functions.  Long term is considered longer than 5 years, mid-term is considered 2-5 years and short term is considered less than 2 years.  If this information is documented in an Agency strategic plan, then the Agency strategic plan may be attached in place of Section 2.

Executive Summary:

<insert executive summary text here>
6.4 Section 3 – Agency Strategic Direction
Topics in this section must be addressed in order.  
	1. 
	Summary of Agency IT Environment

The Agency’s “IT environment” consists of any and all elements supporting any information technology solutions, including:  personnel performing IT tasks, actual IT systems, the physical infrastructure that run these systems, controls over IT-related code and documentation, and governance of all these things.

	
	Background

Describe historical events that have had a significant impact on performance of the Agency’s mission and the IT architecture supporting the Agency’s core business activities.  Core business activities are those that either support or produce the Agency’s primary products and services.

	
	<insert text here>

	
	Drivers and Issues:  
Describe current events that are driving change in the Agency (e.g. federal/State laws, grants, etc.).  What are the critical issues the Agency is facing that impact its IT environment?  Have business processes and needs been re-evaluated recently and, if so, when?  How did the Agency’s IT environment factor into the evaluation:  superior, sufficient, lacking, non-existent, etc.?  

	
	<insert text here>

	
	IT Accomplishments:  
Describe the IT accomplishments that have contributed to the Agency’s mission.  Highlight positive impacts on Agency customers and overall business benefits to the State.  This section includes accomplishments realized over the last five years.

	
	<insert text here>

	
	IT Goals and Strategies:  
Describe the Agency’s IT goals, and strategies to achieve those goals, and how results will be measured.  Include any pertinent reference to Agency MFRs, StateStat statistics and existing Agency IT-related business plan goals.  List initiatives the Agency is undergoing to fulfill the goals and strategies.

	
	<insert text here>

	
	Agency Support of the State IT Master Plan:  
Discuss how each of the Agency’s IT initiatives supports the statewide Perpetual Objectives and Supporting Strategies.  Identify all categories that apply to the initiative (e.g. Statewide, Line-of-Business, Location Specific, Intra-Agency, and/or Inter-Agency).  

	
	<insert text here>

	
	Current Environment:
Briefly describe the current Agency IT environment.  

	
	<insert text here>

	
	IT Resources:  
Provide the number of full time dedicated IT staff along with a high level summary of each resource’s area of responsibility and expertise.  Indicate how many are contractual full time employees and how many are State employees.  Provide an organizational chart or narrative summary of your Agency IT department.  

	
	<insert text here>

	
	Future Environment:
Provide a summary of what the future Agency IT environment will look like, assuming successful completion of short and long-term IT goals.  Briefly describe how the resulting future IT environment will enable the Agency to more effectively and efficiently accomplish its mission and deliver service to customers.

	
	<insert text here>

	
	Methodologies:  
Describe Agency use of the Project Management Institute (PMI) methodology and use of the State’s Systems Development Lifecycle (SDLC) processes and templates. Describe any other project management methodologies currently being used and the results realized by their use.

	
	<insert text here>

	
	Governance:
Describe the Agency’s methods for governing IT projects and operations.  Include any oversight boards, processes and procedures supporting the State SDLC, and Agency operational processes.  

	
	<insert text here>

	
	Security:
Identify the actions that the Agency has taken to secure its IT infrastructure including actions the Agency has taken to secure sensitive information such as personally identifiable information (PII).  Discuss the Agency’s implementation of IT disaster recovery.  

	
	<insert text here>

	2. 
	Agency Certification of Compliance with State Nonvisual Access Regulations

	
	The Agency must certify that information technologies procured, and services provided, are compliant with State nonvisual access regulations (COMAR 17.06.02.01-.12).  The IT Nonvisual Accessibility regulations can be found at: http://www.doit.maryland.gov/  Search: Nonvisual Access.  

	
	By checking the box, the Agency certifies its compliance 




6.5 Section 4 – Information Technology Portfolio
Providing detail on the Agency’s IT portfolio helps support State IT strategic planning by providing a view of the State’s overall IT portfolio.  Print Section 4 contents and instructions to reference during data entry.
IT Portfolio Contents: 

· Baseline IT budget

· Current and planned IT Projects 
· Planned start and end dates for each project

· Perpetual Objective and Supporting Strategy targeted for each project

· Current State SDLC phase for each project (See Table 1 - State SDLC Phases)
· For solicitations related to an IT project, provide Contract Award (planned or actual)

· All current and planned Agency IT procurement activity.  Document the type of procurement (e.g. RFP, TORFP, IFB) as well as a schedule for planned procurement activities including, but not limited to, the following milestone dates: 

· Draft procurement kick-off 

· Procurement submission to DoIT for review

· Release procurement
· Begin proposal evaluation 
· Contract award

Table 1 - State SDLC Phases

	1 - Initiation
	4 - Requirements Analysis
	7 - Integration and Test

	2 - Concept Development
	5 - Design
	8 - Implementation

	3- Planning
	6 - Development
	9 - Operations and Maintenance (O&M)


IT Portfolio Scope

The Agency IT portfolio must include any current or planned future IT project meeting the following criteria: 
· MITDP
· Reminder: a project may be deemed an MITDP due to factors other than overall project size.  See the definition for an MITDP online at: http://doit.maryland.gov/policies/pages/mitdps.aspx
· Major enhancement (project) being completed under an O&M contract, 
· Current Memoranda of Understanding (MOU) or Interagency Agreements (IAs) in place that support an IT project, 
· Existing public-facing geographic information system (GIS) initiatives undertaken or already in place including the URL (e.g. Maryland Department of Natural Resources (DNR) “Maps and Map Data”  http://dnr.maryland.gov/gis/ )
Data Instructions
Use the following instructions to guide completion of the IT Portfolio.  Actual data requested varies by project or procurement type.  
SDLC Phase – 
Enter the SDLC phase as documented in Table 1 - State SDLC Phases
PIR Date –  
Enter the date listed on the Agency PIR approval letter (for MITDP in SDLC phases 5-8) 
Project Start Date - 
Enter the planned or actual project start date for the project.  If the project has halted and restarted, enter the start date on which the project restarted for the most recent of SDLC phases 1-4.  

Planned End Date - 
Enter the planned end date for the project including 1 full fiscal year of O&M beginning after the fiscal year in which the project ends.
PPR EAC $ - 
If in SDLC phases 1-4, enter the estimated cost at completion of Phase 4. If in SDLC phases 5-9, enter actual costs at completion of Phase 4.  
Project EAC $ - 
Enter the estimated cost at completion of the project including 1 full fiscal year of O&M.  Estimate at Completion (EAC) is the total updated estimated project cost, combining actual cost to date, plus planned expenditures for the remainder of the current fiscal year, plus planned expenditures for all remaining project years after current fiscal year.
CTD $ - 
Enter actual costs through end of FY14. This number should match entries in the Agency’s financial systems (e.g., ADPICS).
Project Description - 
Enter a short summary of the project.

Project Status - 
Enter a short analysis of the current state of the project as of the start of FY16.
Associated Contracts Enter the name of all contracts, including MOUs and IAs supporting the project to date. 

Funding Source - 
List all funding sources and dollar amounts for all years.  FY14 and earlier dollars must be actuals; FY15 must be approved amounts; FY16 dollars are proposed/requested values. Dollar amounts must match other Agency deliverables, including the DA-21 Over the Target Request for FY16. 
Note: A Project Planning Request (PPR) ITPR estimates the costs for SDLC Phases 1-4 only.  After receiving PIR Authorization from DoIT, the Project Implementation Request (PIR) ITPR estimates the costs for SDLC Phases 5-9.
* During the FY13 budget cycle, Legislature established language that requires approval of an Agency’s MITDP project funding request before an Agency can expend funds, for both the project’s planning and implementation phases.  This is known as the two-step Information Technology Project Request (ITPR) process.  The process to request approval for project planning, document the project’s attributes, and provide estimates of project schedule, funding and cost information was captured and began with the FY13 ITPR.  The FY16 ITPR Guidelines & Instructions can be found at the DoIT website at: http://doit.maryland.gov/, Search: “Agency ITPR”. (reference http://mlis.state.md.us/2011rs/bills/hb/hb0072e.pdf, page 51).
6.5.1 Baseline IT Budget

	Total FY15 IT Budget:  
	

	Requested FY16 IT Budget:  
	


The Agency IT Budget value must account for all dollars spent on IT-related items, including:  internal and external staff, hardware, network expenses, O&M, other IT services, plus any IT projects.
6.5.2 Current MITDPs (Commencing FY 15 or earlier)
This section contains information about MITDPs starting prior to FY15, including any project completing Year 1 of O&M during FY16.
Any numbers provided in this section must match other Agency documents including budget requests and ITPRs.

If no current projects exist, insert “<Agency name> has no current MITDPs.”

6.5.2.1 Project 1  FILLIN   \* MERGEFORMAT Name
Complete the table below for each MITDP that commenced in FY15 or earlier.  Use Word Style Heading 5 for each project name. (Copy and paste this blank table into each sub-section for current and future MITDPs)
	Project Name:  <insert project name>

	Project is an MITDP:  <insert Yes or No>

	SDLC Phase

(See Table 1 - State SDLC Phases)
	SDLC Phase 5 Start Date
(mm/dd/yy)
	Project Start Date

(mm/dd/yy)
	Planned End Date

(mm/dd/yy)
	PPR EAC $ 

(dollars)
	Project EAC $ 

(dollars)
	CTD 
$

(dollars)

	
	
	
	
	$
	$
	$

	Project Description:

	Project Status:

	Perpetual Objective Supported: check all that apply 

Consolidation
Interoperability

Standards


	Supporting Strategy Targeted: check all that apply
Facilitate Agency-specific responsibilities by helping enhance business processes
Demonstrate collaboration with other agencies in the deployment of technology
Support the Perpetual Objectives and Supporting Strategies of the State ITMP


	Type of Initiative: check all that apply 

Statewide
Intra-Agency

Line-of-Business
Inter-Agency

Location-Specific



	Associated Contracts, MOUs, or IAs associated with this MITDP:  

	Funding Source
	FY
(both FY15 & FY 16)
	Amount $
(approved for FY15, proposed for FY16)

	<enter one funding source per line per FY; if the project is MITDP, these should match the project ITPR>
	FY
	

	
	FY
	


6.5.3 Current Procurements

The following section describes all IT procurements greater than $25,000 that are in any stage between in-development through evaluation. 
If no current procurements exist, insert “<Agency name> has no current IT procurements.”

6.5.3.1 Current Procurement 1

Copy the following table for each current procurement.
	Procurement Title (include ADPICS number)
	<insert title> (<insert ADPICS number>)

	Procurement Type (RFP, TORFP, PORFP, IFB plus Fixed Price, Time and Materials, or describe other)
	

	Period of Performance

(include main period of performance and list option years available)
	<For example, 36 months plus two (2) one-year option years>

	Procurement Schedule

(insert procurement milestone dates)
	Draft procurement kick-off: <insert date and “Actual” if date is an actual date>
Submission to DoIT for review:

Release procurement: 

Begin proposal evaluation: 

Contract award:

	Associated with What IT Project
	<insert IT project name as it appears in this document, including MOU, IA or O&M projects>

	Projected Total Cost (include all option years)
	


6.5.4 Current MOU or Interagency Agreements
The following MOU or IAs are currently in effect for any IT –related activities or support.  List any MOUs or IAs regardless whether they support an MITDP.  
If no current MOU or IA exists, insert “<Agency name> has no current IT MOU or IAs.”

6.5.4.1 Current MOU/IA Number 1

Copy the following table for each current MOU or IA.
	Type of Agreement (MOU or IA)
	

	With Whom
	

	Cost 
	

	Term (include start and end dates)
	

	Scope
	

	List all Projects Utilizing the named MOU/IA and associated services Provided
	


6.5.5 Other IT Projects

This section describes other IT-related projects per the scope in Section 6.5, including major enhancements being completed under O&M Contracts and/or any current GIS projects.  

If no current “other” IT projects exist, insert “<Agency name> has no current other IT projects.”

6.5.5.1 Other Project Number 1

Copy and paste the above table for each “other” IT project.
	Project or System Name:  
	

	Brief Description:  
	

	SDLC Phase (See Table 1 - State SDLC Phases)
	

	Total Planned Cost (TPC)
	

	Project Estimate at Completion (EAC) Cost
	

	Planned/Actual Start Date:
	

	Planned/Actual End Date:
	

	URL (for existing GIS or other web systems)
	


6.5.6 Planned Future MITDPs (Commencing FY16)
This section contains information about any MITDP projected to start in FY16.
Any numbers provided in this section must match other Agency documents including budget requests and ITPRs.

If no planned future projects exist, insert “<Agency name> has no future MITDPs.”

6.5.6.1 Project 1 Name
Complete the table from below for each proposed FY16 MITDP.  Use Word Style Heading 5 for each project name. 

	Project Name:  <insert project name>

	Project is planned as an MITDP:  <insert Yes or No>

	SDLC Phase

(See Table 1 - State SDLC Phases)
	SDLC Phase 5 Start Date

(mm/dd/yy)
	Project Start Date

(mm/dd/yy)
	Planned End Date

(mm/dd/yy)
	PPR EAC $ 

(dollars)
	Project EAC $ 

(dollars)
	CTD 
$

(dollars)

	
	
	
	
	$
	$
	$

	Project Description:

	Project Status:

	Perpetual Objective Supported: check all that apply 

Consolidation
Interoperability

Standards


	Supporting Strategy Targeted: check all that apply
Facilitate Agency-specific responsibilities by helping enhance business processes
Demonstrate collaboration with other agencies in the deployment of technology
Support the Perpetual Objectives and Supporting Strategies of the State ITMP


	Type of Initiative: check all that apply 

Statewide
Intra-Agency

Line-of-Business
Inter-Agency

Location-Specific



	Associated Contracts, MOUs, or IAs associated with this MITDP:  

	Funding Source
	FY
(FY 16)
	Amount $
(proposed for FY16)

	<enter one funding source per line per FY; if the project is MITDP, these should match the project ITPR>
	FY
	

	
	FY
	


6.5.7 Future IT Procurements

The following section describes all IT procurements of a value of $25,000 or greater that are: planned for award that expect to utilize funds in FY16.

If no planned future procurements exist, insert “<Agency name> has no future IT procurements.”

6.5.7.1 Future Procurement 1

Copy the following table for each future procurement.
	Procurement Title (include ADPICS number if one exists)
	<insert title> (<insert ADPICS number>)

	Procurement Type (RFP, TORFP, PORFP, IFB plus Fixed Price, Time and Materials, or describe other)
	

	Period of Performance

(include planned main period of performance and list option years available)
	<For example, 36 months plus two (2) one-year option years>

	Procurement Schedule (insert procurement milestone dates)
	Draft procurement kick-off: <insert date and “Actual” if date is an actual date>
Submission to DoIT for review:

Release procurement: 

Begin proposal evaluation: 

Contract award:

	Associated with What IT Project
	<insert IT project name as it appears in this document, including MOU or O&M projects>

	Projected Total Cost (include all option years)
	


6.5.8 Future MOU or IAs

The following MOU or IA pertaining to IT currently are planned for FY16 or beyond.  

If no planned future MOU or IAs exist, insert “<Agency name> has no planned IT MOU or IAs.”
	Type of Agreement (MOU or IA)
	

	With Whom
	

	Cost 
	

	Term (include start and end dates)
	

	Scope
	

	List all Projects Utilizing the named MOU/IA and associated services Provided
	


6.5.9 Other Future IT Projects

This section describes planned future “other” IT-related projects per the scope in Section 6.5, including major enhancements being completed under O&M Contracts and/or any current GIS projects.  

If no planned future other IT projects exist, insert “<Agency name> has no planned other IT projects.”

	Project or System Name:  
	

	Brief Description:  
	

	SDLC Phase (See Table 1 - State SDLC Phases)
	

	Total Planned Cost (TPC)
	

	Project Estimate at Completion (EAC) Cost
	

	Planned/Actual Start Date:
	

	Planned/Actual End Date:
	

	URL (for existing GIS or other web systems)
	


6.6 Section 5 - Six Year IT Project Outlook
The Department of Legislative Services (DLS) requires DoIT to submit a projection for all Agency projects that may request funds for FY2016 through FY2021 in a Six-Year IT Project Outlook Report.  The Six-Year IT Project Outlook Report includes any projects within the six year horizon that are expected to be within SDLC Phases 1 through 9 (Initiation through O&M), including any planned projects that have not yet begun SDLC Phase 1 (Initiation).  
The following data is required to be included in the report, beginning in in Section 6.6.1:

Project name – 
enter the name of the project (if project is listed in Section 4, the names must match)
Brief description –
enter a brief description of the project (if project is listed in Section 4, the descriptions must match)
Project Data by Fiscal Year – 

Fiscal Year –
If the project is an MITDP that has not yet started phases 5-9, enter as much as is known.  Do not delete years from the table.
Funding Source –
GF = General Funds
RF = Reimbursable Funds
SF = Special Funds
FF = Federal Funds
MITDPF = General Funds appropriated for the project and accounted for in the Major IT Development Fund
N/A = the project or system is projected to be closed out prior to a fiscal year
Estimated Project SDLC phase – List all phases expected to be partially performed during the fiscal year. Estimate for all projects unless the project is projected to be closed out prior to a fiscal year (enter “N/A” if this occurs).
Estimated Expenditures – Enter estimated dollars for the fiscal year and funding source.  Enter “TBD” for an MITDP not starting Phase 5 before FY16.  Enter “0” if the project is projected to be closed out prior to a fiscal year.
Total Estimated Cost – Estimated cost through the 6 year outlook period  
6.6.1 Six Year IT Project Outlook
Complete the table below for each IT project or system expected to require funds in fiscal years 2016 through 2021.  
6.6.1.1 <insert Project Name 1> (Use Word Style Heading 3 for each project)
	Project Name
	<insert project name>

	Brief Description
	<insert brief description>

	Fiscal Year 
	Funding Source 
(one line per source per FY; GF, RF, SF, FF, MITDPF or N/A)
	Estimated SDLC Phase 
(See Table 1 - State SDLC Phases)
	Estimated Expenditures 
(Dollars)

	2016
	
	
	$


	2017
	
	
	$


	2018
	
	
	$


	2019
	
	
	$


	20120
	
	
	$


	2021
	
	
	$


	
	
	Total Estimated Cost
	$



6.6.1.2 Example Project 1 

	Project Name
	Example Project 1

	Brief Description
	Replace existing legacy system with COTS budgeting software.  

Assumes that only SDLC phases 1-4 are identified (corresponds to MITDP Project Planning Request (PPR)) 

	Fiscal Year 
	Funding Source 
(one line per source per FY; GF, RF, SF, FF, MITDPF or N/A)
	Estimated SDLC Phase(s) 
(See Table 1 - State SDLC Phases)
	Estimated Expenditures 
(Dollars)

	2016
	RF
	1 - Initiation, 2 - Concept Development, 3- Planning, 4 - Requirements Analysis
	$ 
1,000,000

	2017
	RF
	5 - Design, 6 - Development
	$
TBD

	2018
	RF
	6 – Development, 7 - Integration and Test
	$
TBD

	2019
	RF
	8 - Implementation
	$
TBD

	2020
	RF
	9 - Operations and Maintenance (O&M) – Year 1
	$
TBD

	2021
	RF
	9 - Operations and Maintenance (O&M)
	$
TBD

	
	
	Total Estimated Cost
	$
1,000,000


6.6.1.3 Example Project 2 

	Project Name
	Example Project 2

	Brief Description
	Replace existing legacy system with COTS budgeting software.  

Assumes that only SDLC phases 1-9 are identified (corresponds to an MITDP that has progressed to the Project Implementation Request (PIR)) 

	Fiscal Year 
	Funding Source 
(one line per source per FY; GF, RF, SF, FF, MITDPF or N/A)
	Estimated SDLC Phase(s) 
(See Table 1 - State SDLC Phases)
	Estimated Expenditures 
(Dollars)

	2016
	RF
	1 - Initiation, 2 - Concept Development, 3- Planning, 4 - Requirements Analysis
	$ 
1,000,000

	2017
	RF
	5 - Design, 6 - Development
	$
1,500,000

	2018
	RF
	6 – Development, 7 - Integration and Test
	$
1,500,000

	2019
	RF
	8 - Implementation
	$
1,500,000

	2020
	RF
	9 - Operations and Maintenance (O&M)
	$
1,000,000

	2021
	N/A
	N/A
	$
N/A

	
	
	Total Estimated Cost
	$
6,500,000


6.7 Section 6 - Maryland IT Security Policy Compliance
6.7.1 Objective 

The objective for ITMP Section 6, Maryland IT Security Policy Compliance, is to ensure each agency has a documented security plan and procedures to comply with the Maryland Information Security Policy (MD ISP) and current legislation, Chapter 304/SB 676, a product of the 2013 Legislative session.  

For the 2016 FY ITMP, the State is most concerned with information systems containing personally identifiable information (PII), but also the importance of safeguarding protected health information (PHI) and other sensitive/confidential data.  However, as technology systems and data contained therein are so critical to efficient and effective agency operation, it is critically important that all agencies apply good information security processes including system categorization, risk assessment and compliance to requirements delineated in the MD ISP and State Law.
6.7.2 Background

DoIT requires each State agency under its jurisdiction to annually submit an IT security plan or documented security procedures that address key areas of the MD ISP and State Law.  This requirement was instituted in response to the Data Security Performance Audit (conducted from May 2011 to February 2012), and current legislation (Chapter 304/Senate Bill 676 – Government Procedures – Security and Protection of Information, 2013 Session). 
The current MD ISP is located on-line at: http://doit.maryland.gov/Publications/DoITSecurityPolicy.pdf.
Current State Law, Chapter 304/Senate Bill 676 – Government Procedures – Security and Protection of Information, 2013 Session, is located on-line at:
http://mgaleg.maryland.gov/2013RS/Chapters_noln/CH_304_sb0676t.pdf.

6.7.3 Definitions

· PII – Personally identifiable information is defined as data elements such as an individual’s name combined with any one of the following; social security number, driver’s license number, financial, tax or health records.
· Information System containing PII data – any State of Maryland automated system that processes, stores, or transmits PII data via any means. 
6.7.4 ITMP Section 6 Submission Requirements

DoIT requires each Agency to submit the following as part of its annual ITMP:  

1. Agency inventory of any information systems containing personally identifiable information (PII). See Appendix B for inventory format.
a. If your agency does not maintain or control any systems with PII, provide a statement indicating that fact.

b. The inventory shall be created and maintained as a separate document from the  ITMP.

c. The inventory shall be updated annually.

d. The inventory shall be certified as accurate within 60 days of ITMP submission by the agency Chief Information Officer, Chief Information Security Officer or authorized point of contact (as provided below in 6.7.6).  

2. Evidence of measures to demonstrate compliance with IT security common controls as defined in MD ISP Sections 3, 5 & 6.  This can be accomplished by one of two methods :

a. An existing, approved IT security plan meeting the following requirements:

i. Plan clearly identifies the agency’s Chief Information Officer, Chief Information Security Officer or authorized point of contact (as provided below in 6.7.6),

ii. Plan clearly indicates the authorizing authority who approved the security plan,

iii. Plan has been reviewed and revised within the past year,

iv. Plan addresses all common controls listed in MD ISP Sections 3, 5, & 6.

v. If such documentation is not complete, not current, or not approved, the “Information Technology Security Plan (ITSP)” template must be fully completed.  
b. A completed “Information Technology Security Plan (ITSP)” template.  The ITSP may be found on-line at the State Information Technology Security Policy and Standards web page:
http://doit.maryland.gov/support/Pages/SecurityPolicies.aspx
6.7.5 Agency Exemptions

Any agency with no systems containing confidential data as defined above must still provide a statement indicating that fact.
6.7.6 Agency Security Plan Point of Contact
Insert the name of the individual who is the Agency’s point of contact for security-related matters.    This individual is responsible for ensuring the accuracy of the security-related information submitted with the ITMP.

	Name
	<insert Point of Contact’s Name>

	Role
	<insert Point of Contact’s Role>

	Title
	<Title>

	Agency
	<Agency Name>

	Email address
	< email address

	Phone number
	< phone number>


7 Appendix B – Complete System Security Inventory of PII Systems
7.1 System Security Inventory Scope

The system security inventory documents all automated information systems associated with the agency that contains PII. 
Examples of assets associated with automated information systems that contain PII include: 
· Information assets: databases and data files, system documentation, user manuals, training material, operational or support procedures, disaster recovery plans, archived information; 
· Software assets: application software, system software, development tools and utilities
· Physical assets: computer equipment (processors, monitors, laptops, portable devices, tablets, smartphones, modems), communication equipment (routers, PBXs, fax machines, answering machines), magnetic media (tapes and disks), other technical equipment (uninterruptible power supplies, air conditioning units), furniture, accommodation; and
· Services: computing and communications services, general utilities, e.g. heating, lighting, power, air-conditioning
A complete inventory shall include a unique system name, a system owner, a security classification and a description of the physical location of the asset. See the MD ISP for all system security inventory requirements.
	Num.
	Unique Name of information system containing PII 
	System Business Owner (Name and Title)
	Security Classification

(Public, Confidential)
	Description of the Service the System Supports
	Date of Most Recent System Authorization (ex. C&A, IV&V, Authorization to Operate, etc.)
	Location of System
(Include externally hosted systems as well as assets containing system backups)

	1. 
	
	
	
	
	
	

	2. 
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