
Web Leads monthly meeting 
July 23, 2025 



Welcome and kickoff 
Marcy Jacobs - marcy.jacobs@maryland.gov 

mailto:marcy.jacobs@maryland.gov


Agenda 

● Welcome and kickoff 
● SharePoint ‘Toolshell’ vulnerability 
● Maryland CMS migration roadmap and 

expectations 
● Accessibility policy update 
● New Playbook plays 
● Spotlights: 

○ DVMF: Improving UX and Content 
○ Code for America recap 

MDDS / DoIT Presenters 

● Marcy Jacobs: DoIT Dep. Sec., CDXO 

● James Saunders: MD CISO 

● Andrew Drummond: Dir., Accessibility 

● Andrew White: Information Architect 
● David Holmes: Sr. Dir., Engineering 

● Hilary Shutak: MEWS Pgm. Mgr. 
● Jeffrey Pass: Sr. Dir., Web Experience 

● Elizabeth Hunt: Sr. UX/Service Designer 
● Syed Azeem: Dir. of Platforms 

Lullabot Presenters 

● Laura Donelan: Sr. Technical Proj. Mgr. 
● Brenna Love: Sr. Technical Proj. Mgr. 
● Darren Petersen: VP of Projects 

● Matthew Tift: Lead Engineer 



James Saunders (State CISO) 
David Holmes - david.holmes@maryland.gov 

SharePoint ‘Toolshell’ vulnerability 
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SharePoint ‘Toolshell’ Vulnerability 

• What happened 

• What have we done in response 

• What is the risk to agencies 

• How would agencies know if you have been impacted 

• What can/should agencies be doing 

If you have any questions or concerns, please contact your agency or organization's 
Information Security Officer (ISO) and the ISO Program at state.iso@maryland.gov. 

mailto:state.iso@maryland.gov


Maryland CMS migration 
roadmap and expectations 

MDDS: 
● Jeffrey Pass - 

jeffrey.pass@maryland.gov 
● Hilary Shutak - 

hilary.shutak@maryland.gov 

Lullabot: 
● Laura Donelan - 

laura.donelan@lullabot.com 

● Matthew Tift - 
matthew.tift@lullabot.com 

● Brenna Love - 
brenna.love@lullabot.com 

● Darren Petersen - 
darren.petersen@lullabot.com 

mailto:darren.petersen@lullabot.com
mailto:brenna.love@lullabot.com
mailto:matthew.tift@lullabot.com
mailto:laura.donelan@lullabot.com
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Drupal Security 

● Dedicated Security Team 
● Regular security updates 
● Open-source transparency 
● Secure coding standards 
● Robust access control and permissions 
● Security-focused modules 



Introductions 

Hilary Shutak 
Program and Project Manager 
(MDDS) 

Laura Donelan 
Sr. Technical Project Manager 
(Lullabot) 



Goals for today… 

● Recap 
● Migration roadmap update and process 
● What can you do now to get ready? 



Recap 

Our Charge 
● Gov. Moore - transform Maryland’s digital experience to meet the needs of residents 
● User Centered - use human-centered design to achieve agency & constituent goals 
● Accessible - ensure equal access 
● Reduce Cost, Increase Security - modern, secure, and centralized solutions 

Our Challenges 
● ~117 DoIT-hosted sites (and ~551k artifacts) 

○ Loss of Sharepoint platform support after June 2026 
○ Total web pages: ~43k 
○ Total PDFs: ~261k (most not accessible) 
○ Total Other Artifacts (images, docs, CSS) ~289.2k 

● We’re launching the new Maryland.gov and basic (phase I) Drupal CMS this fall, and 
we need to work together to meet our goals, cut costs, and shorten our timeline 

https://Maryland.gov


Draft Migration Roadmap for 
DoIT-Hosted Sites 

Agency migrations 
continue 

Q4 FY 2025 FY 2026 - 2027 

Maryland.gov launch & 
phase I Drupal 
platform built 

First wave of 
agency migrations 
begin 

Small Sites (63) 

Total artifacts: 1-1,499 

Supported by MDDS 

Medium-Large Sites (25) 

Total artifacts: 1,500-9,999 

Supported by MDDS, vendor 
partner (Lullabot, contractuals, 

other), or combo 

Very Large Sites (29) 

Total artifacts: 10,000+ 

Support determined on a 
case-by-case basis 

Your migration could look like: 

Drupal platform 
development continues 



Migration process 

● We are partners! 

● Agency active participation and timely responses 
are required to stay on schedule 

○ Small to medium-sized sites - schedule is typical 
○ Large sites - schedule will be reviewed case-by-case 



Week 0 - Pre-kickoff 

● All teams will will have some homework to 
prepare for the kickoff 

● MDDS and our vendor partners will be: 
○ Inventorying and reviewing your site 
○ Pulling available site usage data 
○ Preparing for the kickoff 

Agency Role: 

● Gather your team 

● Identify what works 
well? Pain points? 

● Identify content and 
assets you must keep 
(PDFs, documents, 
images, plus any 
legislative or regulatory 
requirements) 

● Begin remediating 
assets for accessibility 



Weeks 1 & 2 

● Kickoff meeting 
● Discuss your goals, audience, and navigation 
● Begin review of your current pages and assets 

(Content Audit Workbook) 
● Begin review your new information architecture 

and top-level sitemap (Content Matrix) 

Agency Role: 

● Attend meetings 

● Review and work 
through content audit 
workbook 

● Provide input on new 
information 
architecture (IA) and 
top-level sitemap 



Content Audit Workbook example 



Content Matrix example 



Week 3 

● Finalize Content Audit Workbook 
● Continue review of Content Matrix 
● Begin migration planning 
● Begin exploring and training in the Drupal 

environment 

Agency Role: 

● Attend meetings 

● Complete content audit 
workbook 

● Review and provide 
input on content matrix 

● Begin onboarding into 
the Drupal environment 



Weeks 4+ 

● Finalize Content Matrix 
● Continue migration planning 
● Review homepage mockup 

Agency Role: 

● Attend meetings 

● Approve content matrix 

● Provide input on 
homepage mockup 



Content Migration 

● Finalize migration plan 
● Review, edit, and rewrite content 
● Migrate content 
● Finalize redirect map 
● Plan for long-term content maintenance 

Agency Role: 

● Review, edit, and 
rewrite content 

● Migrate select content 

● Approve redirect map 

● Identify long-term 
owner to maintain your 
content/website 



What you can do now 
Pre-kickoff activities to focus on 



Gather your team 

● Gather & document accurate stakeholder information 
● Decision makers 
● Subject matter experts 
● Content managers 



Identify successes & pain points 

● Ask your stakeholders: 
○ What is working well? 

○ What are your known pain points? 

● What feedback are you hearing through your call center? 
● What problems are you seeing with submitted forms? 

○ Are instructions unclear? 

● Has research been done? 
● Are there regulations & legislative requirements for your 

content? 
○ What content are you required to keep on your site? 
○ For how long? 



Clean up your content 

● Identify content (pages, files, images) you must keep. Only keep content 
that is: 

○ Required by law, regulation, or policy 
○ Current and timely 
○ Accessible 
○ Unique 
○ Accurate 
○ Relevant (aligned with a user need or task) 
○ Receives high traffic and engagement 

● Make edits to existing content 
● Remediate documents for accessibility 
● Subject matter experts are responsible 



Questions? 



Accessibility update 
Andrew Drummond - andrew.drummond2@maryland.gov 

mailto:andrew.drummond2@maryland.gov


ADA Title II Final Rule 

• On April 24, 2024, the Department of Justice (DOJ) released its final rule on Title II of the 
Americans with Disabilities Act (ADA) 

• Title II requires state and local governments to make sure that their services, 
programs, and activities are accessible to people with disabilities 

• All state and local government websites and mobile applications must conform to WCAG 
2.1, Level AA standards by April 24, 2026 

Agencies are responsible for the accessibility of their content. 
Your agency (and the state) could be sued for inaccessible content after 4/24/26. 

Start with removing as many files as possible that are no longer helpful or relevant. 



ADA Title II Exceptions 

Exceptions: 
• Archived web content 
• Pre-existing conventional electronic documents 
• Third party content that is posted outside contractual or other legal arrangement made 

with the government entity 
• Individualized documents that are password protected 
• Pre-existing social media posts 



Archiving Electronic Documents & Content 

● For DoIT managed sites we will be working with agencies to create dedicated agency 

archive page(s) with specific guidance to aid with ADA compliance 

● For Non-DoIT managed sites, DoIT will provide specific guidance to assist with the 

creation of compliant site archives 

● Interim guidance will be released shortly to discuss clearing ROT documents and content 



DSCI Service Members & Internships 

● An affordable way to add accessibility focused staff to your agency 

● Build capacity within your agency around document remediation 

● DoIT and MDoD will provide accessibility-related professional development for 

any potential new hires 



Application Testing Requirements 

● The requirements template will be completed by the requesting agency 

● Information shared with MDDS will better prep the team to test your web 

or mobile application 

● Coming in August 



PDF Hackathon 

● MDDS will be hosting the state’s first accessibility hackathon 

● PDF remediation training provided to agency teams 

● Teams and individuals once trained will compete against each other to see how many 

pages they can clear 

● Event to be held at the State House in Annapolis 

● Coming this fall - exact date TBC 



New Digital Playbook content 
Elizabeth Hunt - elizabeth.hunt1@maryland.gov 
Jeffrey Pass - jeffrey.pass@maryland.gov 
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New section - Digital standards 

digital.maryland.gov 

Principles = the “why”. The 
foundation for what we do 

Design System = the “what”. 
The experience we want to 
provide for constituents 

Digital standards = the “how”. 
The nuts and bolts of how to 
manage a State of Maryland 
website 



New section - Digital standards (detail) 

digital.maryland.gov 

Articles and how-to guides 

Content to help you optimize 
your site – to improve its 
content, design, accessibility, 
and usability 



Digital standards - How-to guide 

digital.maryland.gov 

Topic: A specific State 
process or procedure 

Format: Step-by-step 
instructions 



Digital standards - Article

digital.maryland.gov 

Topic: A specific subject 
within the larger categories of 
technology, content, design, 
accessibility, or usability 

Format: Non-sequential 
guidance 



Digital standards - Future 

digital.maryland.gov 

Many more articles and how-to 
guides to help you optimize 
your websites. 

If you have a suggestion for an 
Article or How-to Guide, email 
Elizabeth Hunt at 
elizabeth.hunt1@maryland.gov 

mailto:elizabeth.hunt1@maryland.gov
https://digital.maryland.gov


Spotlight: 
Improving UX and Content 
Andrew White - andrew.white1@maryland.gov 

mailto:andrew.white1@maryland.gov


New Drupal site + hosting, Drupal 
training, some migration support, 
limited custom development 

Sitemap, homepage + other 
mockups, moderate content 
support, some user research 

Kickoff survey, user interviews, 
strategy workshops, and/or other 
research activities 

Kickoff survey and/or stakeholder 
interviews 

Sitemap, homepage mockup, 
limited content support, 
limited user research 

New Drupal site + hosting, Drupal 
training, limited migration support, 
no custom development 

Implementation, content 
migration, and training User experience & content Discovery & strategy 

Large Scale 

Small Scale 

Sample Project Process 



Sitemap, homepage + other 
mockups, moderate content 
support, some user research 

Sitemap, homepage mockup, 
limited content support, 
limited user research 

User experience & content 

Large Scale 

Small Scale 

What does this phase look like? 

We want to answer: 

How will content on the site be organized and labeled? 

How will visitors navigate from page to page? How will key 
pages work? 

What copy and content will go into the new site? 

What content will be retired, rewritten in plain language or 
made accessible? 



Project Spotlight: DVMF 

The Department of Veterans and Military Families 
provides access to critical services, including healthcare, 
financial assistance, disability assistance, and 
educational/employment support. 

With partnership between DVMF, USDR and DoIT, a new 
website will make it easier for veterans and their families 
to receive benefits. 

Phase 3 of this project started in April, with a focus on 
User Experience and Content. 



Step 1: Baseline IA 

The Baseline Information Architecture (IA) shows how 
content on your website will be organized and labeled in 
the site header and footer. 

For DVMF: 

● Focused site around top tasks for Veterans 
● Reduced total pages by 50% 
● Categorized key benefits and services using plain 

language rather than insider terminology 
● Added “portal pages” for supporting secondary 

audiences 



Step 2: Mockups 

Mockups provide a visual of what your site may look like 
and how it will work, to set the stage for creating content. 
They may be grayscale wireframes to focus on how it 
works, or may be a full color representation of the exact 
look and feel. 

For DVMF: 

● Provided personalization (who am I? and what do I 
want to do?) on the Homepage 

● Highlighted critical support services for those in 
need 

● Simplified the amount of words for scannability 



Step 3: Full Sitemap 

The full sitemap is a detailed spreadsheet that lists every 
page on your new site, using the Baseline IA as a starting 
point. The sitemap also includes recommendations for 
pages to retire, create or consolidate. 

For DVMF: 

● Reduced total pages from 106 to 53 (50%) 
● Built a sitemap for copywriting and content migration 

tracking 



Step 4: Content 

Once the sitemap is approved, we create documents to 
outline the copy and website widgets that will be included 
on each page. Content creation will be owned by a 
combination of your agency, MDDS and/or a vendor. 

For DVMF: 

● Wrote all pages using plain language best practices 
● Batched copy for weekly review 
● Collaborated between subject matter experts to 

balance simplicity with accuracy 



Step 5+: Research 

User feedback is valuable! We may recommend any 
variety of user research activities, including card sorts, 
tree tests, usability testing, and more. 

For DVMF: 

● Usability testing happened in Phase 2 on an early 
prototype 

● Recommendations were incorporated into the Phase 
3 Baseline IA and Mockups 



What does this mean for my agency? 

Each of these steps will be a part of your site’s redesign. 

The extent of each may vary depending on your site’s size and complexity. 

Don’t worry. We’ll guide you through each activity with your agency’s stakeholders 
and goals in mind. 



Q&A and discussion 



Future meeting schedule (subject to change, bold indicates in person) 

Web Leads Meeting 

August 12th, 12:30-2 pm (in person, Crownsville) 

September 17th, 12-1:30 pm (virtual) 

October 14th, 12:30-2 pm (in person, Crownsville) 

November 19th, 12:30-2 pm (virtual) 

December 9th, 12:30-2 pm (in person, Crownsville) 

MDDS/Web Leads 
Open Office Hours 

August 1, 9:00 am (virtual) 



Thank you 
See you August 12th (in Crownsville) 

Feedback Survey 

Survey link https://docs.google.com/forms/d/e/1FAIpQLSeaLPQqTdaGCWbauXDtTslYOm7TMRaDkeS6dhEblkpjf6wTSg/viewform?usp=sharing&ouid=102462883119528328330 

https://docs.google.com/forms/d/e/1FAIpQLSeaLPQqTdaGCWbauXDtTslYOm7TMRaDkeS6dhEblkpjf6wTSg/viewform?usp=sharing&ouid=102462883119528328330
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	How will visitors navigate from page to page? How will key pages work? 
	What copy and content will go into the new site? 
	What content will be retired, rewritten in plain language or made accessible? 
	User experience & content 
	Project Spotlight: DVMF 
	The Department of Veterans and Military Families provides access to critical services, including healthcare, financial assistance, disability assistance, and educational/employment support. 
	With partnership between DVMF, USDR and DoIT, a new website will make it easier for veterans and their families to receive benefits. 
	Phase 3 of this project started in April, 
	Phase 3 of this project started in April, 
	with a focus on 

	User Experience and Content
	. 


	Step 1: Baseline IA 
	The Baseline Information Architecture (IA) shows how content on your website will be organized and labeled in the site header and footer. 
	For DVMF: 
	● 
	● 
	● 
	Focused site around top tasks for Veterans 

	● 
	● 
	Reduced total pages by 50% 

	● 
	● 
	Categorized key benefits and services using plain language rather than insider terminology 

	● 
	● 
	Added “portal pages” for supporting secondary audiences 


	Step 2: Mockups 
	Mockups provide a visual of what your site may look like and how it will work, to set the stage for creating content. They may be grayscale wireframes to focus on how it works, or may be a full color representation of the exact look and feel. 
	For DVMF: 
	● 
	● 
	● 
	Provided personalization (who am I? and what do I want to do?) on the Homepage 

	● 
	● 
	Highlighted critical support services for those in need 

	● 
	● 
	Simplified the amount of words for scannability 


	Step 3: Full Sitemap 
	The full sitemap is a detailed spreadsheet that lists every page on your new site, using the Baseline IA as a starting point. The sitemap also includes recommendations for pages to retire, create or consolidate. 
	For DVMF: 
	● 
	● 
	● 
	Reduced total pages from 106 to 53 (50%) 

	● 
	● 
	Built a sitemap for copywriting and content migration tracking 


	Step 4: Content 
	Once the sitemap is approved, we create documents to outline the copy and website widgets that will be included on each page. Content creation will be owned by a combination of your agency, MDDS and/or a vendor. 
	For DVMF: 
	● 
	● 
	● 
	Wrote all pages using plain language best practices 

	● 
	● 
	Batched copy for weekly review 

	● 
	● 
	Collaborated between subject matter experts to balance simplicity with accuracy 


	Step 5+: Research 
	User feedback is valuable! We may recommend any variety of user research activities, including card sorts, tree tests, usability testing, and more. 
	For DVMF: 
	● 
	● 
	● 
	Usability testing happened in Phase 2 on an early prototype 

	● 
	● 
	Recommendations were incorporated into the Phase 3 Baseline IA and Mockups 


	What does this mean for my agency? 
	L
	LI
	Each of these steps will be a part of your site’s redesign. 

	LI
	The extent of each may vary depending on your site’s size and complexity. 

	LI
	We’ll guide you through each activity with your agency’s stakeholders and goals in mind. 
	Don’t worry. 



	(subject to change, bold indicates in person) 
	Future meeting schedule 

	Web Leads Meeting 
	August 12th, 12:30-2 pm (in person, Crownsville) 
	September 17th, 12-1:30 pm (virtual) 
	October 14th, 12:30-2 pm (in person, Crownsville) 
	November 19th, 12:30-2 pm (virtual) 
	December 9th, 12:30-2 pm (in person, Crownsville) 
	Thank you 
	See you August 12th (in Crownsville) 
	Feedback Survey 
	Feedback Survey 

	Survey link 
	Survey link 
	https://docs.google.com/forms/d/e/1FAIpQLSeaLPQqTdaGCWbauXDtTslYOm7TMRaDkeS6dhEblkpjf6wTSg/viewform?usp=sharing&ouid=102462883119528328330 
	https://docs.google.com/forms/d/e/1FAIpQLSeaLPQqTdaGCWbauXDtTslYOm7TMRaDkeS6dhEblkpjf6wTSg/viewform?usp=sharing&ouid=102462883119528328330 
	https://docs.google.com/forms/d/e/1FAIpQLSeaLPQqTdaGCWbauXDtTslYOm7TMRaDkeS6dhEblkpjf6wTSg/viewform?usp=sharing&ouid=102462883119528328330 
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