NASPFO ValuePoint

: NASPO
PARTICIPATING ADDENDUM '

ValuePoint

CLOUD SOLUTIONS 2016-2026
Lead by the State of Utah

‘Master Agree.ment #: AR2490
» Contractor . Strategic Commumcatlons LLC

F’amclpatlng Entlty STATE OF MARYI.AND

The foi!ow}ng products or servicas are inciuded | |n this contract portfolio: All products and -
accessories listed on the Contractor page of the NASPO ValuePoint websiie. .

Master Agreement Terms and Conditions: .

1. Scope: This addendum covers Cloud Solutions lead by the State of Utah for use by state
agencies and other entities located in the Partxczpat:ng State authorized by that Stale's
gatutes to utilize State contracts with the prior approval of the State's Chief Pracurement

fficial

2. Partic!gatio Th:s NASPO ValuePoini Master Agreement may be used by il State of
.Matyland entlties authonzed to use statewide contracts in the State of Maryland. Issues of
interpretation ahd eligibility for participation are solély within the authority of the State Chief
Procurement Official.

3. Access to Cloiid Solutions Sen}:ées'Régﬁires State CIO Aggkovél Unless otherwise
stipulated in this Participating Addendum, specific services accessed through the NASPO

ValuePoint cooperative Master Agreements for Cloud Solutions by state agencies or entities
are subject to the authority and prior approval of the Secretary of Information Technology or
deSIgnee

4. ?rimam Contact The primary contact indlwduafs for this Pamcrpatmg Addendum are as
follows (or thelr named successors); - ©

Contractor
: Name: | Strategic Communications, Blake Kelly
_Address:. | 310 Evergreen Road, Louisville KY-40243

_Telephone: | 616-304-0319 (Direct)/502-493-7234 (Main)

Fax; nla
Emall: - | naspo@yourstrategic.com .
Participating Entity - S - -
Name: ' | Department of Information Technology, Ramesh Manian, Director Cloud Services

Address: 100 Community Place, Crownsvi!ta MD 21032

Telephone: | 301-237-1680 (M)
Fax; nfa . -

fland.gov

Email.

5. AFFIDAVITS. The following affidavits are hereln incorporated by reference. These
affidavits must be completed and submitted with a signed copy of this Contract.
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NASPO ValuePaoint
PARTICIPATING ADDENDBUNM

CLOUD SOLUTIONS 201 6-2026
Lead by the State of Utah - .

NASPO

ValuePoint

A. ‘Proposal Affidavit. See link at: hftg‘:llgrocurement._mem}and,gov!wg-
- content/uploads/sites/12/2018/04/AltachmentC-Bid _Proposal-Affidavit.pdf,

B Contract Affidavit.. See link at http:/procurement.marvland.qoviwp-
- content/uploads/sites12/2018/04/Attachment-N-Contrac fﬂdav;t gf. -

' C Conflict of Intérest Affidavit and Disclosire. See link at

ttgs [forocurement.maryland.qoviwp-

: contentlup!oadsfsﬂesﬁ 2!201 8!05!AttachmentH Conﬂict~0f—interestAfﬁdawt .pdf,

6. Part:cigat ng Entltz Modtf’ cations Or Additions To The Master Agreement

These modificat:ons or add!tzons appty oniy to acnons and relationships within the Parficipating '

_Entlty

Particlpatmg Entlty must check one of the boxes beiow

L] No changes to the terms and cond:tions of the Master Agreement are requ!red

{x] The following changes are modlfyxng or suppiementmg the Master Agreement terms and

condlttons

See attached Exh!bttA State of Maryiand Terms and Gondztlons

iN WETNESS WHEREQF the parties have executed ihiS Addendum as of the date of executlon

LI

by both partiés below,

Participatirig Entity: Departmant of General
Services

' Contractor. Strategic Communications

Signature

Signature

/527@/&/5

"1'Name: Palge Reh

Tltfe HR Dfrector & Confracts Administrator

Gate 5-7/,/23

' Date 03]1 4/2022

Approved as to form and legal sufficiency this 22

Hocared Faw

[Additional signatures may be added if required by the Pammpatmg Entity]

day of March, 2022
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https://procurement.maryland.gov/wp
http://procureijjelit.marylarid.gov/wp
http://procurement.marvland.gov/wp

NASPO ValuePaint :
PARTICIPATING ADDENDUM

CLOUD SOLUTIONS 2016-2026
Lead by the State of Utah -

For questions on executing a participating addendum, please contact:

NASPO ValuePoint
Cooperat[ve Development Coordinator: Shannon Befry
‘Telephone: 775-720-3404 .
‘Email: sberrv@nasgovaluegomt ord

NASPO

ValueF

fo

Please eman' fuﬂy executed PDF copy of this document

PA@naspovaluepoint.org

to support documentation of participation and posting
in appropnate data bases.
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A, AUTHORITY

-+ 1 hereby affirm that I, PaipeReh: - - .(name . of affiant}) am the
_HR Director & Contragts Admin (t:tle) and duiy . authorized”  representative  of
Strategic Communications, LL.C " (name of business entity) and that T possess the legal

authority to make this affidavit on behalf of the business for which I am acting,
B.’ CERTII‘ICATION REGARDING COMMERCIAL NONDISCRIMATION

The unders:gned Ridder/Offeror hereby certifies and agrees that the follomng infomation is
correct: In preparing its Bid/proposal on this project, the Bidder/Offeror has considered all
Bxd{proposals submitted from quahﬁed potential subcontractors and suppliers, and has not engaged
in “discrimination” as defined in § 19-103 of the State Finance and Procurement Arficle of the
Annotated Code of Maryland. “Discrimination” means any disadvantage, difference, distinction, or
preference in the solicitation, selection, hiring, or commercial freatment of a vendor, subcontractm,
or commercial customer on the basis of race, color, rehgmn angestry, or national origin, sex, age,
marital statys, sexual orientation, sexual Idennty, genetic information or an mdmdual’s refisal to
submit to a genetic test or make available the results of a genetic test, disability, or any otherwise
unlawful use of characteristics regarding the vendor’s, supplier’s, or commercial customer’s
employees or owners. “Discrimination” also includes refaliating against any person or other entity.

" for reporting any incident of “discrimination”, Without limiting any other provision of the
solicitation on this project, it is understood that, if the certification is false, such false certification
.constitutes grounds for the State to reject the Bid/proposal submitted by the Bidder/Offeror on this
project, and terminate any contract awarded based on the Bid/proposal. As part of its Bid/proposal,
the Biddei/Offeror herewith submits a list of all instances within the past four (4) years where there
hias been a final adjudicated determination in a’ logal or administrative proceedinig in the State of
Maryland that the Bidder/Offercr discriniinated against “subcontractors, vendors, suppliers, or
commercial customers, and a description of the status or resolution of that determination, including

* any remedial action taken. Bidder/Offeror agrees to comply in ail respects with the State’s
Commercial Nondiscrimination Policy as described under Title 19 of the State Finance and
Procurement Article of the Annotated Code of Maryland, - :

B-1. CERT{FICATION REGARDING MINORITY BUSINESS ENTERPRISES

The undermgned Bldder/Offexm hereby certiﬁes and agrees that it has fully comphed thh the State
Minority Business Enterprise Law, State Finance and Procurement Article, § 14- 308(2)(2),
Annotated Code of Maryland, which . provxdes that, except as otherwise provided by lew, a
.confractor may not 1dent1fy a certified minority business entetprise in a Bid/proposal and:

(1) Fail to request, receive, or otherwise obtain authorization from the certlﬁed minority busmess
. enterprise to 1dent1fy the certified mmonty bxdfproposal -

| .(2) _Fail to notlfy the certﬁied minority business entcrpnse before execution of the contract of its
inclusion in the Bid/proposal;

(3} Fail to. use the certified minority business enterprise in the performance of the contract; or

(4) Pay the certified minority business enterprise solely for the -use of its name in the
Bid/proposal. : :

Without limiting any other provision of the solicitation on this project, it is understood that if the
certification is false, such false certification constitutes grounds for the Stafe to reject the
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Bid/proposal submitted by the Bidder/Offeror on this project, and teumnate any contract awarded
based on the Bid/proposal.-

B2. CERTIFICATION REGARDING VETERAN-OWNED SMALL  BUSINESS
ENTERPRISES.

The undersigned Bidder/Offeror hereby certifies and agrees that it has fully complied with the State
veteran-owned small business enterprise law, State Finance and Procurement Article, § 14-605,
Annotated Code of Maryland, which provides that a person may not: -

(1) Knowingly and with intent to defraud, frauduieu’fly obtain, attempt to obtain, or aid another
person in fraudulently obtaining or aticmpting to obtain public money, procurement contracts, or
funds expended under a procurement contract to which the person is not entitled under this title;

(2) Knawmély and with intent to defraud, fraudulently represent participation of a veteran-owned
- small business enterpnse in order to obtam or refain # Bid/proposal preference ot a procurement
coniract; : : . S

() Wﬂifully and knowingly make or subsctibe to any statement, dec]alatlon, or other document that
is fraudulent or false as to any material matter; whether or not that falsity or fraud is ‘committed
with the knowledge or consent of the person authonzed ot requu‘ed to present the declaration, .
statement, or document;

(4) Willfully and knowingly aid, assist in, procure. counsel or adv1se the preparation or presentation

- of a declaration, statement, or.other document that is fraudulent or false as to any material
matter, regardless of whether that falsity ot fraud is committed with the knowledge or consent of
the person authorized or required to present the declaration, statement, or document; -

%) Willfully and knowingly fail to file any declaratlon ot notice with the unit that is required by
‘COMAR21 11.13; ot

t6) Bsf:abhsh knﬁwmgly aid in the estabhshment of, or exercise control over a business found to
have violated a provision of § B-2(1) -(5) of this regulation. .

C.  AFFIRMATION REGARDING BRIBERY'CONY_ICTIONS
1 FURTHER AFFIRM THAT: '

Neither I, nor to the best of my knowledge, information, and belief, the above business (as is defined
in Section 16-101(b) of the State Finance and Procurement Article of the Amnotated Code of
Maryland), or any of its officers, directors, partners, controlhng stockholders, or any of its

" employces directly involved in the business’s contracting activities including obtaining or
performing confracts with public bodies has been convicted of, or has had picbation before
judgment imposed pursuant to Criminal Procédure Article, § 6-220, Annotated Code of Maryland,
or has pleaded nolo contendere to a charge of, bribery, attempted bribery; or conspiracy to bribe in
violation of Maryland law, or of the law of any other state or federal law, except as follows (indicate
the reasons why the affirmation cannot be given and list any conviction, plea, or imposition of
probation before judgment with the date, court, official or administrative body, the sentence or
disposition, the name(s) of person(s) involved, and their cutrent positions and responsibilities with
the business):
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D. AFFIRMATION REGARDING OTHER CONVICTIONS .
IFURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above biisinéss, or any of its
officers, directors, partrers, controlling stockhoelders, or any of its employees directly involved in the
busmess § ccntlacung actmtxes mcludmg obtammg or perfomnng contracts wﬁh pubhc ‘bodies, has:

(1) Been convicted under state or federal statute of:

(a) A criminal offense mc:dent to obtammg, attcmptmg to obtam, or perfcrmmg a pubhc or
- private contract, or :

(b) Fraud, embezzlcment theft, for gery, fais:ﬁcatmn or destruction of records or recewmg stolen
propetty; .
(2) Been convicted of any criminal violation of a state or federal antitrust statute;

(3) Been convicted under the provisions of Title 18 of the United States Code for violation of the
Racketeer Influenced and Corrupt Organization Act, 18 U.S.C. § 1961 et seq., or the Mail Fraud
Act, 18 U.S.C, § 1341 et seq., for acts m cennectron with the submxssmn of Bids/Proposals for a
‘public or private contract; -

{(4) - Been convicted of a violation of the State Minority Business Enterprise Law, § 14-308 of the
State Finance and Procurement Article of the Annotated Code of Maryland; -

. (5) Been cormcted of a violation of § 11-205.1 of the State Finance and Procurement Artlcle of the
Annotated Code of Maryland; .

(6) Been convicted of conspiracy to commit any act or omission that would constitute grounds for
conviction or liability under any law or statute described i in subsectlons (H— (5) above;

(7) Been found civilly liable under a state or federal antitrust statute for acts or onussmns in
connection with the submission of Bids/Proposals for a publi¢ or private contract;

(8) Been found in a final adjudicated decision to have violated the Ccmmerclal Nondiscrimination
Policy under Title 19 of the State Finance and Procurement Article of the Annotated Code of
Maryland with regard toa pubhc ot pnvate contract;

(9 Been convzcted ofa vwlation of one or more of the followmg provisions of the Internal Revenue
Code: i :

(a) §72()1 Atteinpt to Evade or Défeat Tax;

() §7203, Willful Failure fo File Rotur, Supply Information, or Pay Tax, .

(¢) §7205, Fraudulent Withhiolding Exemption Certlﬁcgte or Failure to Supply Information;
(d) §7206, Fraud and False Statements, or -

{e) §7207 Fraudulent Returns, Statements, or Other Documents;

(10) Been convicted of a violation of 18 U.8.C. §286 Conspitacy to Defrand the Government with
Respect to Claims, 18 U.S.C. §287, False, Fictitious, or Fraudulent Claims, or 18 U.S.C. §371,
Conspiracy to Defraud the United States;

(11) Been convicted of a violation of the Tax—General Article, Title 13, Subtitle 7 or Subtitle 10,
. Annotated Code of Maryland;

(12) Been found to have willfully or knowingly violated State Prevailing Wage Laws as provided in
the State Finance and Procurement Article, Title 17, Subtifle 2, Annotated Code of Maryland, if:
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(a) A cout:
(i) Made the finding; and
{iiy Decision became final; or
(by The finding was:
(i) Madeina contested case under the Maryland Administrative Procedure act; and
(i) Not overtumed on judicial review,

{13) Been found to have wﬂkfully or knowingly violated State Living Wage Laws ag provided in the
State Fmanc;‘ and Procurement Article, Title 18, Annoiated _Code of Maryland, if:

() A coutt:
(i} Made the finding; fjnd
(ii) Decision became final; or
(b} The finding was:
(i) Made in a contested case under the Maryland Administrative Procedure act; and
(if) Not overturned on judicial review;

(14) Been found to have wiltfilly or knowingly violated the Labor aind Employtnent Article, Title 3,
Subtitles 3, 4, or 5, or Title 5, Annotated Code of Maryland if:

(a) A court:
(i Made the finding; and -
{ii) Decision hecame.ﬁnal; 61‘
(b} The ﬁndiﬁé was: | | . '
() Made in a contested case under the Maryland Administrative Procedure act; and
() Not overtumed on judicial re\fiew; or

(15) Admitted in writing or under oath, during the course of an official investigation or other
proceedings, acts or omissions that would constitute grounds for conviction or liability under
any law or statute described in §§ B and C and subsections D{1)—{14) above, except as follows
(indicate reasons why the affirmations cannof be given, and list any conviction, plea, or
imposition of probation before judgment with the date, court, official or administrative body, the
sentence or disposition, the name(s) of the person(s) involved and their ctirent positions and
responsibilities with the business, and the status of any debarment):

E.  AFFIRMATION REGARDING DEBARMENT
I FURTHER AFFIRM THAT;

Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its
officers, directors, partners, controlling stockholders, or any of its employees directly involved in the
business’s contracting activities, inctuding obtaining or performing contracts with public bodies, has
ever been suspended or debarred (including being issued 4 limited denial of participation) by any
-public entlty, except as follows (list each debarment or suspension providing the dates of the
suspension or debarment, the name of the public entity and the statns of the proceedings, the
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name(s) of the person(s) involved and their current positions and responsibilities with the business,
the grounds of the debarment or suspension, and thé details of each person’s involvement in any
activity that formed the grounds of the debarment or suspension). :

AFFIRMATION REGARDING DEBARMENT OF RELATED ENTITIES
I FURTHER AFFIRM THAT: : .

(1) The business was not established and does not operate in a manner ‘designed to:' evade the

application of or defeat the purpose of debarment pursuant to Sections 16-101, et seq., of the
‘Stafe Finance and Procurement Article of the Annotated Code-of Maryland; and

) Th_e business is not a successor, assignee, subsididgy, _of affiliate of & saspended or debarred
business, except as follows (you must indicate the reasons why the affirmations cannot be given
without qualification): : ST e

SUBCONTRACT AFFIRMATION
IFURTHER AFFIRM THAT:

Neither 1, nor fo the best of my knowledge, information, and belief, the above business, has -
knowingly entered info a contract with a public body under which a person debarred or suspended
under Title 16 of the State Finance and Procurement Article of the Annotated Code of Maryland will
provide, .directly or indirectly, supplies, services, architectural services, construction related
services, leases of real property, or construction. '

AFFIRMATION REGARDING COLLUSION
IFURTHER AFFIRM THAT: o _ _
Neither I, nor to the best of my knowiedée, 'fﬁforrﬁatiéﬁ, and:bélié'f", fhe ébdve"bﬁsiﬁéss has:
(1) Agreed, conspired, connived, or colluded to produce a deceptive show of compétiﬁoh in the
- ~compilation of the accompanying Bid/proposal that is being submitted; or- D

(2) Tn any manner, direcly or indirectly, entered into any agreement of g,njfr kind to fix the
. Bid/proposal price of the Bidder/Offeror or of any competitor, or otherwise taken any action in
_restraint of free competitive bidding in connection with the ontract for which the accompanying

" Bid/proposal is submitted. .

CERTIFICATION OF TAX PAYMENT
Except as validly contested, the business has paid, or has arranged for payﬁént of, all taxes due the
State of Maryland and has filed all required returns and reports with the Comptroller of the

- Treasury, State Department of Assessments and Taxation, and Department of Labor, Licensing, and

. Regnlation, as applicable, and will have paid all withholding taxes due the State of Maryland prior
{o final settlement. - .

CONTINGENT FEES
IFURTHER AFFIRM THAT:
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The business has not employed or retained any person, parinership, corporation, or other entity,
other than a bona fide employee, bona fide agent, bona fide salesperson, or commercial selling
agency working for the business, to solicit or secure the Contract, and that the business has not paid
or agreed to pay any person, partnership, corporation, or other entity, other than a bona fide
employee, bona fide agent, bona fide salesperson, or commercial selling agency, any fee or any
other consideration contingent on the making of the Contract.

K.  CERTIFICATION REGARDING INVESTMENTS IN IRAN

(1) The undersigned certifies that, in accordance with State Finance and Procurement Article, §17-
705, Annotated Code of Maryland: '

(s) It is'not identified on the list created by the Board of Public Works as a person engaging in
investment activities in Iran as described in State Finance and Procurement Article, §17-702,
Annotated Code of Maryland and

(b) It is not engaging in investment activities in Iran as descnbed in State Finance and
Procurement Article, §17-702, Annotated Code of Maryland.

-~ (2) The undersigned is unable to make the above certification regarding its investment activities in
Iran due to the following activities:

L. CONFLICT MINERALS ORIGINATED IN THE DEMOCRATIC REPUBLIC OF
CONGO (FOR SUPPLIES AND SERVICES CONTRACTS)

1 FURTHER AFFIRM THAT:

The business has complied with the prov1s10ns - of State Fmance and Procurement Article, §14-413,

* Annotated Code of Maryland governing proper disclosure of certain information regarding conflict
minerals originating m the Democratic Republic of Congo or its neighboring countries as required
by federal law.

M. PROHIBITIN G DISCRIMINA’I‘ORY BOYCOTTS OF ISRAEL
1 FURTHER AFFIRM THAT

In preparing its bid/proposal on this project, the BxdderfOfferor has cons1dered all bxdfpmposals
submitted from qualified, potential subconfractors and supplicrs, and has not, in the solicitation,
selection, or comiercial treatment of aty subcontractm, ‘veudor, or supplier, refused to transact or
terminated business activities, or taken other actions intended to limit commercial relanons, with a
‘person or entity on the basis of Israch national ofigin, or residence or mcmporatmn in Tsrael and its
territories. The Bidder/Offeror also has not retaliated against any person or other entity for reportmg
- such refusal, termination, or commercially limiting actions. ‘Without limiting any other provision of
the solicitation for bid/proposals for this project, it is understood and agreed that, if this certification
is false, such false certification will constitute grounds for the State to reject the bid/proposal
- submitted by the Bidder/Offeror on this project, and tamnnate any contract awarded based on the
bid/proposal, . . . .

N. I FURTHER AFFIRM THAT:

Any claims of envitonmental atiributes made relating to a product or service included in the bid or
“bid/proposal are consistent with the Federal Trade Commission’s Guides for the Use of
Environmental Marketing Claims as provided in 16 CF.R. §260, that apply to claims about the
environmental attributes of a product, package or service in connection with the marketing, offering
for sale, or sale of such item or service,
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ACKNOWLEDGEMENT

1 ACKNOWILEDGE THAT this Affidavit is to be fumished to the Procurement Officer and may be
distributed to units of: (1) the State of Maryland; (2) counties or other subdivisions of the State of
Maryland; (3) other states; and (4) the federal government. I further acknowledge that this Affidavit
is subject to applicable laws of the United States and the State of Maryland, both criminal and civil,
and that nothing in this Affidavit or any contract resulting from the submission of this Bid/proposal
shall be construed to supersede, amend, modify or waive, on behalf of the State of Maryland, or any
unit of the State of Maryland having jurisdiction, the exercise of any statutory right or remedy
conferred by the Constitution and the laws of Maryland with respect to any mistepresentation mads
or any violation of the obligations, terms and covenants undertaken by the above business with
respect to (1) this Affidavit, (2) the contract, and (3) other Affidavits comprising part of the contract.

I DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT
THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF. '

By:  flacze ik

Signature of Authbrized Represeniative and Affiant

Printed Name; Paige Reh
Printed Name of Authorized Representative and Affiant

Titfle: HR Director & Contra.cis ‘Administrator
Tide

Date; March 14, 2022
Date
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A AU’I’HORITY

1 hereby afﬁrm that = e

BR: Bmpi (tnﬂe) and duly au’shorlzed | representative of
FolrAlCGICEommIE < {(iame oF biisiness eitity) mid that{ possess the legal
anthority to malce t}ns afﬁdavtt on behalf of the business for which I am acting.

B. CERTIF IGATION 0} REGIS TRATION SR QUALIFICAT TON WITH THE STATE
DEPARTMENT OF ASSESSMEN’,I‘S AND TAXATION :

IFURTHERAFFIR.MTHAT :‘T.Ir R T O s I T
The business’ named aboveida (check apphcable box):
(1) Corporation - Etdoinestic of .fotéign, T T
(2) Limifed Liabilits Company "R ldoiiiestie or E’jfofeign, AL
3) Partnezship_ E]domesnc of .fow;gn, _ )
#H Statuiory _mst de mestxé.or_i_:lforelén' ﬁ". , " "
(5) [ISole Piopnetorshlp -

and is registered or quahﬁed a8 reqmred under Maryland Law I ﬁzrther afﬁrm that the gbove :
busiiess is ifi good stahding hoth in Maiylafid and (IF APPLICA?BLE) i the jutigdiction whete itis -
presently organized, and has filed all of its annual L reports, together with filing fees, with the
Marylarid State’ Deparhnent of Assessuxeﬁts ‘and Taxation: The 1 naiie atid address of its resident
agent (IF APPLICABLE} ﬁled mth the Siate I)epaﬂment of Assessments and Taxatzon s

Address Room 801 301 W Preston Sireet Balﬂmore 21201 o e

and that if it daés: busmess yideia trade fiding, it has ﬁled a-certifi¢ate with {hs Stite Depastment of
Assessments and Taxatmn that correctly identifies that trie name and address of the principal or
owner, B s e e e

A N R 2 L S S B e T S L N PO
{( . .'|:-v R . ,.;».A . S ._,“.._ dereden, Teacd FELIERA S,

Name and Department D Numbm BT S N L Rt
v Aﬂdress
C. F]N AN CLAL DIS CLO SURE AFFIRI\.{ATTEON
I FURTHER AFFIRM THAT:

el o
1 am o re of and the.above business yvxli gomply with, the provisions of Sfate Fmance and
f

Procurcm@n; Arucle §13-221 Lo Ma;yiand which requxre ihat every busmess that
enfers ;nto contracts, leasas or of et gts w:th the St;a;a of Maryland or 1t$ agencles d\mng a
1s to 1ece1\fe m the aggregate $100, 000 or mote shall w1thm

$100,000 filé with the Secretary of State of Maryland certam speciﬁecl information to mclude
dlsclosm‘e of beneﬁc;{al OWRE] sh;p of thc ‘buginess, :

D.  POLITICAL CONTRIBUTION mscmsm AFFI?RMATION' e
IFURTI{ERAFFIRM'I‘HAT ' T o

14 dwate of, aiid the ahove busmass will coraply with, Electmn LaW“Artmle, Tlﬂe 14, Arinotated
Code of Mary]and which requlres that every; person that enters into a prooutément contract with the
Staté, a county, Ors miimclpal cmpoiatmn “or other political subivision of the Staté, dwring a
caieﬁdar yedrd m wtuch the  fersol reeaives 4 coitract Wwith 4 goven‘uneﬁtal entity in the amoint of
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$200 000 of more, shall ﬁie with fhe State Board of Electmns stafements dlsclosmg (a) any
confributions made duting the reporting period td a candidate for elective office in any pnmary or
geneial eleetion; anid (b) the hiarne of each candidate to whotn one or mére confributions ina -
clifnulative afoimt of $500 or tore wers tadé during the reporting period: The statement shali be
filed with the Sta;e Board of Elections: (a) before execution of a contract by the State, a county, a
mummpai eorpcrratmn ‘or other political subdivision of the State, and shall cover the 24 months prior
to when a cbiitract was awarded; and (b) if the contribution is made after the execution of a contract,
then twice a year, throughout the confract torm, on or before: (i) May 31, to cover the six (6) month
penod endmg April 30 and (;1) Novembel 30, tp cover the six (6) month perie iod, endmg Ogtober 31.

E. DRUG AND ALCOHOL FREE WORKPLACE

(Apphcable to all contracts unless the cpntract zs for a law enforcement agency and the agency head
or the ageney head’s desxgnee has detenmned that apphcatmn of. COMAR 21,11, 08 and this
cernﬁcation Woﬂd be mappropnate in cqmnectwn wlth the lawy enforcement agency's ung _p:cove1
operatmns )

I CBRT]FY THAT!

(1) Terms ‘defined in COMAR 31.11 08 ‘shall have the same meanings when used in this
certification,

P

(2) By submisgion of its Proposal, the busfiiess, if other than an individual, certifies and agrees that,
with respect to its employees to be employed under a confract resultmg from this so!xcitatmn the
businessshal .. .. .. .. -, . C

(a) Maintairia Wo1kp]ace free of drug and alcohol abuse durmg the term of the coﬂtract ;

(b) Publish a statement notifying its employees that the unlawful manufacture, distribution,
dispensing, possession, of use of drugs, and the abuse of dmgs or alcohol is prohibited in the
business' workplace and spec@mg the acmons that wﬂl be taken agam'st employees for
vmlatmn of thesa proh1b1tléns . P

{c) Proh:b;t 1ts employees from worlﬂng undei: the mﬂuence of dmgs or alcohol

{(d) Not hire or assxgn to work on ‘the contract ahydne who the’ bvsmess knows, or m the exercise
of due diligéneé should know, cutréntly abusés drugs or alcchol 'and is ot actively engaged
in.a bona fide drug or alcoho! abuse assistance or rehabilitation program;

c) Promptly inform thie appropriate law enforcement agency of every drig-related crime that
ocenrs in its wurkpiace if the business has observed the violation or otherwise has reliable
information that a violation has occurred;

(f) Establish-drug aid alcohol abuse hwareness ‘progtams to inform its employees about:
@ "The' dangérs of drug dnd alcohol abuse in the workplace;
(i) The businiess's policy of maintaining a drug and alcohol fee workplace;

(i) Any available drug and alcohol counseling, rehabilitation, and employee assistance
programs; and

{iv) The pénalties that maybe n:apused upon employees who sbuse drugs and aleohel in
. the warkpiace,

(g) Provideall emplayees engaged i m the performance of the contract thh a copy of the
statement reqmred by §B(2)(b), ab ove;

() Notify its employees in the statement required by §E(2)(b), above, that as a condition of
confinued employment on the contract, the employee shall:

() Abide by the tetrs of the statement; and
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(ii) Notify the employer of any criminal drug or alcohol abuse conviction for an offense
occurring in the workplace not later than 5 days afier a conviction;

(i) Notify the procurement officer within 10 days after receiving notice under SE()(R)),
above, or otherwise receiving actual notice of a conviction;

(5} Within 30 days after receiving notice under §E(2)(h)(ii), above, or otherwise receiving actual
notice of a conviction, impose either of the following sanctions or remedial measures on any
employee who is convicted of a drug or alcohol abuse offense occurring in the workplace:

(i) Take appropriate personnel action against an employee, up to and including
termination; or

{(ii} Require an employee to satisfactorily participate in a bona fide drug or alcohol
abuse assistance or rehabilitation program; and

(k) Make a good faith effort to maintain a2 drug and alcohol ﬁee workplace through
implementation of §E(2)(a)—~(1), above,

(3) 1f the business is an individual, the individual shall certify and agree as set forth in §E(4), below,
that the individual shall not engage in the unlawful manufacture, distribution, dispensing,
possession, or use of drugs or the abuse of drugs or alcohol in the performance of the contract,

(4) Iacknowledge and agree that:

(a) The award of the contract is conditional upon compliance with COMAR 21.11.08 and this
cerfification;

(b) The violation of the provisions of COMAR 21.11.08 or this certification shall be cause to
' suspend payments under, or terminate the contract for default under COMAR 21.07.01.11 or
21.07.03.15, as applicable; and .

(¢) The violation of the provisions of COMAR 21.11.08 or this certification in connection with
the contract may, in the exercise of the discretion of the Board of Public Works, result in
guspension and debarment of the business under COMAR 21.08.03.

F. CERTAIN AFFIRMATIONS VALID
IFURTHER AFFIRM THAT:

To the best of my knowledge, information, and belief, each of the affirmations, certifications, or
-acknowledgements contained in that certain Proposal Affidavit dated March 14 ,20 22 , and
executed by me for the purpose of obtaining the contract to which this Exhibit is attached remains
true and correct in all respects as if made as of the date of this Contract Affidavit and as if fully set
forth herein.

I DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT
THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF,

Date: March 14, 2022
By: Paige Reh _ {print name of Authorized Representative and Affiant)
p%% eI (signature of Authorized Representative and Affiant)
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Reference COMAR 21.05,08.08

A. “Conflict of interest” means that because of other activities or relationships with other persons, a
person is unable or potentially unable to render imparijal assistance or advice to the State, or the person’s
objectivity in performing the contract work is or might be otherwise impaired, ot a person has an unfair -
competitive advantage. '

B. “Person” has the meaning stated in COMAR 21.01.02.01B (64) and includes a Offeror, Contractor,

- consultant, or subconiractor or sub-consultant at any tier, and also includes an employee or agent of any
of them if the employee or agent has or will have the authority to control or supervise all or a portion of
the work for which a Proposal is made. =

C. The Offeror warrants that, except as disclosed in §D, below, there are no relevant facts or
citcumstances now giving rise or which could, in the future, give rise to a conflict of inferest.

D. The following facts or circumstances give tise or could in the future give rise to a conflict of interest
(cxplain in detail — attach additional sheets if necessary):

E. The Offeror agrees that if an actual or potential conflict of interest arises after the date of this affidavit,
the Offeror shall immediately make a full disclosure in writing to the procurement officer of all relevant
facts and circumstances. This disclosure shall include a description of actions which the Offeror has taken
and proposes to take to avoid, mitigate, or neutralize the actual or potential conflict of interest. If the
contract has been awarded and performance of the contract has begun, the Contractor shall continue
performance until notified by the procurement officer of any contrary action to be taken.

1 DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERTURY THAT THE
CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF.

Date: 03/14/2022 By: Paige Reh, HR Director & Contracts Administrator
' (Authorized Representative and Affiant)

SUBMIT THIS AFFIDAVIT WITH BID/PROPOSAL

W
Attachment H - Conflict of Interest Affidavit Page H-1 ' effective date: April 17, 2018
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1 Definitions
The following words have the meanings indicated: _
1.1.  “COMAR".means the Code of Maryland Regulatmns

. %12, “Contract” means the NASPO ValuePoint Cloud Solutions Parumpatmg Addendim between

. . :Contractor and the State (“Participating Addendum”) to Master Contract #AR2479 (“Master Contract”) as
supplemented by these State of Maryland Terms and Conditions, inciusive of Attachment 1 (AWS
Hosting), attached hereto and mcorporated herein, and any Woxk Older 1ssued hewunder ‘

13,  “Contract Manager” means Susan Howells, or a successor desi gnated by the Deparhnent.

1.4.  “Contractor” means Strategic Communications, with a business address at: 310 Evergreen Road,
Louisville KY 40243,

1.5. “Department” means the Department of Information Technology

1.6.  “Infrastructare-as-a-Service" or "IaaS" means the capability provided to the consumer to

provision processing, storage, networks, and other findamental computing resources where the consumer

. Is able to deploy and run arbitrary software, which can .include operating systems-and applications. The

consumer does not manage or control the underlying cloud infrastructure but has control over operating

- gystems, storage, deployed apphcatmns and posszbly limited control of sclect networkmg components
(e.g., bost firewalls), . S

- 1.7.  “Minority Business Enterprise” (MBE’) means an cnnty meeting the definition at COMAR 21.0
1.02:01B(54), which is certified by the Maryland Department of Transportation under COMAR 21.11.03.

‘1.8, "Platform-as-a-Service" or "PaaS" means the capability provided to the consumer to deploy onto
‘the cloud infrastructure consumer created 01+ acquired applications created nsing programming languages
- and tools supported ‘ny the prowder ’}‘has capability does not necessarily preclude the use of compatible
.~ programming languages, Iibraries, setrvices, and tools from other sources, The consumer does not manage
- or control the underlying cloud infrastructure including network, servers, operating systems, or storage,
but has control over the deployed applications and poss:bly applwation hosting environment
configurations, . .

1.9.  “Procurement Officer” means Susan Howells OF a STCeCessor des1gnated by the Department

1,10. “Sensitive Data” means any personally identifiable information (PID), protected health
information (PHI) or other private/confidential data as defined by Md. Code Amn., Commercial Law § 14-
3501(d) and Md. Code Anp., State Govt. § 10-1301(c) received by Coni:ractor in connectxon with -
perfonnance of Setvices’ under this Contract.

SR “Soﬁwaxe” means the object code version of computcr programs licensed ynder this Contract and
pursuant to individual End User License Agrcements, in a form substantially similar o the license
agreement for the applicable Softwae as attached to the Master Contract as execuied ’oy the Depariment
-and attachied to the applicable Work Order (each a “EULA”). Software in¢ludes all prior, current, and
fiitute versions of the Software and all maintenance updates and error corrections provided per the BULA.
. Software also includes any upgrades, updates, bug fixes or modified versions or backup copies of the
Softiware licensed fo the State by Contractor, or an authorized distributor provided per the EULA.

112, Software-as-a-Service" or "SaaS" means the capabﬂzty provided to the consuner to use the
Contractor's or third party applications running on a cloud infrastructure {commonly referred to as "cloud
infrastructure’). The applications are accessible from various client devices thmugh a thin client interface
.such as a Web browser (e.g., Web-based emaif), or a program interface. The consumer does not manage
or conirol the underlying cloud infrastructure including network, servers, operating systems, storage, or

1
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even individual application capabilities, with the possible exception of limited user-specific application
configuration settings.

1.13.  “State” means the State of Maryland. ‘

1.14,  “Veteran-owned Small Business Enterprise” (VSBE) means a business that is verified by the
Center for Veterans Enterprise of the United States Departmeit of Veterans Affairs as a veteran-owned
small business. See Code of Maryland Regulatlons (COMAR) 21.11.13,

2. Scope of Contract

2.1:  The Contractor shall provide products and services described it a Work Order in accordance with
the requirements of this Contract and the applicable Work Order.

2.2. Ifthereare any inconsistencies between the items listed below, the following order of precedence
shall determine the prevailing provision. :

The applicable Work Order
Exhibit A —These State of Maryland Térms and Conditions
'Exhibit B - The State Contract Affidavit dated March 14, 2022
The main body of the Participating Addendum
NASPO ValuePoint Cloud Solutions Contract #AR2479

3 Period of Performance |

3.1.  The period of petformance shall start as of the date of full execution of the Participating
Addendum by the parties (the “Effective Date”) and end on the September 15, 2026.

3.2.  The Contractor shall commence service as of the date agreed to in an approved Work Order.

3.3, Audit, conﬁdentiahty, document retention, patents, copyrights & intellectual property (sce §5),
warranty, payment and indemnification obhgatmns, limitations of liability, under this Contract and any
other obhgatmns spec1ﬁcally identified shall survive ‘expiration or termmatmn of the Contract

4. Consideration and Payment

4.1, Inconsideration of the performance in accordance with the requirements of the Contract and the
applicable Work Order, the Department shall promptly process a proper invoice for payment in
accordance with the terms of this Contract.

42.  The total payment for products and services provided under a fixed price Work Order coniract or
the fixed price element of a combined fixed price — time and materials Work Order contract shail be the
firm fixed price submitted by the Contractor in the Work Order, For time and materials Work Orders
contracts, of Work Order contracts which inchide both fixed price and time and materials elements, total
payments to the Contractor pursuant to this Conract may not exceed $98,400,000 (the “NTE Amount”)

. The Contractor shall notify the Contract Manager, in writing, at least 60 days before time and material
obligations are expected to reach the NTE Amount; The Contractor shall have no obligation fo perform
the time and materials requirements under any Work Order under this Contract after charges reach the
NTE Amount. The cessation of the Contractor’s obligation to perform under this paragraph 4.2 is
expressly conditioned on the following: that prior to the NTE Amount being reached, the Contractor shall:
(i) give the notice required under this paragraph 4.2; (ii) promptly consult with the Department and
cooperate in good faith with the Department to establish a plan of action to asstre that every reasonable
effort has been undertaken by the Contractor to complete critical work in progress prior to the date the
NTE Amount will be redched; and (iii) if applicable based on the scope of the applicable Work Order,
secure databases, systems, platforms and/or applications on which the Contractor is working in an

2


https://21.11.13

industry standard manner satlsfaetory to the State deszgned to prevent damage or vuInelabllmes to any of
the same, : :

43.  The Contractor shall submit invoices as described in Section 15 below. Tnvoices that contain both
fixed price and time and matetial items must cleatly identify thé items to be either fixed price or time and
material billing. Tnvoices for thud-party Software support and maintenance will be paid monthly ynless
otherwise defined in a Work Order. Each invoice must include the Contractoi’s Federal Tax Identification
Number: 61-1271313. The Coniractor’s eMMA identification number is-316423. Payments to the
Coniractor pursuant to this Contract shall be made no later than 30 days aftet the Department’s receipt of -
a propet invoice from the Contragtor, which is one that is not disputed in accordance with Section 4.4.
Charges for late payient of invoices other than as prescribed by Title 15, Subtitle 1, of the State Finance -
and Procurement Article, Anniofated Code of Maryland, as from timé-to-time amended are prohibited.
Invoices shall be submitted to the Contract Manager, The fiial payment under this Contract will not be
made unt11 after eemﬁeatlon is received from the Cemptreﬂel ef the State that all taxes have been pald

44, In addmon to any other ava:labie remedles, 1f the Procurement Ofﬁeer dasputes any mvoxced
amounts as a result of a failure by the Confractor to perform in acoordance with the requirements of the
Contract or any epphcable Wotk Order or, otherwxse as eontemplated by Section 15 (Invoices), then
Contractor Wﬂl be notified by the State in Wntmg prior to the payment due date for such disputed
amounts, and be provided a time specified by the State to cure the breach. If the breach is not cured thhm
the time specified within the notification, the Proem ement Ofﬁeer may w1thh01(i such dzsputed amounts
pendwg resolution of such dtspute. = .

4.5. - Payment of an mvezce by the Department is not ev1dence that servxces were rendered as reqmred
under this Contract. ' : -

5. I’atents, Copyrights, Intellectual Property

51, All cepynghts, patents, trademarks trade seerets and any other intellectual property nghts _
exxstmg ‘prior to the effective date pf tbls agreement shall beIong fo the. party that owned such rights
1mmed1ately prior to the Effective Date (Pre—Ex;tstmg Intellectual Property) Ifthe Contractor s SaaS .
includes any third palty eemponent the Contractor shall ebtain the necessary permission or licenseto .
permit the State to'use such third party component pursuant te the terms of the apphcable EULA -
gevenung the use thercof.

52 Except for information ereated or othemse owned by the Department or heensed by, the
Department from thlrd-partles meludmg all infortation provxded by the Depattment @ Coniractor
throngh the Saa$ or for use in cunnectmn with the Saa8, gll Tight, uﬂe, and terest in the mtelleetual
property ‘embodied in the SaaS, mcludmg the k:now-how and methods by w}uch the Saa$ is provided and
the processes that make up the Saa$ (“Contractor Teehnology”), will belong solely and exclusively to
Contragtor and its licensors and suppliers, and the Department will have no rights in any of the above
except as expressly granted in this Agreement Any SaasS Software developed by Contracter or provided
through the Saa$ during the perfonnanee of the Contract will also be considered Contractor Technology
and beleng solely and ex¢lusively to Contractor and its hcensors and the Depariment’s use thereof will be

per the terms of the apphcable EULA.

53. Totheextentthatasa result of the Semces Contraetor ereates deliverables for delivery to the
Department as specified in the applicable Work Order to the extent they do not constitute Contractor
Technology or Contractor Pre-Existing Intellectual Properfy or modifications to or derivatives of
Contractor Technoiogy or Contractor Pre-Existing Intellectual Property (“Deliverables™), Contractor
agreos that such Deliverables shall be “works made for hire” as that term is interpreted under U.S.

- copyright laws and shall be owned by the Department. In the event aty Deliverable is or may not be
considered a work made for hire under applicable law, Contractor assigns and transfer to the Depariment
ownership of such Deliverable upon the Department’s payment therefor. To the exfent that any



Contractor Pre-Existing Intellectual Property or imodifications or derivatives thereof are embedded in a
Deliverable, Contractor grants to the Department the right to use such intellectual property in connection
with its permitted use of the Deliverables,

5.4. Without limiting any of the Contractor’s mdemmﬁeatlon obhgations under the Partmpatmg
Addendum, if all or any part of the deliverable or service is held, or-Contractor reasonably determines that
it could be held, to infringe, misappropriate or otherwise violate any third party intellectual property right,
Contractor- (after consultation with-the State and at no additional cost o the State): () shall procure for
the State the right 1o continye using the item or service in accordance with its rights under this Contract;
(b) replace the item or service with an item that does not infringe, misappropriate or otherwise violate any
third party intellectual property rights and, complies with the item’s specifications, and all-rights of use -
“and/or ownership set forth iri this Contract; (¢) modify the item or service so that it no longer infiinges,
nnsappropr:ates or otherwise violates-any third party intellectual property right and complies with the
item’s or services’ specifications and all rights of use and/or ownership set forth in-this Contract or (d)
refund any pre-paid fees for the allegedly infringing services that have not been performed or provide a
. reasonable pro-rata réfund for the allegedly infringing deliverable or itbm. _Wlth the excegition of (d), thé
foregomg provisions, together with Coritractor’s indemnification obhgatzon, constitute the sole and -
exclusive remedy of the State, and’ the sole and exclusive obligation of Contxactor, relatmg {o a claim that
any dehverable or sefvice mﬁmges mlsappropnates or othermse vxolates any patent copynght or other
mtellectual property nght of a thu'd party.

5.5. Except for any Pre-E)ostmg Intellectual Property and thlrd—party 1ntellectua1 property, Conh'aotor
shall not acquire any right, title, or interest (including any intellectual property rights subsisting therein)
in ot to any goods, softwaré, technical information, specifications, drawings, records, documentation,
data, or any other materials (including any. derivative works thereof) provided by the State to the

- Contractor. Notwithstanding anything to the contrary herein, the State may; in.its $ole and absclute
discretion, grant the Confractor a license to such materials, subject to the terms of a separate writing
executed by the’ Contractm and an authorized representahve of the State. Noththstandwg the foregoing,
the State agrees {o secure all necessary rights, licenses and/or petinissions to allow Contraetor or its
hoensors or supphers to access and usé any goods sof‘cwale, techmcal infoimation, speoiﬁeauons
drawings, records, documentatlon, data, or any other materials the State prowdes to the Contractor in’
Contractor’s petformance of the sérvices of prodiction of the deliverables.

56.  Without limiting the geneyality of the foregomg, and, except as otherwise prowded ina Work
Order, neither Cont:raetor nor atiy of its subcontractors shall usec any Software or téchnology in a iianner
that will cause any patents, copynghts ot other intellectyal property which dre owiied or controlled by the
State or any of ifs-affiliates (of for whlch the State or any of its subcentraetors has received license rights)
to bécome subj ect t6 any encumbrance or terms and condltxons of any thud—party or open source license
(mcludmg, without liritation, atly open source license listed.on

hitp://wrww. opensource.orgfhcenses/alphabetmai) (each an “Open Source License™). These restrictions,
hmtatlons, exclusions, and conditions shall apply even if the Stafe or any ofits subcontractors becomes
aware of or faﬂs to act in a manner to address- any violation or fallure to comply therewﬁh No act by the
State or any of its subcoritractors that is undertaken under this Contract as to any Software or techitology
shall be construed as intending to cause any patents, copyrights or other intelléctual propérty that are
owned or controlled by the State (or for which the State has received license rights) to become subject to
any encumbrance or terms and conditions of any Open Source License,

5.7.  'The Contractoi shall report to the Department, promptly and in written. detail, if all or any pait of '
the deliverable or service is claimed, or Contractor reasonably determines that it could be held, o '
infringe, nusappropnate or otherwme violate any third party intellectual property right.

5.8.  The Contractor shall not affix (or permit any third party to affix), without the Department’s
consent, any restrictive markings upon any deliverables that are owned by the State, Department and if
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such markings are affixed, the Department shall have the right at any time to modify, remove, obhterate,
or ignore such warnings.

5.9.  This Section 5 shall contiol over any of Contractor’s obligation under Section 12 to transfer title
to the items therein specified, and Contractor, shall not be obligated to transfer ownership or deliver to the
State any Contraeter or third party intellectual property except to the extent ownership is granted putsuant
to this Secnon 5. .

6. - Indemmﬁcaﬁon

6.1.  The Contractor’s indemnification obhgatlons are as set forth in the Master Contraet and shall
sutvive expiration of this Contract. : o

7. Limitations of Llablhty

7.1 Contractor shall be 11ab1e fur any loss or damage to the State occasioned by the acts or omissions
of Contractor, its subcontractors, agents or employees, including but not limited to personal injury;
physical loss; or violations of the Patents, Copynghts Intellectual Property sectlons of this Contract, as
follows: <

- 7.1.1. Without limitation for or in connection wzth Contractor’s indemmification obligations’
. under this Contract; infringement or alleged mﬁmgement of any third party Inteflectual Properiy
' nghts Contractor’s confidentiality obligations, and data protection and controls obligations
under this Coniract; and claims or damages resulting from fraud, gross negligence or willful or
_ intentional mlscenduet or. . . .

713 For all other claims, damages, Ioss eosts expenses, stits or actions in any way
related to this Contract, regardless of the fonn, Confractor’s liability per claim shall not
exceed two times the total amount of the work order out of which the claim arises;
provided however, the State may, in its sole discretion, decrease the ceiling established
hereunder in any work order issued hereunder,

7.1.4. Except as otherwise agreed in an applicable Work 0rder for all other clazms, damages,
loss, costs, expensés, suits or actions (“Claim”) in any way related to this Contract or any Work

© Order where Tiability is not otherwise set forth as being “witthout limitation,” and regardless of the
basis on Which the claim is made, Contractor’s liability shall hot exceed one times the curriulative
value of all Work Orders under the Contract open on the date ¢ ot Whlch the ﬂrst cause of action
giving rise to a claim nhder the applicable Work Order accrues.

7.1.5. Tnno event shall the existence of a subcontract operate to telease or reduce the lability of
Contractor hereunder. For purposes of this Contract, Contractor agrees that it is responsible for
the performance of services and compliance with the relevant obhgatmns hereunder by its .
Subcontractors, ,

8. Prompt Pay Requirements

8.1. Ifthe Contractor withholds payment of an tndispuited amonnt to a subcontraetor the State, at 1ts
optiof and in its sole dlscretlon, may take one or more of the followmg actions:

(a) Not process  further payments to the Contractor until payment to the subcontractor is venﬁed

(b) Suspend all or somé of the Contract work without affeetmg the completion date(s) for the
Confract work

~ {c)Pay or cause payment of the undisputed atount to the su‘oeontraetor from monies otherw1se
due or that may become due to the Contractor;

(d) Place a payment for an undisputed amount in an interest-bearing escrow account; or

5



(e) Default Contractor for failing to perform in accordance wnth the requirement to promptly pay
sub-contractors.

(1) Take other or farther actions as appropriate to resolve the withheld payment.

82.  An“undisputed amount” means an amount owed by the Contractor to a subcontractor for which
there is no good faith dispiite. Such “undisputed amounts” include () retainage which had been withheld
and is, by the termns of the agreement between the Contractor and subcontractor, due to be distributed to

the subcontractor and (b) an amount withheld because of issues arising out of an agreement or occurrence
unrelated to the agreement under which the amount is Wiﬂ’lheld

8.3.  An act, fajlure to act, or decision of a Procurement ()fﬁcer ora representaﬁvc of the Department
concerning a withheld payment between the Contractor and subcontractor uuder this Contract, may not:

(m) Affect the rights of the contr acting patties under any other prov;smn of law;

- (b)Be used as evidence on the merits of a dispute between the Department and the Contractor in
any other proceeding; or - . .

(¢} Result in liability against or prejudice the rights of the Department

8.4,  Theremedies epumerated above are in addition to those provided under COMAR 21.11.03.13
with respect to subcentractors that have contractcd pursuant to the Mmonty Busm&ss Fnterprise program.

9, Risk of Loss* Transfer of Tltle

Risk of loss for confolmmg supplies, equipment and materials specified as deliverables to the State
hereunder shall remain with the Contractor until the supplies, equipment, materials and other
deliverables are received and accepted by the State,

10. Source Code Escrow
Source code escrow does fiot apply to this Contract.
11. Not:ﬁcation of Legal Requests o

‘The Contractor sha]l contact the State upon receipt of any electromc discovery, htlgatmn holds, discovery
searches and expert testimonies related to the State’s data under this Contract, or which in any way might
reasonably require access to the data of the State, unless- prohibited by law. from providing such notice,
The Contractor shall not respond to.subpoenas, service of process and ofher legal requests related to the
State without first notifying the State, uniess prohibited by law from providing such notice.

12. Termination and Suspension of Sexvice

12.1.  Inthe event 6f a termination of the Confract, the Contractor shall nnpiement an orderly retum of
all State data, as sef forth in Section 12.

12.2.  Upon termination or the expiration of the Coniract, the Contractor must provide transition
assistance requested by the State to facilitate the orderly transfer of services to the State or a follow-on
contractor for the State as follows: (a) return to the State all State data in either the form it was provided
to the State or a mutually agreed format; (b) provide the schema necessary for reading of such returned
data; (c) preserve, maintain, and protect all State data for a period of up to ninety (90) days after the
termination or expiration date, so that the State can ensure that all returned data is readable; (d) not dolete
State data until the earlier of ninety (90) days or the date the State directs such deletion; (¢) after the
retention period, the Contractor shall securely dispose of all State data in all of its forms, such as disk,
CD/DVD, backup tape and paper; State data shall be permanently deleted and shall not be recoverable,
according to NIST guidelines for media saniitization (NIST SP 800-88); and certificates of destruction
shall be provided to the State; and (f) prepare an accurate accounting from which the State and
Contractor may reconcile all ounistanding accounts. The foregoing activities shall be separately chargeable
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fo the apphcable Work Order, and the fmal monthiy imvoice for the sérvices pfovided hereunder shall
include all charges associated therewith,

12.3. . The Contractor shall, unless legaliy prohibited from domg 50, seourely dispose of all State date in
ifs systems or otherwisé in its possession or under its control, in all of it§ forms, such as disk, ¢D/DVD,

* backup tapé and paper, when requested by the State. Data shall be permsncntly deleted and shall not be
recoyerable, according to NIST ; gu1delmes for med:a samtlzation (NIST SP 800~88) Certificates of

o destructlon shatl be: prov1ded to the State: .

.- 124, During any period of service: suspcnsxon pursuant to Sectlen 36 t‘ne Contractor shali not take any -
- action to- mtentlonaﬂy crase any State data. - S . .

S P - The State shall be entitled:to any post- :termination assistance generally made available with
. .. respect to the servlces . _ . .

13.  Effect of Contractor Bankruptcy

All rights and licenses granted by the Contractor under this Coniract are and shall be deemed to be rLghts
. and hc,enses to “intellectual property,” and the subject matter of this Confract, including services, is and
. shall be deemed 1o be “embodiments of intellectual propsrty” for purposes of and as such terms are used
" and mterpreted under § 365(n) of the Umted Statés Bankruptey Code (“Code”) (11 US.C. § 365(n)
(2010)). “The State has the fight to exercise all nghts and electmns undet the Code and all other - applicable |

o bankrupt@y, msoIvency, and similar laws wlth tespect to this. Cantiaét {including all executory statement

* of works).. Without Limiting the generality of the forégoing, 1f the Contractor or its estate becorries subject
to any, bankruptcy or similar proceeding; (a) subject to the State’s rzghts of electlon all rights and licenses
. granted to the Stateunde this Contract shall:continue subject to the respective terms and conditions of
.. this Conitract; afid (b) the. State shall be entitled to (i) a complete duplicate of (or complete access 10, as

. appropriate) all such intellectual property and embodiments of intellectual property that constitute

o Deliverables. to. which the State would have, .ownership of pursuant to Section 5.3 of this Contract, and the

_same, if not aiready in'the State’s possessmn shall be promptly delivered to the State, and (i) request

o , a531gnment of any apphcable third party hcanse(s) for the Saa$ or Software being provuisd under the

. applicable 3 Work Order; utiléss the 'Contractcr elects to and does in fact conﬁnue to’ perform all of l’iS
_ obligations tinder this Contract, : :

14. Work Order Process

A Products/Servmes will be purchased via a Work Order process. Work shall not begin in
advance of a fully executed Work Order. A Work Order may be issued for either ﬁxed price or
time. and matenals (T&M) pricing,

B. - The Confract Manager shall issue a Work Order Request to the Contractor to prov1de
-~ services or products that are‘within the scope of this Contract. The Contract Manager shall
deliver the Work Order Request ta the Contractor through DolT’s curtent ITSM platform, which .
at the time of this agreement is ServiceNow. All workflow (approvals, NTP issuance,
deliverables, work acceptance, etc,) shall be tracked in the ITSM platform,

L Cet The Work Order Request will include:
o Techmcal rcqunrements and descriptlon of the servme or products needed,

Performance ob_] ectives andfor deliverablés, as apphcabie
Due date and time for submxttmg a response to the request, and

' : Reqmred place(s) where work must be performed.

5":55".‘"?"

Any additional terms-and condmons appropnate to the scope of the Work
Order.
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b. The Contractor shall respond to the Contract Manager within a reasonable amount of
time and include at a minimum, if applicable:

L A response that details the Contractor’s understanding of the work,
2. A price to complete the Work Order Request using the format provided in the
Work Oider,

3. A description of proposed resources required fo perform the requested tasks,
with Confract labor categories listed in accordance with the NASPO
ValusPoint Contract,

4, An explanation of how tasks shall be completed. This description shall
~ include proposed subconiractors and related tasks,

5. State-furnished information, work site, and/or access to equlpment facxhtles,
or personnel, and

6. _ This proposed pérsonnel resources, mcludmg any subcontractor personnel, to
’ complete the task.

E. For a T&M Work Order, the Contract Manager will review the response and will confirm
the proposed labor rates are consistent with this Coniract. For a fixed price Work Qrder, the
Contract Manager will review the response and will confirm the proposed prices are acceptable.

F. The Confract Manager may confact the Contractor to obtain additional information,
clarification, or revision to the Work Order, and will provide the Work Order to the Procurement
Officer for a determiriation of comphance with the Contract and a determination whether a
change order is appropriate, Written Procurement Officer approvaI is required before Work Order
execution by the State.

G, Personnel perfonmng services ongite at a State facility basis on any type of Work Order
shall be approved by the Contract Manager. The Contractor shall furnish resumnes of such
proposed personnel speelfymg the labor category(ies) preposed The Confract Manager shall
have the option to interview the proposed personnel and, in the évent of an interview or not, shatl
notify the Contracior of acceptance or denial of the personnel.

H. The Contractor shall commence setvices as of the date provided in a written notice to
proceed, which date shall be consistent with any service commencement dates set forth in the

applicable approved Work Order.
15.  Invoices

All invoices shall be submitted by the Contractor monthly, or as otherwiee set forth in the applicable
Work Order and shall include, at the minimum, the following information:

a. Name and address of the Department or Agency being billed;
b. Contractor nate;

c. Products(s) and/or service(s) purchased listed separately mcludmg the amount for
each individual charge (i.e., 5 — ABC Hardware @ $2,000 Total $10,000.00, 2 -
CD Tyaining @ $100.00 Totai $200.00, Installation one-time cost $300,00);

d. Supporting Documentation;
" ¢ E-mail address/phone nuimber of Contractor’s POC;
f. Remittance address;
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g Federal taxpayer identification or (1f owned by an mdmdual) C(mtract(u s social
security number;

. k. Invoice period, invoice date, invoice number and amount due;
i, Contract/Work Ordex/Purchase Order # being billed;

j. - Imvoice amount; and | ,

k. Contractor point of contact with telephone number

Invoices submitted without the required information will not be processed for payment until the
Contractor provides the required information, Invommg for Deliverable based work shall be acoompamed
by signed noticé(s) of acceptance for such invoices submitted for payment.

For Fixed Prics Deliverable based work orders payment will only be made upon compietaon and
acceptance of the deliverables as defined in approved Work Orders.

The State is generally exempt from federal excise taxes, Maryland sales and use faxes, District of
Columbia sales taxes and transportation taxes, The Contractor; ‘however, is not exempt from such sales
and use taxes and may be liable for the same. C

TIME SHEET SUBMISSION AND ACCEPTAN CB

For work performed on a time and materials basis, within threg (3) business days after the 15th and last
day of the month; the Clontractor shall submit a seml-monthly timesheet for the precedmg half month
providing data for all resources provided under the Contract,

At a minimum, each semi-monthly timesheet shall show:
A. Titlo: “Time Sheet for xxxxx” |
B. Issuing company nanie, address, and telephone nuniber
C. Foreach employee /resource:
1, Employee/ resource name

2. For each Period ending date, e.g., “Period Endmg mm/ddlyyyy” (Pemods run lst through
15th and 16th through last day of the month.

a) “Tasks completed that week and the associated dehverable names aud ID#s
b) Numbér of hours worked each day
- ¢} Total number of hours wmked that Penod
d) Period variance above or below 40 hours
¢) Annual number of hours planned under the Contract
f) Annual number of hours worked to date
g) ‘Balance of hours remaining |
h) Annual variance to date (Sum of periodic variances)
D. Signature and date lines for the Contract Manager

E, “Time sheets shall be submitted to the Contract Manager prior to invoicing. The Contract
Manager shall sign the timesheet to indicate authorization to invoice.

INVOICE SUBMISSION PROCEDURE



A, The Contractor shall email the original of each invoice, to the address provided in each
work order,

B. Invoices for final payment shall be clearly marked as “FINAL” and submitted when all
work requirements have been corpleted and no further charges are to be incurred under the Work
Order, Inno event shall any invoice be submitted later than 120 calendar days from the Contract
termination dafe. . :

-For the purposes of this Contract an amount will not be deemed due and payable to the extent:

A, The amount invoiced is inconsistent with the Contract and/or the applicable Work Order.
The invoice has not been received by the paﬂy or office s'peciﬁed in the Contract.

The invoice or performance is in dispute in accordance with Section 4.4,

Where payment ig tied to acceptance, the item or services have not been accepted.

_The quantify of iterns delivered is less than the quantify ordered.

- Such amourt corresponds to items or services that do nof meet the quahty requirements
of the applicable Work Order

G. H the Work Order provides for progress payments the proper invoice for the progress
payment has not been submiited pursuant to the schedule.

H, The Contractor has not submitted documentation reasonably required for the Procurement
Officer to substantiate the chaiges incurred under the mntract

5RO 0%

16. Pre-Existing Regulations

In accordance with the provisions of Section 11-206 of the State Finance and Procurement Article,
Annotated Code of Maryland, the regulations set forth in Title 21 of the Code of Maryland Regulations
(COMAR 21) in effect on the date of execution of this Contract are apphcable to this Contract.

17, Marylmld Law Prevails

This Contract shall be construed, interpreted, and enforced according to the laws of the State of Maryland
without respect to provisions regarding conflict of laws. The Maryland Uniform Computer Information
Transactions Act (Commercial Law Arficle, Title 22 of the Annotated Code of Maryland) does not apply
to this Contract, the Software, or any Sofiware lcense acquired hereunder, Any and all references to the
Annotated Code of Maryland contained in this Contract shall be construed to referto such Code sections
as from time to time amended,

18. Mulil-year Contracts contingent upon Approprlations

If the General Assembly fails to appropriate finds or if funds are not otherwme made available for
continued performance for any fiscal period of this Contract succeeding the first fiscal period, this
Contract shall be canceled automatically as of the beginning of the fiscal year for which funds were not
appropriated or otherwise made available; provided, however, that this will not affect either the State's
rights or the Contractor's rights under any termination clause in this Contract, ‘The effect of termination of
the Contract hereunder will be to discharge both the Contractor and the State of Maryland from future
performance of the Contract, but not from their rights and obligations existing at the time of termination.
The Contracior shall be reimbursed for the reasonable value of any nonrecursing costs incurred but not
amortized in the price of the Contract. The State shall notify the Contractor as soon as it has knowledge
that funds may not be available for the contitmation of this Contract for each succeeding fiscal period
beyond the first,

19, Cost and Price Cextification
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19.1. The Contractor, by submitting cost or price information certifies that, to the best of its
knowledge, the information submifted is accurate, complete, and current as of a mutually
determined specified date prior to the conclusion of any price discussions or negotiations for:

@ A negotiated contract, if the total contract price is expected to exceed $100,000,
of a smaller amount set by the Procurement Officer; or S

() A cha{nge order or coniract ,md{i'if_i,cat.ion, expected to exceed $100,000, or a
smaller amount set by the Procurement Officer. ’

19.2. © The price under this Contract and any change order or modification heteunder, including

* profit or fee, shall be adjusted to exclude any significant price increases-occurring because the -
Contractor furnished cost or price information which, as of the date agreed upon between the
parties, was inaccurate, incomplete, or not current. : :

20,  Contract Modifications

The Procirrement Officer iay, at any time, by written order, make changes in the work within the general
scope of the Contract and applicable Work Order. No other order; statcment or conduct of the
Procurement Officer or-any other person shall be tredted as a change or entitle the Coritractor to an
equitable adjustment under this section. Bxcept as otherwise provided in this Contract, if any change
under this section causes an increase or decrease in the Contractor’s cost, of, or the time required for, the
performance of any part of the work, an equitable adjustment in the Contract price shall be made and the
Contract modified in writing accordingly, Pursuant to COMAR 21.10.04, the Confractor must assert in
writing its right to an adjustment under this section and shall include a writen statement setting forth the
nature and éost of such clatm. No claim by the Contractor shall be allowed if asserted after final payment
under this Contract. Failure to agree to anadjustment under this section shall be a dispute under Section
23.8, Disputes. Nothing in this section shall excuse the Contractor from proceeding with the Contract as
changed. : .

21. Termination for Default

1f the Contractor fails to fulfill its obligation under this contract properly and on time, fails to provide any
required annual and renewable bond 30 days prior to expiration of the current bond then in effect, or -
otherwise violates any provision of the contract, the State may terminate the contract by written notice to
the Contractor, The notice shall specify the acts or omissions relied upon as cause for termination. All
finished or unfinished work provided by the Contractor shall, at the State’s option, become the State’s
property, The State shall pay the Contractor fair and equitable compensation for satisfactory performance
prior to receipt of notice of termination, less the amount of damages caused by Contracior’s breach. If the
damages-are more than the compensation payable to the Contractor, the Contractor will remain lable after
termination and the State can affirmatively collect damages. Termination hereunder, including the
determination of the rights and obligations of the parties, shall be governed by the provisions.of COMAR
21.07.01.11B. - : . : " —

22, Termfna,tiun for Convenience

The performance of work under this contract may be terminated by the State in accordance with this
clause in whole, of fronii time to time in part, whenever the State shall determine that such termination is
in the best interest of the State. The State will pay all reasonable costs associated with this contract that
the Contractor has incurred up to the date of terinination and all reasonable costs associated with
tetmination of the Contract. However, the Contractor shall not be reimbursed for any anticipatory profits
that have not been earned up to the date of termination. Termination hereunder, including the
determination of the rights and obligations of the parties, shall be governed by the provisions of COMAR
21.0700.12A(2), ' '
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23.  Disputes

This Contract shall be subject to the provisions of Title 15, Subtitle 2, of the State Finance and
Procurement Article of the Annotated Code of Maryland, as from time to time amiended, and COMAR
21.10 (Administrative and Civil Remedies). Pending resolution of a claim, the Contractor shall proceed
diligently with the performance of the Contract in accordance with the Procurement Officer's decision,
Unless a lesser period is provided by applicable statute, regulation, or the Contract, the Confractor must
file a written riotice of claim with the Procurement Officer within 30 days afier the basis for the claim is
known or should have been known, whichever is carlier. Contemporaneously with or within 30 days of
the filing of a notice of claim, but no later than the date of final payment under the Contract, the
Contractor must submit fo the Procurement Officer its written claim containing the information specified
in COMAR 21.10.04.02.

24. Living Wage

If a Contractor sabject to the Living Wage law fails to submit all records required under COMAR
21.11.10.05 to the Comunissioner of Labor and Industry at the Department of Labor, Licensing and
Regulation, the Department may withhold payment-of any invoice or retainage. The Department may
require certification from the Commissioner on a quarterly basis that such records were properly
submitted. : : .

25, Non-lemg of Emplnyees

No official or employee of the State of Maryland as defined under General Provisions Article, §5-101,

" Annotated Code of Maryland, whose duties as such official or employee include matters relating to or.
affecting the subject matter of this Contract, shall during the pendency and term of this Contract and .
while serving as an official or employee of the State become or be an employee of the Confractor or any
entity that is a subcontractor on this Contract. : .

26,  Nondiscrimination in Employment

The Contractor agrees; (a) not to discriminate in any manner against an employee or apphcant for
employmcnt because of race, color, religion, creed, age, sex, marital status, national origin, sexual
orientation, sexual identity, ancestry, or disability of a quahﬁed person with a dlsahihty, sexual
orientation, or any otherwise unlawful use of characteristics; (b) to include a provision similar to that

. contained in subsection (a), above, in any underlying subcontract except a subcontract for standard
commercial supplies or raw materials; and () to post and to cause subcontractors to post in conspicuous
places available to employaes and apphcants for employment notices seﬂ:mg forth the substance of this
clause.

27. Commerclal Non-I)xscnminatmn _

27. 1. As a condition of entering into this Corntract, Contrachor represents and warrants that it
will comply with the State's Commercial Nondiscrimination Policy, as described under Title 19 -
of the State Finance and Procurement Asticle of the Annotated Code of Maryland, As part of such
compliance, Contractor may not discriminate on the basis of race, color, religion, ancesiry,
national origin, sex, age, marital status, sexual orfentation, sexual identity, disability, or other
unlawful forms of discrimination in the solicitation, selection, hiring, or commercial treatment of
subconiractors, vendors, suppliers, or commercial customers, nor shall Contractor retaliate against
any person for reporting instances of such discrimination. Contractor shall provide equal
opportunity for subcontractors, vendors, and suppliers to patticipate in all of ifs public sector afid
private sector subcontracting and supply opportunities, provided that this clause does not prohibit
ot limit lawfu! effoits to remedy the effects of marketplace discrimination that have occurred or
are occurring in the marketplace, Contractor understands that a material violation of this clause
shall be considered a material breach of this Agreement and may result in termination of this

!
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Contract, disqualification of Contractor from paiticipating in State contracts, or other sanctions,
This clause is not enforceable by or for the benefit of, and creates tio obligation to, any third
party. ' X : .
272,  Asa condition of entering into this Contract, upon the request of the Commission on
Civil Rights, and only after the filing of a complaint against Contractor under Title 19 of the State
Finance and Procurernent Arficle of the Annotated Code of Maryland, as amended from time to
time, Contractor agrees to provide within 60 days after the request a complete list of the names of
all subcontractors, vendors, and suppliérs that Contractor has used in the past four (4) years on
any of its contracts that were undertaken within the State of Maryland, including the total dollar
amount pmd by Contractor on each subcontract or supply contract. Contractor further agrees to
cooperate in any investigation conducted by the State pursuant to the State‘s Commercial

- Nondiscrimination Policy as set forth vinder Titlé 19 of the State Finance and Procurement Atticle
of the Annofated Code of Maryland, and to provide any documents relevant to any investigation
that are requested by the State. Contractor understands that violation of this clause is a material
breach of this Contract arid may result in Contract termination, disqualification by the State from
garﬂczpatmg n State contracts, and mther sancuons

28. Subcontracting and Assignment

28,1 . The Confr actor may not subcontract any. portion of the products or services provided
under thls Contract without obtaining the prior written approval of the Procurement Officer, nor
may the Contlactor assign this Contract or any of its rights or obligations hereunder, without the
prior written approval of the State, each at the State’s sole and absolute discretion. Any such

- subcontract or assignment shall include the terms of this Contract and any other terms and
coniditions that the State deems necessary to protect its- interests. The State shall not be
responsible for the fulfillment of the Contractor’s obhgatlons to any subcontractors,

28.2, Subcontractor Disclosure

The Contractor shall identify all of its strategic business partners related to pmducts or services
provided under this Contract, including but not limited t6 all subcontractors or other entities or

‘individuals who mdy be a party to a joint venture or siniilar agreement with the Contractor, and
who shall be involved in any application development and/or operations

29. . Security Requirements and Incident Response

. The Confractor agrees to abide by all applicable federal, State and local laws concerning mformatlon
security and cofaply with current State and Department of Information Technology information security
policy, currently found at http://doit maryland, gov/Pyblications/Dol TSecurityPolicy pdf, in'each case to
the extent apphcable to Contractor in perforring the Services hereunder. Contractor shall limit access to
and possession of Sensitive Data to only employees whose responsibilities reasonably require such access
or possession and shall train such employees on the Confidentiality obligations set forth herein. Any
resuliing impacts from changes to such laws and polms will be addressed through a change order under

“the apphcable Work Order.

30. Data (}wnershlp

The State will own all right, title and interest in its data that is related to the services provided under or in
. connection with this contract. The Contractor nor anyone acting for or under it may not access public
jurisdiction user accounts or public jurisdiction data, except (1) in the course of data center operations, (2)
in response to service or technical issues, (3) as requlred by the express terms of this contract or (4) at the
State’s written réquest.

31.  Loss of Data
Protection of data and personal privacy shall be an integral part of the business activities of the
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Contractor to ensure there is no inappropriate or unauthorized use of State information at any time. To
this end, the Contractor shall safeguard the confidentiality, integrity and availability of State information
and comply with the following conditions:

31.1  The Contractor shall implement and maintain appropriate adminisirative, technical, and
organizational security measures designed to safeguard against unauthorized access, disclosute or
theft of Sensitive Data and non-public data, Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measutes the Contractor applies o its
own Sensitive Data and non-public data of similar kind.

312 All State data provided to or collected by Contractor in the performance of this Contract
shall remain property of the State.

315, Atno time shall any data or processes that belong té the State or its officers, agents or
employees —be copied, disclosed or retained by the Contractor or any party related to the
Contractor for subsequent usc in any transaction that does not include the State.

31.6  The Contractor shall not use any information accessed or collected in connection with the
services provided under this Contract for any purpose other than fulfilling the service,

32. Data Location

The Contractor shall provide its services to the State and its end users solely from the United States
(“U0.8.”). Storage of State data at rest shall be located solely in data centers in the 11.8. The Contractor
shall not allow its persoinél or contractors to store State data o portable devices, including personal
computers, except for devices that are used and kept only at its U.S. data centers. The Contractor shall
permit its personnel and contractors to access State data remotely only as required to provide technical
support. If requested by the State and agreed to in an execited Work Order, the Contractor shall provide
technical uset suppott on & 24/7 basis. _

33, Impori: and Export of Data

The State shall have the abihty to import or export data in piecemneal or in entirety at its discretion without
interference from the Contractor. This includes the abxhty for the State to import or export data to/from

third parties,
34, Encryption of Data at Rest

The Contractor shall ensure hard drive encryption consistent w1th validated cryptography standards as
referenced in FIPS 140-2, Security Requirements for Cryptographic Modules for all Sensitive Data,
unless the State approves the storage of Sensitive Data on a Contractor portable device in order to

accomplish Contract work.

35. = Compliance with federal Health Insurance Portabﬂity and Accountablhty Act (H[PAA) and
State Confidentiality Law

If the functions to be performed in accordance thh this Contract constitute Business Associate functions
as defined in HIPAA, the parties agree to execute a mutually agreed business associate agrecment as
required by HIPAA regulations at 45 CEFR. §164 501.

36. Suspensmn of Work

The Procurement Officer unllateraﬂy may order the Contractor in writing to suspend, delay, or mtermpt
all or any part of its performance for such period of time as the Procurement Officer may determine fo be
appropriate for the convenience of the State. Notwithstanding anything to the contrary elsewhere in this
Coniract, (i) Contractor shall not be obligated to retain any personnel on this engagement during any
suspension period lasting longer than thirty (30) days, and (i) upon recommencement of the services
following any such suspension, Contractor may use personnel other than those performing the services
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immediately prior to the start of the suspetision period:

37. .

38,

__'mformatton and Opﬁl&t& controls necessary to access and use inforn
visual means, Examples of equwalont access mclude keyboard controls used for _mput and
. _synthes;zcd speech Brills, of other audible of tactﬂe means used for output -

Nonwsual Accessxbihty Warranty

37.1.  The Coniractor warrants that the information technology to be prowded under the -
Contract and specified in the applicable Work Order as being subject fo this sequ;ren}ont_

_ (@), provides equivalent access for effective use by both visual and non-visual means;
(b) - will present information, including prompts used for mteractwe oommumcataons
in formats mtended for both v1sua1 andnon-vxsual usey e - Ce s

(c) 1f. mtended for uso ina network can, be mtegrated mto netwmks for obtammg,

retr;evmg, and dlssemmatmg mﬁarmauon used by mdmduals who are not blmd or visgally .,
impaired; and

(d) 1s available, whenever possible, without modﬁicanon for compatibility Wlth
software and hardwale for non-v:sual ACCESS.

37.2.° The Contractor ﬁqrther warmots that the cost, if any, of mod1fymg any such mfonnat);oo
technology for compatibﬂjiy with software and hardware used for non-vasual access does ot

increase  the cost of fhe mfonnatxon technology by more than fwe percent For purposes of this

tlon vechnology by non- .

Comphance w1th LawslArrearages ‘

The Contractor hereby represents and warrants that

39.

381 It is qualified to do business in the State of Maryland, and that it Wﬁl take such action as,

from lime-to-time hereafter, may be necessary to remain $0 quahﬁed,

38.2. Itisnot in arrears with respect to the payment of any fioniés due add ov‘oin;g the State of
Maryland, or any depattment or unit thereof, including but not limited to the payment of takes
and employee ’oeneﬁts and that it shall not become soin arrears dunng the term of this Contract;

383, It shall comply w1th all federal, State and local 1aws regulatxons, and ordinances

apphoable to Contractor in 1ts performanoe of the aotmttes and obhgatxons under thls Coniract
and, - b b . : Y

38 4. It ghall obtam at ity expense, all licenses, periiits, msurance and govemmentai
approvals lf any, necessary to the perfonnance of its obhgauons under thls Contraet

Contingent Fee Prohihltmn A

The Contractor warrants that it has not employed or retainéd any person, partnershlp, corporation, or other
entity, other than a bona fide employee or bona ﬁde agent working for the Contraétor to solicit or secure

. this Contract, and that it has not paid or agreed to pay any persor, partnershlp, corporatmn, or othet
entity, other then a bona fide empioyee or bona fide agent, any feeor other cons;deratlo:n contingent on
the making of ’dns Contract

40.

Delays and Extensions of Time

The Contractor agrees to perform this Contract continuously and diligently. No charges or claims for
damages shall be made by the Contractor for any delays or hindrances from any cause whatsoever during
the progress of any portion of the work specified in this Contract. Time extensions will be granted only
for excusable delays that arise from unforeseeable causes beyond the control and without the fault or
negligence of the Contractor, including but not restricted fo acts of God, acis of the public enémy, acts of
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the State in either its sovereign or conlractual capacity, acts of another contractor in the performance of a
contract with the State, fires, floods, epidemics, quaranfine restrictions, strikes, freight embargoes, or
delays of subcontractors or suppliers arising from unforeseeable causes beyond the control and without
the fault or neghgence of cxther the Contractor or the subcontractors or supphers

41, Fmancnal Dlsclosure

The Contractor shall comply with the provisions of §13-221 of the State Finance and Procurement Article
of the Annotated Code of Maryland, which requires that every business that eaters info contracts, leases,
or other agreements with the State of Maryland or its agencies during a calendar year under which the
business is to receive in the aggregate $100,000 or more, shall, within 30 days of the time when the
aggregate value of these contracts, leasés or other agreefnents reaches $100 000, file with the Secretary of
State of Maryland certain specified information to irichude disclosure of beneficial ownershlp of the
business.

42, Pohtical Contr;butlon Disclosure -

The Contractor shall comply with Md, Code Ann., Election Law Article, Title 14 whlch requires that
every person that enters into a contract fora procurement with the State, a county, ora mummpal
corporation, or other political subdmsmn of the State, duing a calendar year ini which the person receives
a contract with a govemmental entity in the amount of $200,000 or more, shall, file with the State Board
of Hlections statements ‘disclosing: (a) any. contributions made dunng the reporting period to a candtdate
for elective office in aiy primary or general electxon, and (b) the name of each carididate fo whom one or
more contributions in a cumulative amount of $500 or more were made durmg the reporting pefiod, The
statement shall be filed with the State Board of Elections: (a) before execiition of a contract by the State,
a county, a municipal corporation, or other political subdivision of the State, and shall cover the 24
months prior fo when a contract was awarded; and (b} if the contribution is made after the execution of &
contract, then twice a year, throughout the contract term, on: (f) February 5, to cover the six (6) month
period ending January 31; ard (i) August 5, to cover the six (6) month penod ending July 31. Additional
information is available on the State Board of Blections website:

hitp:/fwww.elections.state.md us/campaign ﬁnance/mdex html,

43, Retention of Records

43.1. The Confractor and Subcontractors shall retain arid maintain all records and doctments in
any way relating to this Contract (“Records™) for three (3) years after final payment by the State
under this Contract, or any applicable statute bf limitations, prevailing federal or State law or
regulation, or condition of award, whichever is longer, and shall make them available for -
inspection and audit by authorized representatives of the State, including the Procurement Officer
or the Procurement Officer's des1g1me at all reasonable times. The Contractor shall, upon request
by the Department, provide a copy of Records, including, but not Timited to itemized billing
decumenptation containing the dates, hours spent, and work performed by the Contractor and its
subcontractors under the Contract (for work performed on a time and materials basis). The
Contractor agrees to cooperate fully in any audit conducted by or on behalf of the State,
including, by way of exampie only, making Records and employees available as set forth in
Section 44 below and by assisting the auditors in reconciling any audit variances, Contractor shall
not be compensated for providing any such cooperation and assistance, All Records related in any
way to the Contract are to be retained for the entire time provided under this section.

43.2. This provision shall survive expiration of this Contract,
44.  Right to Audit
441
‘The State reserves the right, at its sole discretion and at any time, to perform an audit of the
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45,

Contractor’s and/or Subcontractors’ performance under this Confract as described herein. In this
agreeront, an andit is defined as a planned and documented independent activity performed by
qualified personnel, including but not limited to State and federal auditors, to determine by
investigation, examination, or evaiuation of objective evidence from data, statements, records,
operations, and performance practices (financial or otherwise) the Contractor’s compliance with
the Contract,

44.2

Upoen three (3) business days’ notice, Contractor and/or Subcontractors shall provide the State
reasonable access during normal business hours to the Records to verify conformance to the terms
of this Contract. ‘The State shall be permiited to conduct these audits with any or all of its own
internal resources or by securing the services of a third party accounting/audit firm, solely at the
State’s election. The State shall have the right to copy, at its own expense, any Record related to
the services performed pursuant to this Contract.

44.3

Contractor and/or Subcontractors shall cooperate with the State or the desipgnated andifor and
shall provide the necessary assistance for the State or the designated auditor to conduct the audit,

44.4

The right to audit shall include subcontractors in which goods or services are subcontracted by
Contractor and/or Subcontractors and that provide essential support to the services provided to
the State under this Contract. Contractor and/or Subcontractors shall ensure the State has the
right to audit with any lower tier subcontractor.

3

Administrative Information
45.1. Procurement Officer and Contract Manager

The day-to-day work to be accomplished under this Contract shall b performed under the
direction of the Contract Maunager and, as appropriate, the Procurement Officer, All mattets
relating fo the interpretation of this Contract shall be referred to the Procurement Officer for

. determination,
. 45.2, Notices

All notices hereunder shall be in writing and either delivered ﬁersonally or sent by certified or
registered mail, postage prepaid as follows:

Ifto the State:

* Susan Howells
State of Maryland Department of Information Technology
100 Community Pl, Suite 2.305
Phone Number: 410-697-9672

E-Mail: susan howells@inaryland.sov

If io the Contractor;

Adtn: Kathy Mills

Strategic Communications, LLC
310 Evergreen Road

Louisville, KY, 40243

Phone: 502-493-7234

Email: naspo@yourstrategic.com

17


mailto:naspo@yourstrategic.com
https://susan.howells@mai:yland.gov

18



to
'+ EXHIBIT A (STATE OF MARYLAND TERMS & CONDITIONS)

AWS Hostmg

~In addltlon to the terms and COIldlthllS in Bxlnb;t A the terms and condztlons set forth in thls Attachment

will apply to any Work Order where AWS hostmg is included as parf: of the Servwes thereundex

(a) . State ackuowledgcs and aprees that Strateglc Commumcations W111 be contractmg Wlth Amazon

“Web Services, Inc. (“AWS”), an independent commercial public cloud infrastructure provider, as a.

vendor to provide the AWS cloud-computing platform and tools (“AWS Platform”) as part of the -
Services in the applicable Work Order. State agtees that AWS shall not; be deemed a- subcontractm under
the terms of the Contract. . .

-(b) By entering into the Work Order, State acknowledges that its use of the AWS Platform is subject

to AWS’s access policy currently Jocated at hitps:/s3, amazoniaws.com/Reseller-Program-Legal-

'_Documents/AWS+Acccss+Pohcy pdf, as it may be updated by AWS from time to time, and as may be

'A made available on any successor or related site designated by AWS (“AWS Public Sector Access

- Policy™), a copy of the curtent version is attached to the NASPO Master Contract as  Schedule E. State
- hereby accepts the terms of the AWS Pubhc Sector Access Pohcy ' . ‘

(c) . State acknowledges that aspects of, or changes to, the ﬁmcnonahty of the AWS Platfonn is

- outside of Strategic Commumcattons direct control. In the event the AWS Platform experiences an

availability, performance, or security failure solely as a result of an outage, malfumction, unavailability of,

Ny or change by AWS to an AWS Platform component (a “failure”}: (i) Strategic Communications’ shall

coordinate with AWS and State to monitor status on resolving any $uich issue and Strategic
Communications’ will work collaboratively with State to develop a mutually agreeable resolution to
address the impact of such failure; (ii) to the extent AWS provides a cred1t/paymcnt to Strategic
Communications’ as a resuIt Stratogic Communications’ shall apply such amount against amounts due to
Strategxc Commumcatlons for the Services; and (jii} Strategic Commuttications® shall not be in breach of
any of its- obligations as a result of such failure. The foregoing shall not relieve Strategic

. Communications’ from responsibility for any other aspects of the-Sexvices, such as the fimctionality of

the hosted solution, rior from responsibility for Strategic Communications’ nét having properly installed
or configured any AWS Platform components in accordance with the Contract or the applicable Work

. Order. Notwithstanding anything {o the contrary herein, all rights and remedies to which Contractor is

entitled in the event of a failure shall flow through to the State.

(d) State Itenlq, once uploaded to the AWS Platform, will be subject to any security control measures
to be implemented as agreed to by the parties to the applicable Work Order and the confidentiality and

_data security obligations set forth in Exhibit A (including, without limsitation, Sections 29 and 31) will not

apply to such State Items on the AWS Platform. However, this shall not relieve Strategic
Communications” from responsibility for any other aspects of the SaaS offering, including, without
Limitation, not havmg properly mstalied or configured any AWS Platform compongats, or relieve
Strategic Communications’ of its data breach notification obligations in Sectmns 29 and 31, Strategic
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Comununications’ shall promptly notify State of any unauthorized third-party access fo any State Items.
“State Items” shall mean any State-provisioned application or other software provided to Strategic.
Communications’ for installation or uploading onto the AWS Platform as part of the Services (“State
‘Software”) and any State«prov:smned machine i nnages, data, text, audio, video, images or other confent -
that is prowded to Strategic Commumcat;ons for installation or uploading onto the AWS Platform as part
of the Sefvices, or that State or any of its end user () runs on any State Software hosted on the AWS
Platform, (b) uploads to any State Software hosted on the AWS Platform or (c) causes to inferface thh
the AWS Platform i : - .

(e) In heu of an order to compiy w1th any mspectmn under the Contract of the AWS Platform or the
AWS ddta center facilities, setvers, rietworking equipment and hostmg software systems, State may
review AWS’s then ctirrent Authorizatioh Package (i.¢., the applicable SSP, SAP, SAR, POA&M and
ConMon Report) by submitting a requiest for such Authorization Packaged directly, in accordance with
the applicable FedRarip process, In addition, notwithstanding anything to the contrary, State’s audit
rights set forth in the Contract shall not extend to AWS’s books and records,
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