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June 14, 2019 

Ill' t jj_ 
MARYLAND DEPARTMENT 

OF TRANSPORTATION 

MOTOR VEHICLE 
ADMINISTRATION 

I , 

TO ALL POTENTIAL OFFERORS OF THE CONTRACT DOCUMENTS: 

Addendum No. 1 

RE: MDOT MV A Contract No.: J04B9400055 
Information Technology Auditing Services 

To Whom It May Concern: 

' · 

Larry Hogan 
Governor 

Boyd K. Rutherford 
Lt. Governor 

Pete K. Rahn 
Secretary 

Christine Nizer 
Administrator 

A. The REVISED Solicitation is being issued, correcting the Solicitation # listed in the headers from 
J04B9400050 to J04B9400055. 

Very Truly Yours, 

~ .~ ~ tOffi= 

THIS AMENDMENT IS ISSUED TO CLARIFY, ADD TO, DELETE FROM, CORRECT AND/OR 
CHANGE THE BID DOCUMENTS TO THE EXTENT INDICATED AND HEREBY MADE A PART 
OF THE SAID BID DOCUMENTS ON WHICH THE CONTRACT WILL BE BASED. THIS 
AMENDMENT BECOMES PART OF THE BID PACKAGE AND MUST BE ATTACHED TO THE 
OUTSIDE COVER OF THE PROPOSAL FORM. FAILURE TO DO SAY MAY RESULT IN THE 
REJECTION OF YOUR BID. COMAR 21.05.02.08 REQUIRES THAT ALL AMENDMENTS 
ISSUED BE ACKNOWLEDGED; THEFORE THE A TT ACHED RECEIPT MUST BE RETURNED 
TO THIS OFFICE. FAILURE TO RETURN THE RECEIPT ACKNOWLEDGING THE 
AMENDMENT MAY RESULT IN REJECTION OF YOUR BID. 
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June 14, 2019 

,. 

M 
MOTOR VEHICLE 
ADMINISTRATION 

TO ALL POTENTIAL BIDDERS OF THE CONTRACT DOCUMENTS: 

Addendum No. 1 

RE: MDOT MV A Contract No.: J04B9400055 
Information Technology Auditing Services 

To Whom It May Concern: 

,, 

Larry Hogan 
Governor 

Boyd K. Rutherford 
Lt. Governor 

Pete K. Rahn 
Secretary 

Christine Nizer 
Administrator 

It is important that you acknowledge receipt of this Addendum No. 1 on the referenced contract 
regardless of whether you will be bidding or not bidding. 

If you have any questions regarding this matter, please contact Jessica Mettle, Procurement Officer, via 
telephone at 410-768-7252 or by email at jmettle@mdta.state.md.us. 

Sincerely, 

(f)~ ~ Mettle, Procurement Officer 

Enclosures 

Contract No.: V-HQ-19034-M 
This will acknowledge receipt of the Attached Addendum No. 1. 

NAME OF COMPANY DATE 

SIGNATURE 
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June 28, 2019 

M, >t 
MARYLAND DEPARTMENT 

OF TRANSPORTATION 

MOTOR VEHICLE 
ADMINISTRATION 

TO ALL POTENTIAL OFFERORS OF THE CONTRACT DOCUMENTS: 

Addendum No. 2 

RE: MDOT MV A Contract No.: J04B9400055 
Information Technology Auditing Services 

To Whom It May Concern: 

Larry Hogan 
Governor 

Boyd K. Rutherford 
Lt. Governor 

Pete K. Rahn 
Secretary 

Christine Nizer 
Administrator 

A. The Pre-Proposal Minutes and Sign-In Sheet are issued with this Addendum No. 2. 

THIS AMENDMENT IS ISSUED TO CLARIFY, ADD TO, DELETE FROM, CORRECT AND/OR 
CHANGE THE PROPOSAL DOCUMENTS TO THE EXTENT INDICATED AND HEREBY MADE 
A PART OF THE SAID PROPOSAL DOCUMENTS ON WHICH THE CONTRACT WILL BE 
BASED. THIS AMENDMENT BECOMES PART OF THE PROPOSAL PACKAGE AND MUST BE 
ATTACHED TO THE OUTSIDE COVER OF THE PROPOSAL FORM. FAIL URE TO DO SAY 
MAY RESULT IN THE REJECTION OF YOUR PROPOSAL. COMAR 21.05.02.08 REQUIRES 
THAT ALL AMENDMENTS ISSUED BE ACKNOWLEDGED; THEFORE THE ATTACHED 
RECEIPT MUST BE RETURNED TO THIS OFFICE. FAILURE TO RETURN THE RECEIPT 
ACKNOWLEDGING THE AMENDMENT MAY RESULT IN REJECTION OF YOUR PROPOSAL. 
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June 28, 2019 

M 
MOTOR VEHICLE 
ADMINISTRATION 

TO ALL POTENTIAL OFFERORS OF THE CONTRACT DOCUMENTS: 

Addendum No. 2 

RE: MDOT MV A Contract No.: J04B9400055 
Information Technology Auditing Services 

To Whom 11 May oncern: 

Larry Hogan 
Governor 

Boyd K. Rutherford 
Lt. Governor 

Pete K. Rahn 
Secretary 

Christine Nizer 
Administrator 

It is important that you acknowledge receipt of this Addendum No. 2 on the referenced contract 

regardless of whether you will be submitting a proposal or not. 

If you have any questions regarding this matter, please contact Jessica Mettle, Procurement Officer, via 

telephone at 410-768-7252 or by email at jmettle@mdta.state.md .us . 

Sincerely, 

9::.~~enl Offi= 

Enclosures 

Contract No.: J04B9400055 
This will acknowledge receipt of the Attached Addendum No. 2. 

NAME OF COMPANY DATE 

SIGNATURE 

6601 Ritchie Highway NE, Glen Burnie, Maryland 21062 I 410.768.7000 I 800.950. l MVA I Maryland Relay TTY 800.492.4575 I mva.maryland.gov 



Pre-Proposal Minutes 
RFP: J04B9400055 

Information Technology Auditing Services 
Thursday, June 27, 2019@ 10:00 a.m. (EST) 

Welcome to the Pre-proposal conference for the Request for Proposals (RFP) J04B9400055 for the 
Maryland Department of Transportation Motor Vehicle Administration (MDOT MVA) Information 
Technology Auditing Services. My name is Jessica Mettle and I am the Procurement Officer assigned to 
this RFP. 

If you have not already done so, please sign the attendance sheet and for those firms that are certified 
Minority Business Enterprise (MBE), Small Business Reserve (SBR) or Veteran-Owned Small Business 
Enterprise (VSBE) firms, please make note of that on the sign-in sheet. 

I'll let my team introduce themselves first and then we can go around the room and have everyone else 
introduce themselves. 

Introductions were held. 

I will be going over the Procurement part of this project and will take any questions related to the 
procurement of this RFP. 

I will then tum the conference over to Mr. Antony Antony who will review the scope of work. We will 
do our best to answer all questions regarding the scope of work, but strongly suggest all questions 
requiring an official answer be submitted in writing. 

No answers given at today's meeting will be considered binding or an amendment to the contract. 
Throughout this Pre-Proposal Conference, if you want a high-level response to any question you may 
have, I again ask that your questions be submitted to me, in writing via email. 

Reminder to all Offerors: 

• The main purpose of this pre-proposal conference is to review the procurement requirements, address 
concerns, provide clarification, and provide instructions pertaining to the solicitation and scope of 
work, and answer questions. 

• This RFP was released to the Master Contractors under Functional Area 9 of the Maryland 
Department oflnformation Technology Consulting and Technical Services+ contract on June 11, 
2019. 

• Minority Business are encouraged to respond to this solicitation 

• Offerors will have the opportunity to submit questions in writing; written questions must be 
submitted to me at jmettle@mdot.maryland.gov. The deadline for submission of questions is 
Friday, July 5, 2019 at 3:00 pm (EST). 

• The Questions and Answers will be released via Addendum as soon as possible after the Question due 
date. 

• Pre-proposal minutes, sign in sheet(s) and all questions and responses will be published as an 
addendum and become part of this solicitation. 

• Changes to the scope of work or any response requirements will be published as an addendum and 
supersede the original published documents per COMAR. 

• The due date and time for proposal Submission is Thursday, July 18, 2019 at 11:00 A.M. Local 
Time. Please see Sections 1. 1, 5.2 and 5 .3 for specific proposal submission information. 



• As a reminder, the Technical Proposal submission along with all of the required Attachments and 
Appendices (listed under Section 7 of the RFP), are to be delivered together, but in a separate email 
from the Financial Proposal. 

• BOTH THE TECHNICAL AND FINANCIAL PROPOSALS WILL NEED TO BE PASSWORD 
PROTECTED, WITH DIFFERENT PASSWORDS FOR EACH PROPOSAL TO (TECHNICAL 
AND FINANCIAL). The Procurement Officer will request the passwords for the Technical and 
Financial Proposals from the Offeror when needed. 

• Please be aware that MDOT has a file size limitation of 20 megabytes on all email transmissions. 

• You will be sending more than one email, so be sure to number your emails(] of 2, 2 of 2 etc) see 
Section 5.3.4 for details. 

• An Offeror wishing to deliver a hard copy (paper) Proposal shall contact the Procurement Officer for 
instructions. 

• £_lca_~e _s_ubmit_yQ_ur_ offer in.th~ format listed in section 5.3 and 5.4 of the RFP, as this_wj}] help to 
ensure that you have submitted all requested information as well as assist the evaluation team to 
determine that all information has been received. 

• Please be sure to send your proposals early enough to allow sufficient time for your submission to 
arrive timely in the Procurement Officers in box. "The date and time of an e-mail RFP submission is 
determined by the date and time of arrival of all required files in the Procurement Officer's e-mail 
in box." 

• The State will award this project to One Master Contractor. 

• You are required to provide the name/number of your point of contact to set up oral presentations or 
for correspondence. 

• Please be sure to review Section 6 - Evaluation and Selection Process. 

MBE Participation 

• There is no Minority Business Enterprise (MBE) Goal for this project. 

Friendly reminder: 

• Only the information communicated by the Procurement officer in writing shall be the official 
position of the MDOT. MDOT assumes no responsibility for information communicated by any 
other source. 

Project Manager 

• Good Morning everyone, welcome to the pre-proposal conference for Information Technology 
Auditing Services- Request for proposals. 

• My name is Antony C. Antony. I am one of the Audit Managers, working with the MVA Internal 

Auditing Division. I was assigned as the Task Order Manager for this project on Information 

Technology Auditing Services. The Task Order Contractor (TO) will report to the Administration 

through the Chieflntemal Auditor. 

• Scope of work: 

• There are two parts to the scope of the work: 



• Part 1. Office of Legislative Audit Findings and recommendations and response by the -

Administration. The TO Contractor will perform 'An independent Audit assessment to.determine 

if the Administration has addressed and successfully implemented promises in response to all 

previous Office of Legislative Audit Findings and recommendations related to MV A Information 
Technology Systems. Generally, every three (3) years each state Agency get audited by the Office 

of Legislative Audits and if there are repeat findings it will be reported to the Joint Audit Committee. 

Currently there is a new OLA Audit that started in June of 2019. They will be issuing a report on the 

deficiencies' related to MVA including Information Technology Systems, Infra Structure, 

Operating Systems, Policies' and procedures. The Administration Senior Management may include 

some of the discussion notes to review related to IT Systems audit regarding the Independent Audit 

assessment. 

• Conclusion: TO Contractor will provide an independent Assessment and Audit on the Information 

Systems as well as identify the Information Technology Deficiencies and provide audit reports and 

recommendations to the Administration's Senior Management. 

• We expect TO Contractor to complete the Tasks within three (3) months. 

• Part 2. The TO Contractor shall conduct an IT Risk Assessment testing general controls including 

Data Security, cloud computing, system access, operating systems and software applications. 

• The TO Contractor shall perform a security Gap Analysis for MV A Office oflnformation Resources 

(OIR) following SAN's top 20 critical controls. 

• The TO Contractor shall evaluate the MOOT MVA IT business practices in relation to IT Operations 

and policy status as compared to Security rule standards and specific remediation steps & 

recommendations to correct any potential violations. 

• The TO Contractor shall compare Security regulations with various State of Maryland and MOOT 

policies 

• In conclusion Part 2 is "An Independent assessment and Audit will be on the Risk Assessment 

Analysis on MVA Data Security, Cloud computing, System Access controls, Operating Systems 

including Software applications, Web Applications, Web Services, Servers, Disaster Recovery, 

Systems development Life Cycle and Attack and Penetration Testing reviews, including Security Gap 

Analysis (with SAN's top 20 critical controls). 

• We expect TO Contractor to complete the Tasks within six (6) months. 

Questions and Answers 

Q 1. What is the expected date for this procurement? When will Orals be held and contract award? 

Al. It is expected that Orals may happen in late August, early September and a recommendation for 
award in October. However, the MOOT MVA wants this to be awarded as quickly as possible so 
it may be sooner: Also, as a reminder depending on the dollar value of the contract, this may 
require BPW approval. 

Q2. How many OLA findings are outstanding? 

A2. 3 Findings on IT Audits, OLA Audit report dated November 2017. 

Q3. Do you perform audits on 1/3 of the audits every year? 



A3. No, every three (3) years, the Office of Legislative Audits (OLA) comes to the MDOT MV A and 
audits on a three (3) year time frame. 

Q4. Is this a brand-new contract or is this a replacement contract? 

A4. This is a brand-new contract. 

Q5 . What is the budgeted amount for this contract? 

AS. The MDOT MV A has an estimate but is not familiar with this type of work and wants firms to 
propose the amount necessary to perform the work. 

Q6. In reviewing the scope of work one of the Key Personnel requirements is for a CPA, is that 
correct on an IT procurement? 

A6. There are no CPA requirements for any of the Key Personnel in this solicitation, however, 
whoever performs IT Audits should be a Computer Information Systems Auditor (CISA). 
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