LTSS O&M NUMBER M00B5400373

Consulting and Technical Services+ (CATS+)
Task Order Request for Proposals (TORFP)

LONG TERM SUPPORTS AND SERVICES SYSTEM (LTSS)
OPERATIONS & MAINTENANCE (O&M)

CATS+ TORFP # M00B5400373
DHMH/OPASS 15-14386

=
FOUNDED 1634

MARYLAND

Department of Health and Mental Hygiene (DHMH)

Issue Date: March 19, 2015

State of Maryland- Department of Health and Mental Hygiene _




LTSS OaM
TABLE OF CONTENTS

KEY INFORMATION SUMMARY SHEET ....ccoiiniiniinninnninseensnecsnicssisseesssesssessssssscsssesssssesseses 4

SECTION 1 - ADMINISTRATIVE INFORMATION ....cuuiiniinninnnnssannssnesssesssnsssssssssssssssssssssassssssses 5
1.1 TORFP SUBJECT TO CATS+MASTER CONTRACT ......cccocoiiiiiiiiiiiiicicieec 5
1.2 ROLES AND RESPONSIBILITIES .....oooiiiiiieieeeeeeetee e 5
1.3 TO AGREEMENT ......ooiiiiiiiiii et 6
1.4 TOPROPOSAL SUBMISSIONS ..ot 6
1.5 ORAL PRESENTATIONS/INTERVIEWS .....ccciiiiiiiiiiiiiiienenenteeeeeeeceeese e 6
1.6 QUESTIONS ...ttt ettt s et e e e 6
1.7 TO PRE-PROPOSAL CONFERENCE .......ccccooiiiiiiiiiiiiiiinicceececeeee e 6
1.8 CONFLICT OF INTEREST ...ttt 7
1.9 LIMITATION OF LIABILITY ...ooiiiiiiiiiiiiiieecee ettt 7
1.1I0 CHANGE ORDERS ...ttt sttt 7
1.1 TRAVEL REIMBURSEMENT ........ccciiiiiiiiiiiiiiiiecenteit et 7
1.12 MINORITY BUSINESS ENTERPRISE (MBE) ....c..cccciiiiiiiiiiiiniiiecececceeeeeeee 7
1.13  VETERAN OWNED SMALL BUSINESS ENTERPRISE (VSBE).....c.cccccociiiiniiiiiinene 8
1.14  NON-DISCLOSURE AGREEMENT .....coiiiiiiiiiiiiieitceeeteee et 8
LIS LIVING WAGE. ... 8
1.16  IRANIAN NON-INVESTMENT .....oiiiiiiiiiiieeeeereeeeet e 9
1.17 CONTRACT MANAGEMENT OVERSIGHT ACTIVITIES.........ccceoiiiiiiiiiiecene 9
1.18 MERCURY AND PRODUCTS THAT CONTAIN MERCURY .....cccccoviiriiiiiniiinieeieeee, 9
1.19 PURCHASING AND RECYCLING ELECTRONIC PRODUCTS .......cccccoiviiiiiiieieene 9
1.20 HIPAA BUSINESS ASSOCIATE AGREEMENT ......cooiiiiiiiiiiiiececeeeeeecee e 9
1.21  DEFINITIONS ...ttt e e 9

SECTION 2 - SCOPE OF WORK .....ouuuiintinnirntinnnensnensnisssnnsssesssesssssssssssssssssessssssssssssassssassssssssssss 13
2.1 PURPOSE ...ttt ettt st e 13
2.2 REQUESTING AGENCY BACKGROUND.......cooiiiiiiiiienieeeceeeeeeeeeeee e 14
23 PROJECT BACKGROUND .....ooiiiiiiiiiiiieitceeeetceetee ettt 14
2.4  PROFESSIONAL DEVELOPMENT ......ccooiiiitiiiniiiieeeeeereeeeee et 17
2.5 REQUIRED POLICIES, GUIDELINES AND METHODOLOGIES..........cccocoevieiennnne. 17
2.6 REQUIREMENTS ...ttt ettt ettt st et 18
2.7 PERFORMANCE AND PERSONNEL ......ccccooiiiiiiiiiiiiiinicectcreece e 40
2.8 DELIVERABLES AND REPORTS ..ottt 43
2.9  MINIMUM QUALIFICATIONS .....oiiiiiiiiieteeceee ettt 51
2.10  TO CONTRACTOR AND PERSONNEL PREFERRED QUALIFICATIONS ................. 53
211 RETAINAGE .....oooiiii ettt s st 53
2.12 WORK ORDER PROCESS.......cccocoiiiiiiiiiiiiiiciececee e 54
213 INVOICING ..ottt et st e s 54
2.14  SOCTYPEITAUDIT ....oooiiiiiiiiiicee e 55
215 RIGHT TO AUDIT ...ttt st st e 57

SECTION 3 - TASK ORDER PROPOSAL FORMAT AND SUBMISSION REQUIREMENTS

............................................................... 59
3.1 REQUIRED RESPONSE ......ooiiiiiiiiiic e 59
3.2 SUBMISSION ...ttt ettt ettt s esneenneas 59

State of Maryland- Department of Health and Mental Hygiene




LTSS O&M NUMBER M00B5400373

33 SUMMARY OF ATTACHMENTS ...ttt 59
34  PROPOSAL FORMAT ....ootiiiieeeeeee ettt ettt ettt et eteeae s eneenre e 60
SECTION 4 - TASK ORDER AWARD PROCESS.....ccccerinntininsanssenssssasssassssssassssssssssasssassssssssssasse 65
4.1 OVERVIEW ...ttt ettt ettt ettt ettt et e et teeseeaeeanas 65
42  TOPROPOSAL EVALUATION CRITERIA......cocotieieieieeceeteeeee e 65
4.3 SELECTION PROCEDURES.......coootiiiiteeee ettt ve e 65
44  COMMENCEMENT OF WORK UNDER A TO AGREEMENT .......ccccooveiinieiieiernne, 66
LIST OF ATTACHMENTS .....uuiiiiirtinecnnncsensncsansssssssssasssasssssssssssssssssasssasssssssssssssssssasssassssssasssasssassans 67
ATTACHMENT 1 PRICE SHEET e 68
ATTACHMENT 2 MINORITY BUSINESS ENTERPRISE FORMS........cccicneenuicrnnssncsancsascassane 70
ATTACHMENT 3 TASK ORDER AGREEMENT .......cccciiciiiimmmeeteeeccccsssssasssssecsscssssssnssssssscssssssns 95
ATTACHMENT 4 CONFLICT OF INTEREST AFFIDAVIT AND DISCLOSURE .........uu... 98

ATTACHMENT 5 LABOR CLASSIFICATION PERSONNEL RESUME SUMMARY
(INSTRUCTIONS) ccccevurerercsanessascsasssonse 99
ATTACHMENT 5 A. MINIMUM QUALIFICATIONS SUMMARY .....ccootvvurrrrieieeeeeeniirreeeeeeeeeesennsnneeeseeens 101
ATTACHMENT 5 B. PERSONNEL RESUME FORM.......ccooiiiiiiiiiiiecee e 103
ATTACHMENT 6 PRE-PROPOSAL CONFERENCE DIRECTIONS....cccceettcceecrcrssnneeeececcccssens 105
ATTACHMENT 7 NOTICE TO PROCEED (SAMPLE) 106
ATTACHMENT 8 AGENCY RECEIPT OF DELIVERABLE FORM .......cccccccceerrrnnnneeeecccccccnens 107
ATTACHMENT 9 AGENCY DELIVERABLE PRODUCT ACCEPTANCE FORM................ 108
ATTACHMENT 10 NON-DISCLOSURE AGREEMENT (OFFEROR) e 109
ATTACHMENT 11 NON-DISCLOSURE AGREEMENT (TO CONTRACTOR) ....cccceeueeecnnne 110
ATTACHMENT 12 TO CONTRACTOR SELF-REPORTING CHECKLIST 113
ATTACHMENT 13 LIVING WAGE AFFIDAVIT OF AGREEMENT ........cccccoovnnnnnnenreccccsssens 115
ATTACHMENT 14 MERCURY AFFIDAVIT ....eeeeeeeccccnrsssnneeeeececsssssssnsssssscsssssssssnsssssessessssens 116
ATTACHMENT 15 VETERAN SMALL BUSINESS ENTERPRISE PARTICIPATION (VSBE)
FOR STATE OF MARYLAND ......cccccirrrrrneeeeeccccssssssnseeseesccsssssssasssssssscssssssssasssssssssssssssanssssasssssssssse 117
ATTACHMENT 16 CERTIFICATION REGARDING INVESTMENTS IN IRAN......ccccceeueee 118
ATTACHMENT 17 SAMPLE WORK ORDER.......eeiieeeecnrrneneeeeeececcsssssnnssseeecssessssssnssssssssesssssns 119
ATTACHMENT 18 PERFORMANCE EVALUATION FORM .......ccccrrrrmneeeteccccsscsonnssseseccssssens 120
ATTACHMENT 19 CRIMINAL BACKGROUND CHECK AFFIDAVIT 121
ATTACHMENT 20 LTSS SYSTEM TECHNICAL INFRASTRUCTURE 122
ATTACHMENT 21 INCIDENT RESPONSE PROTOCOL 134
ATTACHMENT 22 BUSINESS ASSOCIATE AGREEMENT .....cccccevtenuinsensanssnnsessanssassssssssssssss 135

State of Maryland- Department of Health and Mental Hygiene




KEY INFORMATION SUMMARY SHEET

This CATS+ TORFP is issued to obtain the services necessary to satisfy the requirements defined in
Section 2 - Scope of Work. All CATS+ Master Contractors approved to perform work in the
Functional Area under which this TORFP is released shall respond to this TORFP with either a Task
Order (TO) Proposal to this TORFP or a Master Contractor Feedback form (See Section 3).

Solicitation Name: LTSS O&M

Solicitation Number (TORFP #): MO00B5400373 / OPASS15-14386

Functional Area: Functional Area 8 — Application Service Provider

Issue Date: 3/19/2015

Questions Due Date and Time: 4/16/2015 at 2:00 PM Local Time

Closing Date and Time: 5/12/2015 at 2:00 PM Local Time

TO Requesting Agency: Department of Health and Mental Hygiene (DHMH)
Office of Health Services (OHS)

Send Questions and Proposals to: Queen Davis

Office Phone: 410-767-5335
E-mail : queen.davis@maryland.gov

TO Procurement Officer: Queen Davis
Office Phone: 410-767-5335

Fax: (410) 333-5958
E-mail : queen.davis@maryland.gov

TO Contract Monitor: Susan Harrison

Maryland DHMH

Office of Health Services

201 West Preston Street, Room 214
Baltimore, Maryland 21201

Telephone: (410) 767-1434

Fax : (410) 333-5333

E-mail: susan.harrison@maryland.gov

TO Type: Fixed-price

Period of Performance: Base Period: From NTP for three (3) base years.
with Two (2) additional one-year option terms

MBE Goal: 25% with no sub-goals

VSBE Goal: 0%

Small Business Reserve (SBR): No

Primary Place of Performance: Maryland DHMH

201 West Preston Street
Baltimore, Maryland 21201

TO Pre-proposal Conference: Maryland DHMH

Conference Room L-3, Lobby Level

201 West Preston Street

Baltimore, Maryland 21201

Tuesday, April 7, 2015 at 10:00 AM Local Time
See Attachment 6 for directions.

State of Maryland- Department of Health and Mental Hygiene _
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LTSS O&M NUMBER M00B5400373

SECTION 1 - ADMINISTRATIVE INFORMATION

1.1 TORFP SUBJECT TO CATS+ MASTER CONTRACT

In addition to the requirements of this TORFP, the Master Contractors are subject to all terms and
conditions contained in the CATS+ RFP issued by the Maryland Department of Information
Technology (DolT) and subsequent Master Contract Project Number 060B2490023, including any
amendments.

All times specified in this document are local time, defined as Eastern Standard Time or Eastern
Daylight Time, whichever is in effect.

1.2 ROLES AND RESPONSIBILITIES

Personnel roles and responsibilities under the TO:

A. TO Procurement Officer — The TO Procurement Officer has the primary responsibility for the
management of the TORFP process, for the resolution of TO Agreement scope issues, and for
authorizing any changes to the TO Agreement.

B. TO Contract Monitor - The TO Contract Monitor has the primary responsibility for the
management of the work performed under the TO Agreement; administrative functions,
including issuing written directions; ensuring compliance with the terms and conditions of the
CATS+ Master Contract.

The TO Contract Monitor will assign tasks to the personnel provided under this TORFP and
will track and monitor the work being performed through the monthly accounting of hours
deliverable for work types; actual work produced will be reconciled with the hours reported.

C. TO Contractor — The CATS+ Master Contractor awarded the TO. The TO Contractor shall
provide human resources as necessary to perform the services described in this TORFP Scope
of Work.

D. TO Contractor Manager - TO Contractor Manager will serve as primary point of contact with
DHMH’s Project Manager to regularly discuss progress of tasks, upcoming tasking, historical
performance, and resolve any issues that may arise pertaining to the TO Contractor Personnel.
The TO Contractor Manager will serve as liaison between DHMH’s Project Manager and the
senior TO Contractor management.

The TO Contractor will provide invoices as specified under Section 2.13 Invoicing. The TO
Contractor is responsible for making payments to the TO Contractor personnel.

E. TO Contractor Personnel — Any resource provided by the TO Contractor in support of this
TO over the course of the TO period of performance.

F. Key Personnel — Any individual named as key by either this TORFP or the Master Contractor
to perform work under the scope of this TO. Some portion of key personnel will be proposed
personnel, and these proposed personnel shall start as of TO Agreement issuance unless
specified otherwise.

G. Software Development Contractor — The CATS+ Master Contractor responsible for software
development of the LTSS and ISAS systems.

State of Maryland- Department of Health and Mental Hygiene




LTSS O&M NUMBER M00B5400373

H. DHMH’s Technical Support Team — DHMH personnel that provide technical support,
monitoring and oversight of the LTSS and ISAS systems.

I. DHMH’s Project Manager — DHMH resource responsible for day-to-day oversight of the
overall activities and contractors that support the LTSS and ISAS systems.

1.3 TO AGREEMENT

Based upon an evaluation of TO Proposal responses, a Master Contractor will be selected to conduct
the work defined in Section 2 - Scope of Work. A specific TO Agreement, Attachment 3, will then be
entered into between the State and the selected Master Contractor, which will bind the selected Master
Contractor (TO Contractor) to the contents of its TO Proposal, including the TO Financial Proposal.

1.4  TO PROPOSAL SUBMISSIONS

The TO Procurement Officer will not accept submissions after the date and exact time stated in the
Key Information Summary Sheet above. The date and time of submission is determined by the date
and time of arrival in the TO Procurement Officer’s e-mail inbox.

Requests for extension of this date or time will not be granted. Except as provided in COMAR
21.05.03.02F, Proposals received by the Procurement Officer after the due date will not be considered

1.5 ORAL PRESENTATIONS/INTERVIEWS

All Offerors and proposed staff will be required to make an oral presentation to State representatives in
the form of oral presentations. Significant representations made by a Master Contractor during the oral
presentation shall be submitted in writing. All such representations will become part of the Master
Contractor’s proposal and are binding, if the TO is awarded to the Master Contractor. The TO
Procurement Officer will notify Master Contractor of the time and place of oral presentations.

1.6 QUESTIONS

All questions must be submitted via e-mail to the TO Procurement Officer no later than the date and
time indicated in the Key Information Summary Sheet. Answers applicable to all Master Contractors
will be distributed to all Master Contractors who are known to have received a copy of the TORFP.

Answers can be considered final and binding only when they have been answered in writing by the
State.

1.7 TO PRE-PROPOSAL CONFERENCE

A pre-proposal conference will be held at the time, date and location indicated on the Key Information
Summary Sheet. Attendance at the pre-proposal conference is not mandatory, but all Master
Contractors are encouraged to attend in order to facilitate better preparation of their proposals.

Seating at the pre-proposal conference will be limited to two (2) attendees per company. Attendees
should bring a copy of the TORFP and a business card to help facilitate the sign-in process.

The pre-proposal conference will be summarized in writing. As promptly as is feasible subsequent to
the pre-proposal conference, the attendance record and pre-proposal conference summary will be
distributed via e-mail to all Master Contractors known to have received a copy of this TORFP.

In order to assure adequate seating and other accommodations at the pre-proposal conference, please e-
mail the TO Procurement Officer indicating your planned attendance no later than three (3) business
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LTSS O&M NUMBER M00B5400373

days prior to the pre-proposal conference. In addition, if there is a need for sign language interpretation
and/or other special accommodations due to a disability, please contact the TO Procurement Officer no
later than five (5) business days prior to the pre-proposal conference. The TO Requesting Agency will
make reasonable efforts to provide such special accommodation.

1.8 CONFLICT OF INTEREST

The TO Contractor shall provide IT technical and/or consulting services for State agencies or
component programs with those agencies, and shall do so impartially and without any conflicts of
interest. Each Offeror shall complete and include with its TO Proposal a Conflict of Interest Affidavit
and Disclosure in the form included as Attachment 4 of this TORFP. If the TO Procurement Officer
makes a determination that facts or circumstances exist that give rise to or could in the future give rise
to a conflict of interest within the meaning of COMAR 21.05.08.08A, the TO Procurement Officer
may reject an Offeror’s TO Proposal under COMAR 21.06.02.03B.

Master Contractors should be aware that the State Ethics Law, Md. Code Ann., General Provisions
Article, Title 5, might limit the selected Master Contractor's ability to participate in future related
procurements, depending upon specific circumstances.

By submitting a Conflict of Interest Affidavit and Disclosure, the Offeror shall be construed as
certifying all personnel and subcontractors are also without a conflict of interest as defined in COMAR
21.05.08.08A.

1.9 LIMITATION OF LIABILITY

The TO Contractor’s liability is limited in accordance with Section 27 of the CATS+ Master Contract.
TO Contractor’s liability for this TORFP is limited to two (2) times the total TO Agreement amount.

1.10 CHANGE ORDERS

If the TO Contractor is required to perform work beyond the scope of Section 2 of this TORFP, or
there is a work reduction due to unforeseen scope changes, a TO Change Order is required. The TO
Contractor and TO Contract Monitor shall negotiate a mutually acceptable price modification based on
the TO Contractor’s proposed rates in the Master Contract and scope of the work change. No scope of
work changes shall be performed until a change order is approved by DolT and executed by the TO
Procurement Officer.

1.11 TRAVEL REIMBURSEMENT

Expenses for travel and other costs shall not be reimbursed.

1.12 MINORITY BUSINESS ENTERPRISE (MBE)
This TORFP has MBE goals as stated in the Key Information Summary Sheet above.

A Master Contractor that responds to this TORFP shall complete, sign, and submit all required MBE
documentation at the time of TO Proposal submission (See Attachment 2 Minority Business Enterprise
Forms and Section 3 Task Order Proposal Format and Submission Requirements). Failure of the
Master Contractor to complete, sign, and submit all required MBE documentation at the time of
TO Proposal submission will result in the State’s rejection of the Master Contractor’s TO
Proposal.
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In 2014, Maryland adopted new regulations as part of its Minority Business Enterprise (MBE) program
concerning MBE primes. Those new regulations, which became effective June 9, 2014 and are being
applied to this task order, provide that when a certified MBE firm participates as a prime contractor on
a contract, an agency may count the distinct, clearly defined portion of the work of the contract that the
certified MBE firm performs with its own forces toward fulfilling up to fifty-percent (50%) of the
MBE participation goal (overall) and up to one hundred percent (100%) of not more than one of the
MBE participation subgoals, if any, established for the contract. Please see the attached MBE forms
and instructions.

1.12.1 MBE PARTICIPATION REPORTS

DHMH will monitor both the TO Contractor’s efforts to achieve the MBE participation goal and
compliance with reporting requirements.

A) Monthly reporting of MBE participation is required in accordance with the terms and conditions of
the CATS+ Master Contract by the 15th day of each month.

B) The TO Contractor shall provide a completed MBE Prime Contractor Paid/Unpaid MBE Invoice
Report (Attachment 2-4A) and MBE Prime Contractor Report (Attachment 2-4B) to the TO
Requesting Agency at the same time the invoice copy is sent.

C) The TO Contractor shall ensure that each MBE subcontractor provides a completed Subcontractor
Paid/Unpaid MBE Invoice Report (Attachment 2-5).

D) Subcontractor reporting shall be sent directly from the subcontractor to the TO Requesting Agency.
The TO Contractor shall e-mail all completed forms, copies of invoices and checks paid to the
MBE directly to the TO Contract Monitor.

1.13 VETERAN OWNED SMALL BUSINESS ENTERPRISE (VSBE)

This TORFP does not have a VSBE subcontract participation goal.
1.14 NON-DISCLOSURE AGREEMENT

1.14.1 NON-DISCLOSURE AGREEMENT (OFFEROR)
A reading room is currently not anticipated for this TORFP.

1.14.2 NON-DISCLOSURE AGREEMENT (TO CONTRACTOR)

Certain system documentation may be required by the TO in order to fulfill the requirements of the TO
Agreement. The TO Contractor, employees and agents who review such documents will be required to
sign a Non-Disclosure Agreement (TO Contractor) in the form of Attachment 11.

1.15 LIVING WAGE

The Master Contractor shall abide by the Living Wage requirements under Title 18, State Finance and
Procurement Article, Annotated Code of Maryland and the regulations proposed by the Commissioner
of Labor and Industry.

All TO Proposals shall be accompanied by a completed Living Wage Affidavit of Agreement,
Attachment 13 of this TORFP.
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1.16 IRANIAN NON-INVESTMENT

All TO Proposals shall be accompanied by a completed Certification Regarding Investments in Iran,
Attachment 16 of this TORFP.

1.17 CONTRACT MANAGEMENT OVERSIGHT ACTIVITIES

DolIT is responsible for contract management oversight on the CATS+ Master Contract. As part of
that oversight, DolT has implemented a process for self-reporting contract management activities of
TOs under CATS+. This process typically applies to active TOs for operations and maintenance
services valued at $1 million or greater, but all CATS+ TOs are subject to review.

Attachment 12 is a sample of the TO Contractor Self-Reporting Checklist. DolT may send initial
checklists out to applicable/selected TO Contractors approximately three months after the award date
for a TO. The TO Contractor shall complete and return the checklist as instructed on the form.
Subsequently, at six month intervals from the due date on the initial checklist, the TO Contractor shall
update and resend the checklist to DolT.

1.18 MERCURY AND PRODUCTS THAT CONTAIN MERCURY
THIS SECTION IS NOT APPLICABLE TO THIS TORFP.

1.19 PURCHASING AND RECYCLING ELECTRONIC PRODUCTS
THIS SECTION IS NOT APPLICABLE TO THIS TORFP.

1.20 HIPAA BUSINESS ASSOCIATE AGREEMENT

Based on the determination by the Department that the functions to be performed in accordance with
this solicitation constitute Business Associate functions as defined in HIPAA, the recommended
awardee shall execute a Business Associate Agreement as required by HIPAA regulations at 45 C.F.R.
§164.501 and set forth in Attachment 22. This Agreement must be provided within five (5) Business
Days of notification of proposed Contract award; however, to expedite processing, it is suggested that
this document be completed and submitted with the Bid/Proposal. Should the Business Associate
Agreement not be submitted upon expiration of the five (5) Business Day period as required by this
solicitation, the Procurement Officer, upon review of the Office of the Attorney General and approval
of the Secretary, may withdraw the recommendation for award and make the award to the responsible
Bidder/Offeror with the next lowest Bid or next highest overall-ranked Proposal.

1.21 DEFINITIONS

Acceptable Use Policy A document stipulating constraints and practices that a user must

(AUP) agree to for access to a corporate network or the Internet.

Access The ability or the means necessary to read, write, modify, or
communicate data/information or otherwise use any system resource.

Business Day Monday through Friday (excluding State holidays)

Commercial Off-The-Shelf Software or hardware products that are ready-made and available for

(COTS) sale to the general public.

End User License Agreement The terms of service governing access to and use of the services

(EULA) provided pursuant to this Task Order.

Handle Data Collect, store, transmit, have access to data

State of Maryland- Department of Health and Mental Hygiene _
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Information System

Information Technology (IT)
Infrastructure as a Service
(TaaS)

Local Time

Normal State Business Hours

Notice to Proceed (NTP)

NTP Date
Offeror

Security Breach

Security Incident

Security or Security
Measures
Sensitive Data

NUMBER M00B5400373

An interconnected set of information resources under the same direct
management control that shares common functionality. A system
normally includes hardware, software, information, data, applications,
communications, and people.

Information Technology

A hosted environment used to support operations of the System,
including storage, hardware, servers, networking, and communication
components, and related operations, maintenance, and support
services.

Under laaS, the TO Contractor is responsible for the acquisition and
operation of all hardware, COTS software and network support related
to the services being provided, and shall keep all COTS software
current. The technical and professional activities required for
establishing, managing, and maintaining the environments are the
responsibilities of the TO Contractor.

Time in the Eastern Time zone as observed by the State of Maryland.
Unless otherwise specified, all stated times shall be Local Time, even
if not expressly designated as such

Normal State business hours are 8:00 a.m. — 5:00 p.m. Monday
through Friday except State Holidays, which can be found at:
www.dbm.maryland.gov — keyword: State Holidays

A written notice from the TO Procurement Officer that work on the
project or Work Order shall begin on a specified date. After Task
Order commencement, additional NTPs may be issued by either the
TO Procurement Officer or the TO Manager regarding the start date
for any service included within this solicitation with a delayed or non-
specified implementation date.

The date specified in an NTP for work on the project or work order to
begin.

A Master Contractor that submits a proposal in response to this
TORFP

A security incident in which Sensitive, protected or confidential data
is intentionally or unintentionally released to an untrusted
environment, including: copied, transmitted, viewed, stolen or used by
an individual unauthorized to do so. Data breaches may involve
financial information such as credit card or bank details, personal
health information (PHI), Personally identifiable information (PII),
trade secrets or intellectual property.

Attempted or successful unauthorized access, use, disclosure,
modification, or destruction of information or interference with
system operations in an information system.

All of the administrative, physical, and technical safeguards in an
information system.

Sensitive Information includes personally identifiable information
(PI), protected health information (PHI) or or other proprietary or
confidential data as defined by the State.. PII is information about an
individual that (1) can be used to distinguish or trace an individual‘s
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Service Level Agreement
(SLA)
SLA Activation Date

State
Subcontractor

System (LTSS System)

System Source Materials

NUMBER M00B5400373

identity, such as name, social security number, date and place of birth,
mother‘s maiden name, or biometric records; (2) is linked or linkable
to an individual, such as medical, educational, financial, and
employment information; (3) falls within the definition of “personal
information” under Md. Code Ann., State Govt. § 14-3501(d); or (4)
falls within the definition of “personal information” under Md. Code
Ann., St. Fin. & Proc. § 10-1301(c).

The performance levels governing TO Contractor support of the
System and associated liquidated damages.

The date that steady-state services and charges commence for this
Task Order

The State of Maryland

An agent, service provider, supplier, or vendor selected by the TO
Contractor to provide subcontracted services or products under the
direction of the selected TO Contractor or other Subcontractors, and
including any direct or indirect Subcontractors of a Subcontractor.
The System includes all the hardware, software, networking and
facilities to operate the LTSS applications, which are described in
detail in section 2.3. In general, the LTSS System includes the
following:

a. LTSS module

i. LTSS on-line application
it.  Interfaces
iii.  Claims file processing
iv.  Batch transaction processing
b. In-home Support Assurance System (ISAS) module
i.  ISAS on-line application
ii.  Integrated Voice Response (IVR)
iii.  One Time Password (OTP)
iv.  Voice Verification
v.  Claims file processing
vi.  Batch transaction processing
c. Help Desk
d. LTSS Code Library
1) Those materials necessary to wholly reproduce and fully operate
the System in a manner equivalent to the original System
including, but not limited to:

a. The executable instructions in their high level, human readable
form which are in turn interpreted, parsed and or compiled to
be executed as part of the computing system ("source code").
This includes source code created by the Software
Development Contractor and source code that is leveraged or
extended by the Software Development Contractor for use in
the project.

b. All associated rules, reports, forms, templates, scripts, data
dictionaries and database functionality.

c. All associated configuration file details needed to duplicate the
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Task Order (TO)
Task Order Agreement

TO Proposal
TO Request for Proposals

(TORFP)
Technical Safeguards

Total Evaluated Price

Upgrade (COTS software or

hardware)

Veteran-owned Small

Business Enterprise (VSBE)

Work Order

Working Day(s)
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run time environment as deployed in the original system.

d. All associated design details, flow charts, algorithms,
processes, formulas, pseudo-code, procedures, instructions,
help files, programmer’s notes and other documentation.

e. A complete list of third party, open source, or commercial
software components and detailed configuration notes for each
component necessary to reproduce the system (e.g., operating
system, databases, and rules engine software).

f. All associated training materials for business users and
technical staff

The scope of work described in this TORFP
The contract awarded to the successful Offeror pursuant to this Task
Order Request for Proposals, the form of which is attached to this
TORFP as Attachment 3.
As appropriate, either or both an Offeror’s Technical or Financial
Proposal to this TORFP
This Task Order Request for Proposal, including any amendments /
addenda thereto
The technology and the policy and procedures for its use that protect
electronic protected health information and control access to it
The Offeror’s total proposed price for products/services proposed in
response to this solicitation, included in the TO Price Sheet, and used
in the financial evaluation of TO Proposals.
A new release of COTS software or hardware containing major new
features, functionality and/or performance improvements that would
enable the existing COTS software or hardware configuration to
perform to the level of the next version of the COTS software or
hardware and are designed to replace the older version and/or extend
its useful life.
A business that is verified by the Center for Veterans Enterprise of the
United States Department of Veterans Affairs as a veteran-owned
small business. See Code of Maryland Regulations (COMAR)
21.11.13.
A subset of work performed under the general scope of this TORFP,
which is defined in advance of TO Agreement fulfillment, and which
may not require a TO Agreement Modification.
Same as “Business Day”

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK
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SECTION 2 - SCOPE OF WORK

2.1 PURPOSE

DHMH is issuing this CATS+ TORFP to obtain one (1) Master Contractor who shall provide
commercial off-the-shelf (COTS) software, hardware and networking technologies to provide managed
hosting services for DHMH’s LTSS System, in accordance with the scope of work described in this
Section 2. The compiled code for the LTSS System’s software shall be provided by DHMH and
installed by the TO Contractor.

In addition to the managed hosting services, the TO Contractor shall provide an LTSS System Help
Desk, manage LTSS System user credentialing, and process interface transactions that include
processing of files for claims activity, eligibility updates, provider updates, data imports/exports and
other interfaces as required.

Ongoing software development services for the LTSS System are NOT included in this scope of work.
It is crucial that the TO Contractor work closely with the Software Development Contractor to ensure a
seamless, integrated approach to delivering functionality and support for the LTSS System.

As part of the evaluation of the proposal for this TO, Master Contractors shall propose exactly four
(4) named resources and shall describe in a Staffing Plan how additional resources shall be acquired
to meet the needs of the TO Requesting Agency. All planned positions other than the four named
resources shall be described generally in the Staffing Plan, and may not be used as evidence of
fulfilling company or personnel minimum qualifications.

DHMH expects four (4) resources to be available as of the start date specified in the Notice To Proceed
(NTP). The required resources include:

Project Manager
Help Desk Lead
Senior Network Engineer
Operations Lead

aoc o

In addition to the four (4) named resources, the Offeror shall demonstrate in its proposal the ability to
support the full scope of work in this TORFP.

This procurement shall result in a fixed-price contract between DHMH and the TO Contractor. The
pricing includes the following components:

a. Start-up Period — a fixed-price deliverable that includes all activity from Notice to Proceed
(NTP) until the cutover from the current O&M Contractor to the TO Contractor has been
approved by DHMH. DHMH requires cutover to occur within the first ninety (90) calendar
days or earlier as more fully described in this Section 2.

b. Managed Hosting Services — a monthly recurring fixed-price that includes all COTS software,
hardware, and networking technologies to provide managed hosting services for DHMH’s
LTSS System.

c. Operations — a monthly recurring fixed-price that includes all operational tasks, processes,
tools and resources to support claims and interfaces, as well as Help Desk functions.

DHMH intends to award this Task Order to one (1) Master Contractor that proposes a team of
resources and a solution that can best satisfy the TO requirements.
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Work Orders may be issued by DHMH for the TO Contractor to deliver enhancements to the LTSS
System’s technical infrastructure, Help Desk or other O&M requirements, based on the Work Order
Process described in section 2.12 of this TORFP.

2.2 REQUESTING AGENCY BACKGROUND

Starting in 2012, Maryland embarked on a transformation of its LTSS system. As programs change
and evolve, the need for flexible, responsive technology to manage large volumes of data related to
participant application, enrollment, and participation in LTSS is vital to the success of the programs.
Federal requirements for quality monitoring and assurance cannot be met without technology support
to gather, manage, and analyze data. To meet the need for technology, DHMH has integrated multiple
systems to form the LTSS system. The LTSS system supports the extension of the Money Follows the
Person (MFP) Demonstration, Balancing Incentive Program (BIP), and Community First Choice
(CFC) State Plan personal care option, offered through the Affordable Care Act (ACA).

2.3 PROJECT BACKGROUND
The current LTSS System includes the modules described below.

In-home Support Assurance System (ISAS): ISAS enables the Maryland Medicaid Program to
monitor the delivery of in-home services to eligible Medicaid participants to ensure that services are
provided according to the participant’s plan of care and by an authorized service provider. Components
of ISAS include a phone verification system, a backend interface with external systems, and a web
interface providing access to service delivery data to authorized personnel for reporting purposes.

To access the phone verification system providers dial into a toll free number, provide their identifying
information, and upon successful authorization the service start time and end time is recorded. The
phone verification system utilizes the following voice biometric and location based technologies in
order to authenticate service delivery.

A. Integrated Voice Response (IVR): ISAS is capable of receiving phone calls from providers
for automated service authorization. A call may be initiated from recipient’s home phone
landline or another phone, when a One Time Password (OTP) is issued, and ISAS guides the
providers to enter/speak certain identifying information. This information will be verified
against provider and recipient data including plan of care records previously entered in the
system. If all information is correct and complies with the plan of care, then ISAS will
authorize the service.

B. One Time Password — In most cases the phone verification system verifies the participant
based on the phone number assigned to the landline where the service call is initiated. Where a
landline is not available, recipients are issued an OTP device. An OTP is a time-synchronized
device assigned to participants and used to authenticate when a service takes place. The front of
the token card displays a randomly generated number. This number changes every minute and
can be traced back to a specific time, which in turn can be used to authenticate service.

C. Voice Verification — During the enrollment process the provider speaks a name or phrase into
the phone system. ISAS uses an algorithm to create a sound bite of the provider’s voice and
stores that sound bite for verification purposes. Each time the provider performs a service call
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they will have to speak the same phrase. The system will match the sound bite created during
the service delivery against the sound bite created during enrollment and authorize service if
matched.

In addition to the phone verification capability described above, ISAS interacts with the Maryland
Medical Information System (MMIS), and the other modules of the LTSS system. Interaction with
MMIS serves two purposes. The first is to authenticate provider/patient eligibility through daily batch
file transfers of Provider Enrollment, Recipient Eligibility, and Service Rate files. Second, the system,
through the use of the EDI MMEE portal will retrieve ANSI X12N 835 Health Care Payment Advice
files, and submit X12N 837 Health Care Professional Claim files for claim generation purposes.
Interaction with LTSS is established for verification of a recipient’s plan of care, and to ensure that the
most recent information is validated. Finally, a front-end web interface is available to provide Case
Managers, DHMH employees, and service providers access to a variety of service, exception, and
billing reports.

Screening: This component automates the interRAI-MDScreen form, incorporating changes to
calculations or algorithms as identified by DHMH. Screening creates alerts that notify a particular
jurisdiction of a referral; creates timeframe-based alerts; maintains a summary page of information
based on the screening results; automates the process of adding a client to one or more waiver registry
lists; and maintains a history of all screening forms that were collected.

Registry: This component provides waiver registries organized by priority level and date; automates
the process of placing a client onto a provide registry once the screening forms have been completed,
or has refused to complete a screening form; prioritizes the placement of a client based on the interRAI
screening algorithm; and, provides the capability to sort waiver registries based on prioritization group
and completion date of the screening.

MDS/MMIS: This component imports daily MMIS flat files and matches the records to the LTSS
database; updates certain data on the client record including Medicate eligibility status and maintains a
history of the data that gets updated by MMIS imports; and, imports DHMH provider files on a weekly
basis.

Case Manager (CM) Billing: This component provides activity billing functionality including the
submissions of claims to MMIS and automatically bills MMIS for case management and nurse
monitoring activities through the electronic billing process.

Medical Assistance Personal Care (MAPC): This component checks the client profile and client
summary to verify a participant’s eligibility and additional medical and technical and financial
eligibility information; allows the client to choose and change case management agencies; and,
establishes a single plan of service used across multiple programs.

Community First Choice (CFC): This component supports the new State Plan personal care program
that centralizes certain services currently being provided under the Living At Home Waiver and
Waiver for Older Adults. It provides the ability to check LTSS client profile and client summary to
verify participant’s eligibility, additional medical, technical and financial eligibilities; allows the client
to choose and change case management agencies; provides interRAI assessment to determine
participant’s level of care including MAPC LOC; reviews and confirm participant’s level of care
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during LOC review; establishes one plan of service that will be use across multiple programs; creates
authorization to participate in CFC, as well as the ability to appeal the CFC authorization/enrollment
decision; provides MDOD self-direction training capabilities; and, automates participant direction
form for clients who are directing their own services, including the ability to develop, monitor, and
budget their own plan for services and budget.

Community Options Waiver (CO): This component supports the CO waiver, which is a merged waiver
between the existing Living at Home and Waiver for Older Adults (WOA). It provides the ability for
participants to play a more involved role in making choices in their application process and ultimately
the services they will receive in the community.

Client Portal (CP): This component is a web-based interactive portal that has a secure sign-in so that
clients and their representatives can use it to manage their services and supports. The interactive portal
allows participants to view certain information within the LTSS system. The participant has the
capability to submit information, such as an update to a participant’s plan of service or a reportable
event that would alert the Department and/or case manager.

Brain Injury Waiver Program (BI1): This component validates technical eligibility requirements;
creates alerts and referrals based on the validation of technical eligibility; maintains current BI
eligibility forms; provides a summary page of medical eligibility as determined by the medical
assessment and utilization control agent eligibility determination process; automates client eligibility
letters and populate each letter with system data; creates alerts and referrals based on final eligibility
determinations; and, maintain all history of application and eligibility data.

Reportable Events (RE): This component provides a summary page that lists current, pending, and
recently reported significant events that impact the health, safety, and welfare of participants; provides
a web-based portal for non-users of the LTSS system to complete and submit a RE form with is
integrated in the participant record in the system; allows DHMH staff or its designee to review
submitted REs and attach it to a client record or save it without a link to an individual client record and
log attempts to resolve identification and linking issues; creates email alerts for immediate attention
and other follow-up based on the content of the RE; limits the ability to view and edit submitted RE
forms to authorized staff; generates alerts to the appropriate DHMH staff and case management agency
for overdue follow-ups; and, provides referral capability based on responses in the RE form.

Quality Surveys: This component automates quality surveys similar to the MFP Quality of Life survey
and the Participant Experience Survey; provides system functionality to aggregate individual responses
to the quality surveys within a specific program or across multiple programs; maintains survey page
based on results and recently completed surveys, which will be viewable by authorized DHMH staff
members; and, generates reports for each of the surveys and make available ad-hoc reporting
capabilities.
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LTSS System Software Information: To provide a highly secure, available, reliable and scalable
software solution to support the 24x7x365 operations of the LTSS System, the current LTSS System
software environment includes the following:

Database & Reports Repository: COTS Software:

Transactional Database: e Microsoft .NET for web applications
e RavenDB 2.5 e Microsoft SQL Server database
e 139 collections e RavenDB 2.5
e 7 million documents e Microsoft SQL Server Reporting
e 40GB Services (SSRS)

e Microsoft Lync Platform

Reporting Database: e NeuroTechnology Verispeak

e SQL Server 2012, SSRS 2012 e IBM Connect Direct with Secure+

e 146 database tables
e LTSS/ISAS Transactions: 21 million Custom-developed Software Statistics:

records e About 1.6 million Lines of custom code
e [VR Transactions Log: 86 million (excluding empty and comments lines)
records e About 700 forms, 1700 screens
e Total more than 100 million records e About 182 reports (not including
e 60GB reports created in the ad hoc system)
e Major software releases are planned
MMIS/MDS Interface Staging Database: Monthly
e SQL Server 2012, SSRS 2012 e High-priority software releases are as-
e 50 tables needed
¢ 60 million records
e 12GB

24 PROFESSIONAL DEVELOPMENT

Any IT services personnel provided under this TORFP shall maintain any required professional
certifications for the duration of the resulting TO.

The TO Contractor shall ensure continuing education opportunities for the personnel provided to
support this TORFP.

2.5 REQUIRED POLICIES, GUIDELINES AND METHODOLOGIES

The TO Contractor shall comply with all applicable laws, regulations, policies, standards, and
guidelines affecting information technology and technology projects, which may be created or changed
periodically.

The TO Contractor shall adhere to and remain abreast of current, new, and revised laws, regulations,
policies, standards and guidelines affecting security and technology project execution.

The foregoing may include, but are not limited to, the following policies, guidelines and
methodologies that can be found at the DolT site
(http://doit.maryland.gov/policies/Pages/ContractPolicies.aspx).

e The State of Maryland System Development Life Cycle (SDLC) methodology
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e The State of Maryland Information Technology Security Policy and Standards

e The State of Maryland Information Technology Non-Visual Access Standards

e The TO Contractor shall follow project management methodologies consistent with the Project
Management Institute’s Project Management Body of Knowledge Guide.

e TO Contractor assigned personnel shall follow a consistent methodology for all TO activities.

e The State’s Information Technology Project Oversight Policies

2.6 REQUIREMENTS
A. Managed Hosting Services (Fixed Price, Monthly)

For the LTSS system, the TO Contractor shall provide COTS software, hardware and networking
technologies to provide managed hosting services for DHMH’s LTSS system. DHMH shall provide
the compiled code for the LTSS System’s applications.

B. Operations (Fixed Price, Monthly)

In addition to the managed hosting services, the TO Contractor shall provision and manage the LTSS
Help Desk, manage user credentialing, deploy LTSS System software releases, and process interface
transactions that include processing of files for claims activity, eligibility updates, provider updates,
data imports/exports and other interfaces as required.

The current LTSS system technical solution is provided in Attachment 20.

C. Start-up Period (Fixed Price, One-time)

1. The TO Contractor shall coordinate transition activities in collaboration with DHMH and the
current O&M Contractor. Specific transition activities are provided in the following tables.

2. The TO Contractor shall perform all necessary activities to prepare for, test and certify the
LTSS technical solution as ready for cutover to the TO Contractor’s responsibility within
ninety (90) days of the NTP. See Start-up Period requirements in 2.6.3.1.

Software development services for the LTSS system are NOT included in this scope of work. It is
crucial that the successful TO Contractor work closely with the Software Development Contractor to
ensure a seamless, integrated approach to delivering functionality to the LTSS applications.

2.6.1 OPERATIONS REQUIREMENTS

Operations requirements relate to business processes provided or supported under the TO.

ID # Operations Requirements Associated
Deliverable ID #
from Section 2.8.4
2.6.1.1 | TO Contractor shall perform claims file processing, as follows. 2.8.4.6

a. Approximately 150,000 claims per month that includes the
following file transactions.
b. ANSI X12N file processing, including:
1) Execute, monitor and provide reconciliation reporting on
batch processes that generate claims file
i1) Send eligibility benefit inquiry (270 submission) as a real
time request to MMIS to determine client eligibility
during an actual service delivery, or when a service
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ID #

Operations Requirements

Associated
Deliverable ID #
from Section 2.8.4

activity record is being entered into the system via the
ISAS web interface
1i1) Retrieve and process eligibility benefit response (271) a
real time request from MMIS providing a response as to
whether the client is deemed eligible or ineligible for
service
1v) Process service activity records and generate claim items
through 837/835 process
v) Add and edit service rates for billable in home services as
directed by the Department within the time period
established by Departmental policies
vi) Generate weekly 837P claim batch per departmental
policies
vii) Submit weekly claim batch (providers and case
managers) to MMIS per departmental policies
viii)  Retrieve claim batch functional acknowledgement
(997) from MMIS per departmental policies
ix) Retrieve and process payment remittance advice from
MMIS (835) per departmental policies
c. Support DHMH’s processing of claims adjustments and
dispositioning exceptions, including:
i) View claim item record per departmental policies
i1) Adjust claim based on 835 per departmental policies
111) Search and list service activity records with available
information
1v) View service activity records
v) Edit service activity records
vi) Search and list claim item records
vii) View claim item record detail
viil))  Edit claim item record details
d. Claims activity reconciliation (summarized daily, weekly,
monthly) reporting — TO Contractor shall provide
methodology and sample reports with the submitted proposal
e. Claims balance (summarized daily, weekly, monthly)
reporting — TO Contractor shall provide methodology and
sample reports with the submitted proposal

2.6.1.2

TO Contractor shall process batch transactions and interface files.
For batch transactions, TO Contractor shall validate batch processes
are successfully executed. For interface files, TO Contractor shall
validate the files have been sent and received and validate the
contents of the files were correctly processed.

Below is a sample of the files to be imported into the LTSS system:
a. RecipInf— Recipient Information

2.8.4.6
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ID #

Operations Requirements

Associated
Deliverable ID #
from Section 2.8.4

EligSpan — Recipient Eligibility Spans
NRSHOM - Nursing Home Eligibility
MASTER — Master Provider Table

ADDRESS — Provider Address

NMPROV — Non-Medicaid Providers
SPCPGM - Special Program Enrollment Spans
MDS — Minimum Data Set

Claims-related files listed in 2.6.1.1

j. Registry import

rEE e ao o

2.6.1.3

TO Contractor shall deploy software releases to the pre-production
and production environments, after confirming they are tested and
approved for deployment by DHMH. Major software releases are
planned monthly and require deployment planning and coordination.
Smaller software releases that do not require as much planning and
coordination (such as critical and high defect fixes or high-priority
software change requests) are deployed as-needed.

2.8.4.13

2.6.14

TO Contractor shall provide personnel and a system for the Tier 1
Help Desk for LTSS and ISAS users that create initial Help Desk
ticket, conduct triage, resolve Tier 1 tickets, escalate to the
appropriate party when necessary (e.g. DHMH, O&M Contractor
and/or Software Development Contractor). Tier 1 is defined as the
initial receiver of inquiries from system users, either by telephone or
email.

TO Contractor shall have the capability to respond to phone and
email inquiries in English and/or Spanish.

2.8.4.5

2.6.1.5

TO Contractor shall resolve Tier 2 Help Desk for O&M tickets. Tier
2 O&M is defined as any issue involving investigation into the
hardware, COTS software, networking, operational or other
component or function under the purview of the TO Contractor.
Issues relating to the custom-developed software shall be escalated
to the Software Development Contractor for Tier 2 resolution. Issues
relating to interface and/or claims file processing that are determined
to be outside of the scope of the TO Contractor’s responsibilities are
to be escalated to the appropriate party.

2.8.4.5

2.6.1.6

TO Contractor shall provide a Help Desk ticket system that captures,
at a minimum, the following data:
1. Help Desk representative

ii.  Open date & time

1ii.  Status with status change dates to show history

iv.  Reported by name

v.  Short description

vi.  Long description (including updates)
vii.  System component(s) impacted
viii.  Escalation — current level and escalation path history

2.84.5

State of Maryland- Department of Health and Mental Hygiene




LTSS O&M

NUMBER M00B5400373

ID #

Operations Requirements

Associated
Deliverable ID #
from Section 2.8.4

ix.  Resolution
X.  Priority
a. High — e.g.: major portions of the system and/or
business impacted, security issue, sensitive data loss,
some payment and/or claims issues, system is slow,
data is unavailable
b. Normal — e.g.: non-critical features are not operating
as specified, worker(s) or user(s) are unable to
perform their tasks in the system
c. Low — e.g.: lower priority features that can be done
manually are not operating as specified, request for
service with ample lead time

2.6.1.7

TO Contractor shall provide a comprehensive web-based Help Desk
tracking and reporting software that can be accessed by authorized
individuals within DHMH.

2.8.4.5

2.6.1.8

TO Contractor shall analyze Help Desk call records and provide
recommendations to minimize or eliminate recurring problems, at
least on a monthly basis.

2.84.5

2.6.1.9

TO Contractor shall provide formal Help Desk quality assurance and
customer satisfaction reports on a quarterly basis.

2.84.5

2.6.1.10

TO Contractor shall provide monthly Help Desk reports & metrics to
designated DHMH resources. These reports will include, but are not
limited to, metrics on previously opened tickets, new tickets, closed
tickets, currently open tickets, quality assurance survey results, speed
to answer and abandon rate.

2.84.5

2.6.1.11

TO Contractor shall provide credentials management and support for
users of the LTSS System.

2.8.4.5

2.6.1.12

TO Contractor shall record, troubleshoot and resolve questions and
issues for callers including passwords, login, network or issues
connecting with the LTSS System.

2.8.4.5

2.6.1.13

TO Contractor shall provide email status updates to the caller/end-
user when new tickets are entered and again when closed by the Help
Desk.

2.84.5

2.6.1.14

TO Contractor shall provide various modes by which callers may
request assistance including:

a. Toll free telephone service (800 or similar number for
domestic and an alternative number for international
calls)

b. Web forms

c. Web-based self-help, documentation, FAQS, Email

Note: the Software Development Contractor will provide release
notes and, when appropriate, training to support the TO Contractor’s
knowledgebase updates to the help desk tool associated with a

2.8.4.5
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ID # Operations Requirements Associated
Deliverable ID #

from Section 2.8.4

particular release.

2.6.1.15

TO Contractor shall provide the caller with an opportunity to provide
feedback for each of the help mechanisms listed in 2.6.1.14 that the
caller used during a particular call.

2.8.4.5

2.6.1.16

TO Contractor shall provide redundant systems to ensure Help Desk
availability including, but not limited to, the telephone system used
by the TO Contractor. Voice mail shall be accessible on a 24 hour
basis.

28.45&284.4

2.6.1.17

TO Contractor shall provide training of DHMH resources in use of
TO Contractor provided tracking/reporting system

2.8.4.5

2.6.1.18

TO Contractor shall provide Help Desk system user credentials for
DHMH staff.

2.8.4.5

2.6.1.19

TO Contractor shall, as part of its ongoing operational services,
provide updates to the Help Desk scripts in accordance with LTSS
System releases.

2.8.4.5

2.6.1.20

TO Contractor shall, as part of its ongoing operational services,
perform ongoing training of customer service representatives in the
LTSS System.

2.84.5

2.6.1.21

TO Contractor shall staff Help Desk to handle current inquiry
volumes, as described in the following table:

Daily | Monthly
Average | Average

Phone 78 1248

Voicemail 24 723

Email 3 65

Online User Feedback 0 0
LTSS Help Desk Tickets

Phone

Voicemail

ISAS Help Desk Tickets

46
87
135
136

Email
Online User Feedback

N Q|| Ww

2.8.4.5

2.6.2

HOSTING REQUIREMENTS

Hosting requirements relate to IT system hosting, operations and performance required under the TO.

ID #

Hosting Requirements

Associated
Deliverable ID #
from Section 2.8.4

2.6.2.1

TO Contractor shall provide a primary data center location in the

2.8.4.4
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ID #

Hosting Requirements

Associated
Deliverable ID #
from Section 2.8.4

continental United States.

2.6.2.2

TO Contractor shall provide a disaster recovery (DR) data center
location in the continental United States that is at least twenty-five
(25) miles from the primary facility. Offeror’s proposal shall
describe how the DR data center location minimizes risk in the event
of disaster, including service levels for recovery and minimizing data
loss.

2.8.44

2623

TO Contractor shall provide network protection to prevent attacks on
DHMH’s servers and to ensure DHMH’s data, information, and
networks are secured to prevent unauthorized access.

2.8.44

2.6.2.4

TO Contractor shall ensure the facility is compliant with SSAE16,
and HIPAA standards.

2.8.4.4

2.6.2.5

TO Contractor shall ensure it has the capacity to handle
approximately 300,000 calls per month.

2.8.4.4

2.6.2.6

TO Contractor shall provide all equipment required to provision,
monitor, and manage the circuit to the hosting and DR facilities.

2.8.4.4

2.6.2.7

TO Contractor shall provide dedicated services with no comingling
of data or resources with other clients other than the State of
Maryland. This includes all internet connectivity.

2.8.4.4

2.6.2.8

TO Contractor shall provide Internet connectivity with sufficient
capacity to support LTSS System and future growth over the
duration of the TO.

2.8.4.4

2.6.2.9

TO Contractor shall demonstrate in the proposal its ability to
increase the size of the circuit in incremental increases of ten (10)
Mbps, one hundred (100) Mbps, and one (1) Gbps, should DHMH
require an increase in the future. Pricing is NOT to be presented in
the technical proposal response. Attachment 1 Price Sheet includes
these optional increases.

2.8.44

2.6.2.10

TO Contractor shall provide WAN encrypted tunnel support to
DHMH from both the primary and the DR center.

2.8.44

2.6.2.11

TO Contractor shall provide a firewall and security solution that
complies with the transmission security provisions of the HIPAA, as
well as all relevant federal, state, and local laws.

2.8.44

2.6.2.12

TO Contractor shall provide a description of the proposed network
security, describe the effectiveness of the proposed system protocols
and measures to prevent intrusion and protect DHMH’s data.

2.8.44

2.6.2.13

TO Contractor shall provide Security services that include the
following:

2.8.4.4
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ID #

Hosting Requirements

Associated
Deliverable ID #
from Section 2.8.4

a. The Security service shall provide monitoring for timely
reporting of threats and intrusions.

b. The Security services shall provide security protections to
prevent unauthorized access to DHMH’s information,
software, and systems.

c. The Security services shall include a security agent to
control all traffic between the primary and Disaster
recovery center and the outside world, and protects
against unauthorized access or intrusions.

d. The Security services shall allow reporting for firewall
and other statistics from any Internet browser with
monthly analysis and recommendations to improve
security and throughput.

2.6.2.14

TO Contractor shall ensure the security, integrity and availability of
the data to the Department, and shall describe in its proposal the
levels it will achieve and how it intends to achieve security, integrity
and availability, including DR services.

2.8.4.4

2.6.2.15

TO Contractor shall provide system and data reliability
through off-site system and data backup in accordance with
the SLA.

2.8.4.4

2.6.2.16

TO Contractor shall provide to DHMH’s Project Manager
the make and model number of all network components and
infrastructure after award and before cutover.

TO Contractor shall update this information as equipment is
retired or added as part of the change control process defined
in Section 2.6.5.3.

2.8.4.4

2.6.2.17

TO Contractor shall install and configure all hardware and software
required to build out the following environments:

a. Pre-production Environment

b. Production Environment

2.8.44

2.6.2.18

TO Contractor shall provide monitoring and reporting features to
clearly identify adherence to the SLA for availability of the technical
solution; in addition, reporting on bandwidth usage, backup
frequency and success.

2844 &28.5.1

2.6.2.19

TO Contractor shall perform recording and reporting on security
incidents and breaches (both immediate reporting and summary
reporting).

2844 &285.1

2.6.2.20

TO Contractor shall perform reporting on login attempts which can

2.8.44 & 2.8.5.1
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ID #

Hosting Requirements

Associated
Deliverable ID #
from Section 2.8.4

be requested by the agency

2.6.2.21

TO Contractor shall provide managed services, including, a
managed firewall, system and application monitoring, performance
monitoring, server startup & shutdown support, hardware
maintenance, network alerts, troubleshooting and response,
operating system patch installation and minor upgrades, file system
management support, failure tracking and backup and restore of all
system components and data.

2.8.4.4

2.6.2.22

TO Contractor shall implement and support a software version
control application to maintain the LTSS compiled code.

2.8.4.4

2.6.2.23

TO Contractor shall provide administrator level access to the LTSS
system technical infrastructure for DHMH’s Technical Support
Team to provide technical oversight of the LTSS applications and
physical assets.

2.8.4.4

2.6.2.24

TO Contractor shall create and update, at least once per month, the
Database Performance Report.

2.8.5.1

2.6.2.25

TO Contractor shall create and update, at least once per month, the
Technical Solution Performance Report.

2.8.5.1

2.6.2.26

TO Contractor shall establish a baseline response time for the LTSS
System’s on-line transactions. TO Contractor and DHMH shall
jointly develop a test script that can be executed by the Help Desk,
monitored by TO Contractor and DHMH. The response time test
script shall measure on-line transactions that do not change data and
transactions that do change data. The baseline response time shall
be established prior to Go-live. Response time is measured on an ad
hoc basis when requested by DHMH.

2.8.4.4

2.6.2.27

TO Contractor shall maintain the Technical Operations Plan and
provide updates annually, or within 30 days of changes that impact
backup, disaster recovery, or other continuity of operations
activities.

2.8.4.4

2.6.3

START-UP PERIOD REQUIREMENTS

Start-up Period requirements relate to the tasks performed by the TO Contractor to prepare for and take
responsibility of the live LTSS System.

ID # Start-up Period Requirements Associated
Deliverable ID #
from Section 2.8.4
2.6.3.1 TO Contractor shall complete the Start-up Period within 2.8.4.1 thru 2.8.4.12

ninety (90) calendar days from the NTP. During the Start-
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ID #

Start-up Period Requirements

Associated
Deliverable ID #
from Section 2.8.4

up Period, the TO Contractor shall complete the following:

Establish a physical office

Conduct the kick-off meeting

Fully staff key positions

Develop, with DHMH's input, a Project

Management Plan and Project Work Plan

Develop the Beginning of Contract Transition Plan

Develop a Technical Architecture Schematic and

Technical Operations Plan

g. Establish secure connectivity with the Software
Development Contractor to support migration of
code and data

h. Implement and maintain a code Configuration
Control Repository and use a configuration control
mechanism for all code, release notes, etc. so that
releases can be rolled back, if necessary

i.  Implement and test a ticketing system that

integrates with the Software Development

Contractor’s system (Microsoft’s Team Foundation

Server)

Develop a Software Deployment Plan

Develop a Continuity of Operations Plan (COOP)

Design, procure, build, test and certify hardware

and COTS software to support the LTSS technical

solution is “LIVE”, resulting in cutover from

current O&M Contractor to TO Contractor

m. Establish baseline for the LTSS System’s response

time

e o o

)

—

2.63.2

TO Contractor shall develop, with DHMH’s input, other
project artifacts including:
a. Monthly Progress Reports
b. Bi-weekly Project Work Plan updates
c. Maintenance Schedule
d. Tracking tools for:
1. Hardware Inventory
1i. Hardware Maintenance Agreements
iii.  COTS Software Licenses
iv.  COTS Patches
v. Technical Infrastructure changes

2843&284.4

2.633

TO Contractor shall develop with DHMH and the Software
Development Contractor:
a. The method for diagnosing reported system issues
and determining if the issue is a defect, including

2.8.4.3
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ID # Start-up Period Requirements Associated
Deliverable ID #
from Section 2.8.4
which party is responsible for resolving the defect
b. The method for receiving UAT-approved code
from the Software Development Contractor,
deploying the code into pre-production
environment and validating the code is ready for
deployment into the production environment (as
documented in the Software Deployment Plan)
c. Integration requirements and approach between the
contractors with the defect and change request
tracking systems
2.634 The TO Contractor shall provide a Project Management 2.8.43
Plan that includes the following sections / sub-plans:
a. RACI Matrix and/or swim lane diagram depicting
roles & responsibilities of the following — TO
Contractor, Software Development Contractor and
DHMH
b. Scope Management
c. Schedule Management
d. Procurement Management
e. Quality Management
f. System Change Management and Configuration
Management (software versions and licensing, code
libraries, etc.)
g. Staffing Management (including MBE
requirements)
h. Communications Management
i. Issues & Risks Management
J.  Assumptions
k. Constraints
2.6.3.5 TO Contractor shall obtain DHMH approval of the 2.8.4.4 & 2.8.4.10
Technical Operations Plan, which shall include all off-site
procedures, locations and operational protocols, as
described in Section 2.8 Deliverables.
2.6.3.6 TO Contractor shall only commence hosting activities and 2.8.4.12
associated billing upon TO Contract Monitor acceptance of
the Hosting and Operations Cutover deliverable.
2.6.3.7 TO Contractor shall ensure that secure protection, backup 2.8.4.4 & 2.8.4.10

and DR measures are in place and operational as a
prerequisite to cutover from the current O&M Contractor
to the TO Contractor hosting and operations of the “live”
LTSS System (i.e., for end of Startup Period) and for the
duration of the TO. TO Contractor shall ensure no loss of
data or configuration of the environments during Start-up
Period activities.
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2.6.4 SECURITY REQUIREMENTS
2.6.4.1. Information Security Technology

a.

The TO Contractor and/or Subcontractor (as applicable) shall implement administrative,
physical and technical safeguards to protect State data that are no less rigorous than accepted
industry standards for information security such as those listed below; and shall ensure that all
such safeguards, including the manner in which State data is collected, accessed, used, stored,
processed, disposed of and disclosed comply with applicable data protection and privacy laws
as well as the terms and conditions of this TO Agreement.

The TO Contractor and/or Subcontractor shall at a minimum comply with and adhere to the
Maryland Department of Information Technology Security Standards (link:
http://doit.maryland.gov/support/Pages/SecurityPolicies.aspx) as revised from time to time. TO
Contractor shall comply with all such revisions. . Offerors shall acknowledge in their technical
proposal that they have read and they and any Subcontractors will comply with the
requirements contained therein.

2.6.4.2.  Information Security Requirements

To ensure sufficient data protection safeguards are in place, the TO Contractor and/or
Subcontractor shall at minimum implement and maintain the following at all times. The TO
Contractor and/or Subcontractor may augment this list with additional information technology
controls.

a. Establish separate production, training and test environments for systems supporting the
LTSS System and ensure that production data is not replicated in in any non-production
environment unless it has been previously anonymized or otherwise modified to protect
the confidentiality of Sensitive Data elements.

b. Apply hardware and software hardening procedures as recommended by the
manufacturer to reduce the LTSS System’s surface of vulnerability. The purpose of
system hardening is to eliminate as many security risks as possible. This is typically
done by removing all non-essential software programs and utilities from the computer.
These procedures may include but are not limited to removal of unnecessary software,
disabling or removing of unnecessary services, the removal of unnecessary usernames
or logins, and the deactivation of unneeded features in the LTSS System configuration
files.

c. Establish policies and procedures to implement and maintain mechanisms for regular
internal vulnerability testing of operating system, application, and network devices
supporting the LTSS System. Such testing is intended to identify outdated software
versions; missing software patches; device or software misconfigurations; and to
validate compliance with or deviations from the TO Contractor and/or Subcontractor’s
security policy. The TO Contractor and/or Subcontractor shall evaluate all identified
vulnerabilities for potential adverse effect on the system’s security and integrity and
remediate the vulnerability promptly or document why remediation action is
unnecessary or unsuitable. DHMH shall have the right to inspect these policies and
procedures and the performance of vulnerability testing to confirm the effectiveness of
these measures for the services being provided.
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Where website hosting or Internet access is included as part of the services provided
under this TO, the TO Contractor shall conduct regular external vulnerability testing.
External vulnerability testing is an assessment designed to examine the TO Contractor’s
security profile from the Internet without benefit of access to internal systems and
networks behind the external security perimeter. The TO Contractor shall evaluate all
identified vulnerabilities on Internet-facing devices for potential adverse effect on the
system’s security and integrity and remediate the vulnerability promptly or document
why remediation action is unnecessary or unsuitable. DHMH shall have the right to
inspect these policies and procedures and the performance of vulnerability testing to
confirm the effectiveness of these measures for the services being provided.

Ensure that anti-virus and anti-malware software is installed and maintained on all
systems supporting the LTSS System’s services; that the anti-virus and anti-malware
software is automatically updated; and that the software is configured to actively scan
and detect threats to the system for remediation.

Enforce strong user authentication and password control measures over the LTSS
System to minimize the opportunity for unauthorized system access through
compromise of the user access controls. At a minimum, the implemented measures
should be consistent with the most current State of Maryland Department of
Information Technology’s Information Security Policy , including specific requirements
for password length, complexity, history, and account lockout.

Ensure State data under this service is not processed, transferred, or stored outside of
the United States.

Ensure that State data is not comingled with the TO Contractor’s other clients’ data
through the proper application of data compartmentalization security measures. This
includes but is not limited to classifying data elements and controlling access to those
elements based on the classification and a user’s access or security level.

Apply data encryption to protect State data, especially Sensitive Data, from improper
disclosure or alteration. Data encryption shall be applied to State data in transit over
networks and, where possible, State data at rest within the system; as well as to State
data when archived for backup purposes. Encryption algorithms which are utilized for
this purpose must comply with current Federal Information Processing Standards
(FIPS), “Security Requirements for Cryptographic Modules”, FIPS PUB 140-2. Links:

http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

http://csrc.nist.gov/eroups/STM/cmvp/documents/140-1/1401vend.htm

J-

Enable appropriate logging parameters on systems supporting the LTSS System to
monitor user access activities, authorized and failed access attempts, system exceptions,
and critical information security events as recommended by the operating system and
application manufacturers as well as information security standards including the
current State of Maryland Department of Information Security Policy and Standards.

Retain the aforementioned logs and review them at least daily to identify suspicious or
questionable activity for investigation, documenting their cause and perform
remediation, if required.
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. Ensure system and network environments are separated by properly configured and
updated firewalls to preserve the protection and isolation of State data from
unauthorized access as well as the separation of production and non-production
environments.

m. Restrict network connections between trusted and untrusted networks by physically
and/or logically isolating systems supporting the LTSS System from unsolicited and
unauthenticated network traffic.

n. Review at regular intervals the aforementioned network connections, documenting and
confirming the business justification for the use of all service, protocols, and ports
allowed, including the rationale or compensating controls implemented for those
protocols considered insecure but necessary.

o. Ensure that the TO Contractor personnel shall not connect any of its own equipment to
a State LAN/WAN without prior written approval by the State. The TO Contractor
shall complete any necessary paperwork as directed and coordinated with DHMH’s
Contract Monitor to obtain approval by the State to connect TO Contractor -owned
equipment to a State LAN/WAN.

p. The TO Contractor shall adhere to DHMH’s Incident Response Protocol and
incorporate these actions into the TO Contractor’s processes and procedures for
addressing information security (refer to Attachment 21 Incident Response Protocol).

2.6.5 TO CONTRACTOR RESPONSIBILITIES

The TO Contractor shall provide staffing and resources to fully supply the following services as
identified in Section 2.6 Requirements:

2.6.5.1.  Physical Office Requirements

a. The TO Contractor shall maintain a physical office within the Continental United States.

b. TO Contractor and subcontractors shall conduct all LTSS project work within the United
States and include in the technical proposal all locations where work is to be performed and
the nature of the work at each location. TO Contractor shall provide an address, phone
number and a contact person for each location.

c. The TO Contractor shall not process, transfer or store LTSS data under the services of this
TO outside of the United States.

2.6.5.2.  Testing and Implementation

a. The TO Contractor shall be required to confirm DHMH deployment approval for all
software releases

b. The TO Contractor shall develop a System Performance Test Plan, executing the
appropriate portions of the System Performance Test Plan for software releases and
equipment upgrades.

c. The TO Contractor shall execute deployment activities, actively communicating with
DHMH throughout the deployment, including confirmation that the software release has
been deployed successfully and is ready for DHMH and or its designee(s) to validate the
functionality in the pre-production and production environments

d. The TO Contractor shall have rollback procedures should the back out of a software release
be necessary. These procedures shall include communications, vetting and approval flow
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a.

b.
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with the involvement of the TO Contractor, DHMH and the Software Development
Contractor, as necessary.

The TO Contractor shall closely monitor system performance for a period of time that is
appropriate for each software release (i.e. longer for major releases)

TO Contractor may be required to deploy changes outside business hours.

Change Control Process
The CCW is a joint group with responsibility for all aspects of the LTSS System. The
CCW will maintain a change control tracker.
The TO Contractor shall implement a change control tracking and reporting system that
uniquely identifies the TO Contractor-related change control item with a tracking number,
brief description, long description, disposition (e.g. pending, approved, deferred, rejected,
deployed, etc.), proposed cost, estimate breakdown (i.e. hours and rate by labor category),
priority (1-critical, 2-high, 3-medium, and 4-low), rank, reported by, assigned to, key dates
(e.g. identified, submitted to DHMH, approved by DHMH, deployed, etc.),
notes/comments, and other fields as mutually agreed upon by DHMH and the TO
Contractor.
The TO Contractor shall participate in CCW meetings conducted at least once per month or
at DHMH’s request. The CCW will include DHMH’s TO Contract Monitor, DHMH
Project Manager and representatives from key stakeholder groups, as unilaterally
determined by DHMH. TO Contractor will typically be represented by the TO Contractor
Manager as the required CCW member. Other TO Contractor personnel shall be made
available, as necessary, to facilitate productive execution of the CCW. If the CCW does not
agree on an item’s classification as either a change request, clarification of a requirement or
a defect, DHMH’s determination shall be final.
TO Contractor shall follow Change Control Workgroup (CCW) process to request
Technical Solution changes in advance. No change to the Technical Solution shall be
implemented without prior DHMH approval of the concept, approach, impact assessment
and schedule.
The TO Contractor shall prepare for the CCW by compiling candidate hosting and/or
operations related CCW items. The list of candidate CCW items shall include enough
information for the CCW to determine if the TO Contractor is required to formally submit a
change request for an item.
CCW shall review proposed change requests. If approved, the TO Contractor shall provide
a target completion date and provide updates to DHMH’s Project Manager on all change
requests that are in process.
The TO Contractor shall provide a Change Request Summary that includes the unique
tracking number, short description, cost (if applicable), date submitted, date approved,
current status, approved date, completion date and any relevant notes or comments. The TO
Contractor shall provide a summary of the total cost and quantity of all approved/deployed
change requests. “No Cost” change requests are also to be submitted for review and
approval by the TO Contractor.
For all change control items that are implemented, the TO Contractor shall provide a thirty
(30) calendar day post-launch warranty period, where the change request is free of defects,
prior to billing for the item. Significant defects addressed during the warranty period reset
the warranty period, based on the time they are fixed and implemented.
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LTSS System’s Code Library
The TO Contractor shall receive from the Software Development Contractor the compiled
code and all associated documentation (including release notes and any deployment
procedures) for the LTSS applications software and maintain in a code library.
The TO Contractor shall coordinate with the Software Development Contractor for the
transfer of releases and release documentation for each software release.
The TO Contractor shall ensure the code is not made available to any party other than
DHMH, without DHMH’s written approval.
The TO Contractor is responsible for labeling all documentation and code with the
appropriate release numbering.

Additional Responsibilities
TO Contractor shall provide timely and thorough response to Corrective Action Plans
(CAPs), as required by DHMH, including completion of remediation tasks identified in the
CAP and/or TO Contractor’s response to the CAP, which could be initiated to remedy a
contractual or TO Contractor performance issue or as an outcome from an IV&V or other
review.
End-of-Contract Transition: DHMH requires TO Contractor to collaborate with a successor
Contractor over a ninety (90) day transition period. TO Contractor shall provide the End of
Contract Transition Plan within four (4) months before the end of the TO Agreement term
to ensure a quality, smooth, efficient, and timely data transition to the DHMH or DHMH’s
agents prior to the end of the TO Agreement. Near the end of the TO Agreement term, at a
time requested by DHMH, the TO Contractor shall support end-of-contract transition
efforts with technical, business, and project support.

TO CONTRACTOR PERSONNEL DUTIES AND RESPONSIBILITIES

At a minimum, TO Contractor personnel under this TORFP shall perform the following:
A) Recurring Daily / Weekly / Monthly Duties

Typical recurring duties may include:

1. Operations:

1.
il.

1ii.
1v.
V.
Vi.
Vil.
Viil.
iX.
X.
X1.
X1i.
Xiil.
X1v.
XV.

Project management meetings

Coordination and communications with DHMH and the Software Development
Contractor

CCW meetings

Tier 1 Help Desk

Tier 2 Help Desk for O&M tickets

Software release deployment activities

Operations tasks

Troubleshooting

COTS patch installation

Continuous improvement of performance and operations
Claims file processing

Batch transaction processing

Interface file processing

End-user support

Activity reporting
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2.

xvi.  O&M Issues & risks management
xvii.  Other duties as assigned
xviii.  Support transition in and out tasks
Hosting:
i.  Data back-ups
ii.  System security
iii.  Monitoring system performance
iv.  Hosting facilities management
v.  Virus scans
vi.  Hardware & software procurement
vii.  System Performance Test Plan execution
viil.  Support transition in and out tasks
ix.  Other duties as assigned

2.6.7 SERVICE LEVEL AGREEMENT (SLA)
A) Liquidated Damages

1.

Time is an essential element of the TO and it is important that the work be vigorously
prosecuted until completion. For work that is not completed within the time(s) specified
elsewhere in the TO, the TO Contractor shall be liable for liquidated damages in the amount(s)
provided for in the TO Agreement, provided, however, that due account shall be taken of any
adjustment of specified completion time(s) for completion of work as granted by approved
change orders and/or Work Orders.

The parties agree that any assessment of liquidated damages shall be construed and treated by
the parties not as imposing a penalty upon the TO Contractor, but as liquidated damages to
compensate the State for the TO Contractor’s failure to timely complete TO work, including
Work Orders.

Notwithstanding the use of liquidated damages, DHMH reserves the right to terminate the TO
Agreement and exercise all other rights and remedies provided in the TO Agreement or by law.

A “Problem” is defined as any situation or issue reported via a help desk ticket that is related to
the System operation that is not an enhancement request.

For purposes of SLA credit calculation, Monthly Fees are defined as the charges invoiced
during the month of the breach for the monthly fixed services as set forth in Attachment 1,
Price Sheet. For operations, this is the “Monthly Operations” line. For Start-up, this is the
“Start-up Period” line, and hosting this is the “Monthly Managed Hosting” line.

B) SLA Effective Date (SLA Activation Date)

1)

2)

SLAs set forth herein shall be in effect beginning with the commencement of monthly services
as of the completion of the Start-up Period. The TO Contractor shall be responsible for
complying with all performance measurements, and shall also ensure compliance by all
Subcontractors.

Beginning on the SLA Activation Date, for any performance measurement not met during the
monthly reporting period, the SLA credit for that individual measurement shall be applied to
the Monthly Fees.

C) Credit for Failure to Meet SLA
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1.

The TO Contractor shall provide monthly reports that demonstrate its compliance with each
stated SLA set forth herein.

The TO Contract Monitor or designee will monitor and review Contractor performance
standards on a monthly basis, based on Contractor-provided reports for this Task Order. The
TO Contractor shall provide a monthly summary report for SLA performance via e-mail to the
TO Manager.

If any of the performance measurements are not met during the monthly reporting period, the
TO Contract Monitor or designee will notify the TO Contractor of the standard that is not in
compliance.

TO Contractor’s failure to meet an SLA will result in a credit, as liquidated damages and not as
a penalty, to the Monthly Fees payable by the State during the month of the breach. The State,
at its option for the amount due the State as liquidated damages, may deduct such from any
money payable to the TO Contractor or may bill the TO Contractor as a separate item. In the
result of a catastrophic failure affecting the entire system, all affected SLAs shall be credited to
the State.

Example: If the Monthly Fee were $100,000 and one SLA were missed, with an applicable 4%
credit, the credit to the monthly invoice would be $4,000, and the State would pay a net
Monthly Fee of $96,000. . In no event shall the aggregate of all SLA credits paid to the State
in any calendar month exceed 50% of the Monthly Fees.

The reductions will be cumulative for each missed service requirement. For example, if LTSS
System Availability is measured at 99%, the resulting failure to meet stated SLA # 2.6.7.11 for
LTSS System Availability — LTSS & ISAS modules of 99.75% and 99.25% will result in a 2%
credit for failure to meet 99.75% plus an additional 2% credit for failure to meet 99.25%,
totaling a 4% credit against the Monthly Fees for that month.

Exception for Start-up Period: SLA #2.6.7.14 shall not be computed as a credit against the
Monthly Fees, but shall instead be computed as a credit against the Start-up Period Fixed Fee
set forth in Attachment 1 Price Sheet.

D) Repeated Failures

1.

In the event of repeated violations of a single SLA measure, or multiple failures across SLA
measures over two consecutive months, the State reserves the right to renegotiate SLA
measures and/or escalate the applicable reductions by 50% of the stated liquidated damages
after non-responsiveness. Repeated violations may be grounds for Termination for Cause.

If the same SLA measurement yields an SLA credit more than once, the Contractor shall
conduct a root cause analysis. Such root cause analysis shall be provided within 30 days of the
second breach, and every breach thereafter.

E) The TO Contractor is expected to meet the following Service Levels:

Operations SLAs:

Operations SLA credit is applied to the Monthly Operations line of the Attachment 1 Price Sheet.

ID #

Service Requirement | Measurement SLA SLA Credit
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ID # Service Requirement | Measurement SLA SLA Credit
2.6.7.1 | Problem Resolution Resolution Time for each High 98% <4 hours 1%
Time - High Priority Problem
Problem resolution time is
defined as the period of time from
when the Help Desk ticket is
opened to when it is properly
resolved. Section 2.6.1.6 defines
high, normal and low priority.
2.6.7.2 | Problem Resolution Resolution Time for Normal 98% <24 1%
Time - Normal Priority Problems hours
2.6.7.3 | Problem Resolution Resolution Time for Low Priority 98% <72 1%
Time - Low Problems hours
2.6.7.4 | Help Desk Operations | Time for Help Desk to Create a 90% <1 2%
— Daily Email & Ticket for Email & Voicemail business day
Voicemail (90% goal)
2.6.7.5 | Help Desk Operations | Time for Help Desk to Create a 98% <3 2%
— Backlog Email & Ticket for Email & Voicemail business days
Voicemail (98% goal)
2.6.7.6 | Claims Operations — 100% of payments cycles shall be Per 2%
Claims Payment submitted for processing on time. occurrence
Cycles Provider and case worker
(4-6 per
payment cycles are treated as
month)
separate occurrences. Payment
cycles occur every other week,
resulting in 4 or 6 cycles per
month.
Currently, DHMH’s claims
payment cutoff is 3:00 PM EST
each Thursday, unless DHMH
issues guidance for a deviation to
the schedule due to holiday
schedule or other need.
Hosting SLAs:

Hosting SLA credit is applied to the Monthly Managed Hosting line of the Attachment 1 Price Sheet.

ID # Service Requirement | Measurement SLA SLA Credit
2.6.7.8 | LTSS System The LTSS System shall be <99.75% 2%
Availability — LTSS & | available 24X7X365, unless <99.25% +29%,
ISAS modules DHMH approves scheduled 98.75% 139
downtime for maintenance. All <98.25% 3%
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ID #

Service Requirement

Measurement

SLA

SLA Credit

application functionality and
accessibility shall be maintained
at 99.75% uptime performance
levels. Contractor shall minimize
or eliminate unscheduled network
downtime to .25% or less.

LTSS System Availability is
measured from the time of the
outage to either module — LTSS
and/or ISAS (including IVR).
Scheduled maintenance that is
pre-approved by DHMH as
requiring an outage does not
count against uptime. Slowness of
the LTSS System, as described in
2.6.7.12, shall be considered
against uptime should the issue
persist 24 hours or longer.

The SLA Credits for this
Measurement are aggregated, i.e.
each lower level of failure adds
the stated additional percentage
(for a maximum 10% credit at the
lowest level).

2.6.7.9

LTSS System’s
Response Time Issue
Resolution

System response time issues shall
be resolved within four (4) hours
of confirmation that the issue is
related to hosting that is within
the TO Contractor’s purview.
The LTSS System’s on-line
transactions shall be processed
within one (1) second of the
established response time
baseline for transactions that do
not change data and transmitted
within a three (3) seconds of the
established response time
baseline for transactions that do
change data.

The baseline response time shall
be established prior to Go-live,
refer to Section 2.6.2.26 for how
the baseline shall be established.
Response time is measured on an
ad hoc basis when requested by

<4 hours

1%

<12 hours

+1%

<24 hours

+3%

>24 hours

+5% credit
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ID # Service Requirement

Measurement

SLA

SLA Credit

DHMH. The response time test
script shall be processed by the
Help Desk, monitored by TO
Contractor and DHMH.

The SLA Credits for this
Measurement are aggregated, i.e.
each lower level of failure adds
the stated additional percentage
(for a maximum 10% credit at the
lowest level).

As determined through Root
Cause Analysis (RCA), the
following may be excluded from
the SLA:
a. On-line reports
b. Ad hoc reports/queries
c. Defects and/or inefficient
custom LTSS System
software, as confirmed by
DHMH
d. Transactional database
application design and/or
construction
e. Database replication-
related issues (i.e. from
transactional to reporting
database)

2.6.7.10 | LTSS System

Recovery

In the event of a declared disaster
the recovery time objective of the
LTSS system is forty-eight (48)
hours. The system should be
fully operation and available.

The SLA Credits for this
Measurement are aggregated, i.e.
each lower level of failure adds
the stated additional percentage
(for a maximum 50% credit at the
lowest level).

<48 hours

10%

<72 hours

+15%

<96 hours

+25%

Start-up Period SLA:

Start-up SLA credit is applied to the Start-up Period line of the Attachment 1 Price Sheet.

ID# | Service Requirement

Measurement

SLA

SLA Credit
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ID# | Service Requirement | Measurement SLA SLA Credit
2.6.7.11 | LTSS System Cutover | <90 calendar days LTSS System | Each calendar 1%
— Over 90 calendar shall be cutover from the current day beyond
days O&M Contractor to the TO 90 days
Contractor.
2.6.8 BACKUP / COOP REQUIREMENTS (Hosting Requirements)
As part of the Hosting activities provided under this Task Order, the TO Contractor shall furnish the
following:
ID # Backup and COOP Associated
Deliverable ID #
from Section 2.8.4
2.6.8.1 TO Contractor shall provide all necessary planning and activities
necessary to ensure continued LTSS System operations in
accordance with the SLAs set forth in Section 2.6.7.
2.6.8.2 TO Contractor shall document all backup and disaster recovery
procedures in a continuity of operations (COOP) plan.
2.6.8.3 The COOP Plan shall be updated no less than once annually, and
within ten (10) days of a significant change in operations that
impact backups, disaster recovery, or other COOP procedures.
2.6.8.4 TO Contractor shall provide the COOP Plan in hard and soft copy | 2.8.4.4 & 2.8.4.10
to DHMH and shall provide DHMH with up-to-date copies
within ten (10) business days whenever changes are required.
2.6.8.5 The COOQOP Plan shall include: 2.8.4.10

Objectives of the Plan
What situations and conditions are covered by the Plan
Disaster declaration process
Executing the COOP Plan
Technical considerations
Roles and responsibilities of Contractor staff
How and when to notify the Department’s Contract
Monitor
Recovery procedures (disaster recovery)
Data backup, to include:
1. the configuration of online backup procedures,
ii.  the configuration of export procedures,
iii.  the configuration of import procedures,
iv.  maintenance of archived data,
v.  scheduling and performance of backups,
vi.  monitoring of backup logs, and
vil.  the recovery of databases with their required
structures and objects.
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ID #

Backup and COOP

Associated
Deliverable ID #
from Section 2.8.4

viil.  secure off-site storage of all critical transactions
and data
j. Procedures for deactivating the COOP Plan

2.6.8.6

TO Contractor shall provide in the COOP Plan contact
information for key personnel that can be contacted and reachable
365X24X7, for COOP purposes.

2.84.4&2.84.10

2.6.8.7

The COQP Plan shall be approved by DHMH’s Project Manager
and include the restoration of the site, in its entirety, from stored
backups.

2.8.44 & 2.8.4.10

2.6.8.8

TO Contractor shall provide (and describe in its proposal) a
secondary site sufficient for fully supporting the LTSS System in
the even the primary site is disabled, including Uninterruptable
Power Source (UPS), voice, data and telecommunications circuit
is provisioning.

2.8.44 & 2.84.10

2.6.8.9

TO Contractor shall perform backups of all servers at on a regular
basis according to industry standards. This shall include daily
incremental backups and full weekly backups of all volumes of
servers.

2.84.4&2.84.10

2.6.8.10

TO Contractor shall provide current, historical, and
archived data, tables, and files in the systems shall be
protected in an off-site location approved by DHMH to
mitigate the risk of a natural or man-made disaster.

2.84.4&2.84.10

2.6.8.11

TO Contractor shall ensure that all back-up files are encrypted.
The key for encryption shall not be stored with the system backup
files and data. The encryption process shall be performed and
verified prior to shipping the files and data backups off-site.
DHMH reserves the right to audit the back-up process at its
discretion.

2.84.4&2.84.10

2.6.8.12

TO Contractor shall perform an annual COOP Test, involving the
loading and recovery of the data backup media and shall include,
at a minimum, the verification of data integrity.

2.84.4&2.84.10

2.6.8.13

TO Contractor shall execute COOP Test at no additional cost to
DHMH. DHMH reserves the right to waive part or all or the
demonstration. In the event TO Contractor's demonstration fails
to meet the stated goals and objectives of the demonstration, TO
Contractor shall continue to execute the demonstration until
satisfactory to DHMH, at no additional cost.

2.8.4.10 & 2.8.4.16

2.6.8.14

TO Contractor shall perform an annual review of the DR data
center procedures for all off-site storage and validation of
security procedures. A report of the DR data center review
shall be submitted within fifteen (15) business days of the

2.8.44 &284.10
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ID # Backup and COOP Associated
Deliverable ID #
from Section 2.8.4

review.

DHMH reserves the right to inspect the DR data center at any
time with 24-hour notification.

2.6.8.15 TO Contractor shall provide check point/restart capabilities and 2.8.44 &2.8.4.10
other features necessary to ensure reliability and recovery,
including telecommunications for voice and data circuits in the
event of a disaster. These checkpoint/restart capabilities shall be
documented in the COOP Plan.

2.6.8.16 TO Contractor shall provide detailed instructions for installation | 2.8.4.4 & 2.8.4.10
and recovery of the system including operating system,
applications, voice, data and Help Desk.

2.6.8.17 TO Contractor shall include detailed instructions for the rotation 2.844&2.84.10
to the off-site facility. Procedures shall be specified for updating
off-site materials.

2.6.9 REQUIREMENTS FOR HARDWARE, SOFTWARE, AND MATERIALS

TO Contractor shall provide all necessary COTS software, hardware and networking technologies to
provide managed hosting services for DHMH’s LTSS system. The State does not intend to own the
hardware or COTS software licenses. The LTSS System’s compiled code shall be provided by DHMH
and installed by the TO Contractor. The Software Development Contractor shall provide software
release packages for the TO Contractor to deploy in pre-production and production environments. The
current LTSS system technical solution is provided in Attachment 20.

2.6.10 REQUIREMENTS FOR TECHNICAL ARCHITECTURE RECOMMENDATIONS

Offerors shall propose an architecture that best supports the current LTSS System while allowing the
TO Contractor to meet the service level metrics in Section 2.6.7.

Throughout the course of the TO, DHMH is interested in suggestions from the TO Contractor
regarding alternative architectures that would support LTSS while also achieving other objectives,
such as reduced reliance on technologies that are nearing obsolescence or a have limited pool of
knowledgeable resources.

2.7 PERFORMANCE AND PERSONNEL

2.7.1 WORK HOURS

A. Business Hours Support: The TO Contractor’s collective assigned personnel shall support
DHMH’s core business hours (7:00 AM to 6:00 PM Eastern Standard Time), Monday through
Friday except for State holidays, Service Reduction days, and Furlough days observed by the
DHMH. TO Contractor personnel may also be required to provide occasional support outside
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of core business hours, including evenings, overnight, and weekends, to support: specific
efforts and emergencies to resolve system repair or restoration.

B. Help Desk Hours: The Help Desk has supports two types of users — LTSS and ISAS. Provide
Help Desk services, Monday through Friday, excluding State observed holidays (note that Help
Desk is expected to be in operation during Service Reduction days and Furlough days), during
the following hours:

a. Regular business hours, 9:00 a.m. to 5:00 p.m. Eastern Standard Time, for the LTSS
Help Desk.

b. Extended business hours, 6:00 a.m. to 8:00 p.m. Eastern Standard Time, for the ISAS
Help Desk.

C. Scheduled Non-Business Hours Support: After hours support may be necessary to respond to
IT Security emergency situations. Additionally, services may also involve some evening
and/or weekend hours performing planned system upgrades in addition to core business hours.
Hours performing system upgrades would be billed on actual time worked at the rates
proposed.

2.7.2 DIRECTED PERSONNEL REPLACEMENT

A. The TO Manager may direct the TO Contractor to replace any TO Contractor Personnel
who, in the TO Manager’s opinion, are perceived as being unqualified, non-productive,
unable to fully perform the job duties, disruptive, or known, or reasonably believed, to have
committed a major infraction(s) of law, Department, or Contract or Task Order
requirements. Normally, a directed personnel replacement will occur only after prior
notification of problems with requested remediation, as described in Section 2.7.2.C. If
after such remediation the TO Manager determines that the personnel performance has not
improved to the level necessary to continue under the Task Order, if at all possible at least
fifteen (15) days notification by the TO Manager of a directed replacement will be
provided. However, if the TO Manager deems it nece