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DESCRIPTION 

TLP:CLEAR (TLP v1 WHITE) = Disclosure is not limited. 

 

     
      

          

                       
                  

                          
                    

                       
           

                          
     

                    
          

                     
                        

      

                         
    

   

Summary 
The MD-ISAC continues to observe the use of legitimate services/domains to carry out phishing attacks. A legitimate service or domain is any platform, free 

or purchased, that is associated with a legitimate company/business and is generally used for benign purposes. 

Threat actors often take advantage of these services by creating a free or paid account and then posing as a legitimate business entity. These often free or 

inexpensive accounts allow malicious actors to send emails with legitimate (and possibly whitelisted) domains that will likely pass all network checks 

(firewall, email security). The fact that these emails often come from a legitimate email address lends further legitimacy to the message, making it more 

likely for a victim to fall for the scam or attack. 

Tactics, Techniques, and Procedures 

Threat actor creates account → sends message using valid service → victims fall for phish → threat actor operates until account is closed or taken down → 

threat actor creates new account. 

Examples of legitimate services often used with malicious intent include Intuit QuickBooks (and other invoice management apps), Google Drive (and other 

cloud storage apps), and Herokuapp (and other app development sites). 

Analysis 

The threat actor creates an account with a legitimate service, in this example, QuickBooks, an “accounting software package developed and marketed by 

Intuit (Wikipedia).” The scammer then uses that service to send malicious messages, in this case, a falsified invoice, that passes email security checks due to 

the legitimate nature of the message. 

Below are the original details of this message, viewed in the Google Admin portal. As clear from the details outlined in purple, this message was legitimately 

sent from intuit.com. 

https://intuit.com


                      

                        

                            
                        

                              
   

Red Flag(s): PayPal does not use another invoice application, like Intuit QB, to send invoices – PayPal is itself an invoice application. 

Further analysis of the raw header (below) shows additional proof that this was sent via Intuit QB – and even provides a client ID! 

Red Flag(s): The reply-to email address is not the account of a reputable business. The email domain info[.]cc is hosted in China and belongs to a site that is 

used to post information regarding different topics. This is not a likely legitimate sender of a QuickBooks or PayPal invoice to a Maryland user. 

The email body looks just like a regular Intuit QB email – that is because it is. All links appear to check out as benign QB links, with a typical payment 
confirmation and receipt. 



                         
         

                       
    

Red Flag(s): The listed phone number for cancellation is 800-421-7536, and the top results for the number on Google are links to verify scams. The real 
PayPal number, listed on PayPal’s website, is 888-221-1161. 

What about the actual receipt? The embedded URL is a SendGrid URL, which is a legitimate mailing service. All subsequent redirects are legitimate Intuit 
domains, as seen below: 



                 

                      

                        
                          

                             

The link resolves to a QB page that displays that a balance is all paid up. 

Red Flag(s): As mentioned earlier, PayPal does not use QB, nor do they use a Chinese email address with an unfamiliar domain. 

When clicking the ‘view invoice’ button above, the user is taken, still without leaving the Intuit domain, to a falsified invoice, pictured below. The same 

Chinese email address is listed as the “From,” and the “To” field is populated by the generic “PayPal user” and a second Chinese email address. The charges, 
too, are exceedingly high and obviously fake. The phone number listed at the bottom is fake as well and is different than the one listed earlier in the attack. 



The entire goal of the attack is to initiate contact with the user, causing panic so that they are thinking with less logic. The hacker’s goal is to have the user 

call their fraudulent call center and then extract PII, install malware, or steal funds under the guise of a “refund.” 

Incident Response 

If administrators discover signs of attack or system compromise, the MD-ISAC recommends they: 

Immediately isolate affected systems. 
Collect and review relevant logs, data, and artifacts. 
Consider soliciting support from a third-party incident response organization to provide subject matter expertise, ensure the actor is eradicated from 

the network, and avoid residual issues that could enable follow-on exploitation. 
Report activity related to this bulletin to the MD-ISAC via Maryland's 24/7 Operations Center (md-isac@maryland.gov or (410) 697-9700 - option #5). 
Report any incidents to the MDSOC by filling in this form. 

Contact Information 

To report suspicious or criminal activity related to information found in this Threat Bulletin, contact the Maryland Security Operations Center at (410) 697-
9700 or by email at md-isac@maryland.gov. When available, please include the following information regarding the incident: date, time, and location of the 

incident; type of activity; number of people affected; type of equipment used for the activity; the name of the submitting company or organization; and a 

designated point of contact. Please state in the report if you are requesting incident response resources or technical assistance related to the incident. 

TLP:CLEAR (TLP v1 WHITE) = Disclosure is not limited. 

 

                              
                    

            

   
       

                   
          

                    
          

                      
                     

                        
                      

         

                     
               

           

 

 

Sources may use TLP:CLEAR when information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for 

public release. Recipients may share this information without restriction. Information is subject to standard copyright rules. 

For more information about Traffic Light Protocol (TLP) definitions and usage: https://www.cisa.gov/tlp 

https://doitmaryland.service-now.com/cybersecurityincident/
https://www.cisa.gov/tlp
mailto:md-isac@maryland.gov
mailto:md-isac@maryland.gov

	TAR20230206-001: [Threat Analysis Report] Exploiting the User: Leveraging Valid Services for Malicious Activity

