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FACTS

Accidents are insider
threats too!

Not all insiders are malicious.
Accidental insiders may cause
damage when they make mistakes
or let an attacker inside.

Don’t rely on programs.

Remember: Human error beats
machine security. Don’t let your
guard down just because you have
an antivirus and a firewall.
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Insider threats come in many
forms.

Malicious insiders may seek money,
data, access ... or simply a chance to
cause some damage.

Small mistakes create
big problems.

“I'll bend the rules just this once”
is never a good idea. The rules
are there for a reason! Follow
policies and procedures, and you
keep your customers and your
organization safe.
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