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The Weekly Cybersecurity Bulletin

Newsletter by Chazz Kibler

Protect Your Passwords

Check out this fun video from Adobe and the National Cybersecurity
Alliance about password protection. If implemented, the key points
mentioned in the video can dramatically reduce the risk of
compromised data.


https://www.linkedin.com/company/mddoit/mycompany/
https://www.facebook.com/MarylandDoIT
https://twitter.com/MarylandDoIT
https://www.instagram.com/marylanddoit/
https://www.youtube.com/channel/UCrDR8WROBWDFxhW8bWdcPvg
https://dashboard.mailerlite.com/preview/375825/emails/101024039078725003
https://youtu.be/0Wd3JoUHXno?si=JlmRi_-taWxmHrr0

SECURING

Cybersecurity Tip of the Week

No matter the account, all
passwords should be created with

RUNNING OUT these 3 words in mind:

OF PASSWORD o Long(12+ characters -

ID EAS') passphrases or short

sentences may work best)

Let password managers « Unique (never reuse

do the work for you. passwords)

o Complex (a combination of
upper and lower case letters,
spaces, numbers, and special
characters).

Quarter 4 Security Awareness

Train to Maintain

Maryland.gov

Quarter 4 Security Awareness
NCSAM Topics
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8 activities 15 minutes Due Dec 31

Quarter 4 Security Awareness

Due date
Please complete this course by Sunday, December 31st, 2023.

Course contents



It's that time again for Security Awareness Training. The quarterly
training focuses on NCSAM topics such as phishing, malware, MFA, and
password security.

DolT may not be able to give you the answers to the tests, but we can
give you our appreciation for taking the time to raise your awareness
of the latest policies and best practices on information security.

Reading Recommendations

What’s My Password Again?

The answer is yes, you need a password manager. Check out this article
on the best password managers for 2023.

Read more



https://www.engadget.com/best-password-manager-134639599.html?guccounter=1

Cybersecurity Tips in the Palm of Your Hand

If you ever find yourself at DolT’s HQ at 100 Community Place in Crownsville,
Maryland, this month, please help yourself with the reading materials in the
lobby. The handouts contain excellent advice on recognizing and evading scams,
reacting to data breaches, and more. Take some content for yourself and a friend.

Also, thanks to the Federal Trade Commission, these publications are free for the
American consumer to order and share with their community. Save yourself a
trip to Crownsville and order some items for your office today!



Free Publications from FTC

Cybersecurity Trivia Twirl

Cybersecurity
Trivia Twirl

SPIN THE WHEEL

Jealy | tapisu) 18qAD

Step right up and give the trivia wheel a twirl. Depending on where the
wheel lands, your knowledge will be tested on topics ranging from social
media, passwords, email safety, and more.

Ready to Play?

Upcoming Events


https://www.bulkorder.ftc.gov/
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybertrivia/index.html

Cybersecurity
Awareness Month

#CyberChat

Wednesday, October 11, 2023
2:00 PM ET/ 11:00 AM PT

Join on Twitter/X

From @StaySafeOnline

This Chat will feature 2023’s key messaging, including advice around
passwords and password managers, multi-factor authentication,
software updates and phishing. Participants are invited to share

practical steps individuals can take to better secure themselves, their

families and their workplaces! Join the chat to feature your
organization’s educational information and resources.

Hashtag: #CyberChat
Moderator: @StaySafeOnline

Learn More

Maryland State Security Awareness Portal


https://staysafeonline.org/programs/events/cybersecurity-awareness-month-twitter-chat/
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Gov. Wes Moore Cybersecurity Awareness Month Itis National Cybersecurity Awareness Month, and Maryland's Department of Information Technology (DolT) is
Message proud to announce its partnership with the National Cybersecurity Alliance, This collaboration aims to * Oct9- Post on Passwords, MFA, and
promote cybersecurity awareness and education across Maryland. Through this partnership with the NCA, we Password Managers
+ Oct16- Post Video of CISO
+ Oct 23— Post on Phishing
= Gct25-Virtual Lunch and Learn Training:

cybersecurity is top-notch.

CYBERSECURITY

AWARENESS
MONTH 2023

Stay in the Cyber-Loop All Month Long

If you haven't done so already, stop by our Maryland State Security
Awareness Portal to stay up-to-date on the latest happenings regarding
National Cybersecurity Awareness Month.

Stop on By

Your Input Matters

Comments for Chazz

Do you have some questions, suggestions,
or content for the newsletter? If you do, |
would love to hear from you. Feel free to
email me at chazz.kibler@maryland.gov

Connect with me on LinkedIn



https://doit.maryland.gov/cybersecurity/cam/Pages/default.aspx
mailto:chazz.kibler@maryland.gov
https://www.linkedin.com/in/chazz-kibler/
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