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SOCIAL MEDIA BEST PRACTICES 

Keep work and life separate. 

Different accounts have different 
security settings and different 
audiences. Don’t share work 
information on personal social 
media, or personal information on 
work social media. 

Avoid quizzes and 
questionnaires. 

Many social media users share 
quizzes with questions like “What 
was your first pet’s name?” That 
same information is often used to 
answer security questions. Don’t take 
the bait! 

Don’t use third-party apps! 

Filters and games are fun, but they 
have security vulnerabilities of their 
own. If you’re posting on work social 
media, don’t use filters or add-ons. 

Don’t overshare! 

Attackers harvest details from public 
posts and use it to launch an attack. 
A little detail here and there adds up 
to a lot of sensitive information. 
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