
 

SERVICE AGREEMENT 

Between 

The Maryland Department of Information Technology and 

The Customer 

for 

Information Security Officer (ISO) Program – Advisory & Compliance 

Services 

 
This Service Agreement between the Department of Information Technology and 
Customer is subject to the Memorandum of Understanding for Provision of Information 
Technology Services between the Maryland Department of Information Technology 
(“DoIT”) and the Customer. The parties agree as follows: 

I.  Service Description 
The Information Security Officer (ISO) Program (the “Program” or “Service”) is a shared 
service provided by the Maryland Department of Information Technology (DoIT). The 
ISO Program operates in alignment with § 3.5-405 of the State Finance and 
Procurement Article and other applicable State cybersecurity directives. The ISO 
supports agency compliance with annual cybersecurity preparedness reporting, system 
inventories, incident reporting requirements, and master plan alignment. The ISO role 
strengthens executive branch accountability and standardization across the State 
government. The Program is a key component of the Office of Security Management 
(OSM)’s strategy to provide unified cybersecurity leadership, enhance statewide 
resilience, and foster a culture of security risk management across the Maryland State 
government. The Program provides dedicated security expertise, guidance, and 
resources to help agencies meet State and federal cybersecurity compliance 
requirements. The Service ensures that agencies have access to experienced 
cybersecurity professionals, who can assist in the management of risks and function as 
a partner to coordinate incident response efforts. 
 
Agencies retain final authority for most risk acceptance decisions. All formal risk 
acceptance decisions must be documented in writing, reviewed with the assigned ISO, 



 
and acknowledged by agency executive leadership. DoIT reserves the right to elevate 
systemic or enterprise-level risk concerns to the State Chief Information Security Officer 
when such risks materially impact statewide security posture. 
 

A. Standard ISO Program Service 
The ISO Program provides the following core services for participating agencies: 

1. ISO Assignment and Tier-Based Engagement 
DoIT assigns a qualified Information Security Officer to each participating agency based 
on the ISO Program tiering structure defined in Section IV. Tier designation reflects 
agency maturity, internal cybersecurity staffing, risk exposure, and operational 
complexity. The assigned ISO serves as the primary cybersecurity governance liaison 
between the agency and the Office of Security Management. The ISO establishes a 
structured engagement cadence appropriate to the assigned tier and maintains 
documented records of advisory interactions, risk discussions, and corrective action 
oversight activities. 

2. Security Risk Evaluation and Remediation Oversight 
The ISO conducts and reviews cybersecurity evaluations to assess the agency’s 
security posture, control maturity, and risk exposure. This includes: 

• Review of cybersecurity maturity assessments 
• Evaluation of risk assessment outputs 
• Identification of control gaps and systemic weaknesses 
• Validation of risk prioritization based on enterprise impact 
• Development of structured corrective action plans 
• Milestone validation and remediation tracking 

The ISO provides governance oversight of remediation planning. Agencies retain 
responsibility for technical execution and implementation of corrective measures. 

3. Policy, Standards, and Procedure Alignment 
The ISO provides structured advisory support to help agencies document, tailor, and 
maintain cybersecurity policies, standards, and procedures. This support includes: 

• Alignment of agency documentation with State cybersecurity policies and 
enterprise standards 

• Integration with applicable State security frameworks and control families 



 
• Coordination with OSM Governance, Risk, and Compliance to ensure 

consistency 
• Gap analysis between agency documentation and State requirements 
• Coordination of corrective documentation roadmaps 

The ISO ensures agency-level policies align with the State’s overarching cybersecurity 
directives while preserving agency operational authority. 

4. Regulatory and Compliance Advisory Support 
The ISO provides subject matter expertise and governance guidance to assist agencies 
in meeting State and applicable federal cybersecurity regulatory requirements. This 
includes: 

• Interpretation of regulatory requirements 
• Compliance readiness assessments 
• Alignment to statutory reporting requirements 
• Advisory support during audit preparation 
• Validation of compliance documentation 

The ISO strengthens agency readiness and supports a defensible compliance posture 
through structured advisory engagement. 

5. Incident Response Coordination and Reporting Support 
The ISO provides oversight of incident coordination aligned with statewide incident 
classification standards established by the State Chief Information Security Officer. This 
role includes: 

• Facilitating executive-level awareness of reportable incidents 
• Supporting compliance with incident reporting timelines 
• Coordinating with centralized cyber response services 
• Assisting with regulatory notification alignment 
• Tracking post-incident remediation actions and lessons learned 

The ISO does not conduct forensic investigations or hands-on containment activities 
unless specifically authorized by centralized State cyber services. Operational response 
remains the responsibility of the appropriate technical teams. 

6. Vendor and Third-Party Risk Advisory 
The ISO provides advisory support related to vendor risk and external interconnections. 
This includes: 

• Review of third-party security documentation 



 
• Advisory guidance on vendor risk exposure 
• Assessment of permanent and transient interconnections 
• Coordination with enterprise risk management processes 

Agencies retain authority for vendor selection, contract management, and risk 
acceptance decisions. 

7. Security Consultation and Strategic Advisory Services 
The ISO provides ongoing cybersecurity consultation to agency leadership and 
technical stakeholders. This includes: 

• Executive cybersecurity briefings 
• Risk posture reporting 
• Strategic planning support 
• Advisory guidance on emerging threats and trends 
• Governance alignment with enterprise risk priorities 

The ISO strengthens informed decision-making by providing structured cybersecurity 
insights and enterprise alignment. 

8. Authorization to Operate Governance Support 
The ISO provides governance oversight within the Authorization to Operate lifecycle. 
This includes: 

• Review of system security documentation 
• Validation of control implementation statements 
• Support for implementation and attestation documentation 
• Separation of duties between ISO advisory and Security Control Assessor review 

functions 
The ISO ensures structured governance and the integrity of documentation throughout 
the ATO process. Agencies retain responsibility for system implementation and 
operational control execution. 

9. Project Governance for OSM-Aligned Initiatives 
The ISO provides governance oversight and coordination for agency initiatives that 
directly align with OSM-subscribed services and centralized cybersecurity programs. 
This includes: 

• Alignment of agency initiatives with enterprise cybersecurity priorities 
• Coordination with centralized cyber service deployment 
• Tracking of remediation milestones 



 
• Executive-level status reporting 

The ISO does not serve as a delivery project manager for agency-specific IT 
implementations. The ISO provides governance coordination and oversight of corrective 
actions. 

10. Enterprise Cybersecurity Alignment 
The ISO Program supports statewide alignment with: 

• NIST Cybersecurity Framework 2.0 
• Centralized cybersecurity service adoption 
• Enterprise data integrity objectives 
• Statewide information technology master plan performance metrics 

Through structured engagement, the ISO strengthens consistency, standardization, and 
enterprise risk visibility across executive branch agencies. 
 

B. Service Exclusions 
The ISO Program provides governance oversight, strategic advisory services, and 
coordination of corrective actions. The Program does not replace agency operational 
authority, technical teams, or executive decision-making responsibilities. 
The following services are expressly excluded from the scope of the ISO Program: 

1. Direct IT Operations and Infrastructure Management 
ISOs do not perform day-to-day IT or cybersecurity operations. ISOs do not administer 
networks, servers, endpoints, cloud environments, identity platforms, or security tools. 
Operational monitoring, configuration management, system maintenance, patching, and 
infrastructure management remain the responsibility of the agency or centralized State 
service providers. 

2. Application Development and System Engineering 
ISOs do not design, develop, configure, code, test, or maintain agency-specific 
applications or systems. Software development lifecycle execution, system engineering, 
architecture implementation, and operational support functions remain under the 
agency's authority or with designated technical teams. 

3. Technical Support for Third-Party Technologies 
ISOs do not provide troubleshooting, maintenance, vendor support coordination, or 
repair services for third-party products, platforms, or services that are not centrally 
managed under State cybersecurity programs. Agencies retain responsibility for vendor 



 
management, licensing administration, and operational support of externally procured 
technologies. 

4. Full-Scale Incident Response, Forensics, and Hands-On 
Containment 

ISOs provide governance-level incident coordination and executive alignment. ISOs do 
not perform forensic investigations, malware analysis, threat hunting, evidence 
collection, system containment, or hands-on remediation activities. Operational 
response activities are delivered through centralized cybersecurity services or agency 
technical teams, as applicable. The ISO role remains oversight, coordination, reporting 
alignment, and post-incident corrective action governance. 

5. Project Management for Non-OSM Initiatives 
ISOs do not serve as delivery project managers for agency-specific IT modernization 
efforts, system implementations, or cybersecurity tool deployments that are not aligned 
with the Office of Security Management subscribed services. Agencies remain 
responsible for project execution, scheduling, budget management, procurement, and 
implementation activities unrelated to centralized cybersecurity governance initiatives. 

6. Security Tool Deployment and Administration 
ISOs provide advisory guidance regarding security tools and control capabilities. ISOs 
do not deploy, configure, administer, tune, or manage security technologies on behalf of 
agencies. Where centralized, managed cybersecurity services exist, those capabilities 
are delivered outside the ISO Program and governed by separate service-level 
agreements. 

7. Physical Security Operations 
The ISO Program does not govern physical security controls or facility security 
operations. This includes badge systems, surveillance systems, building access 
controls, physical asset protection, and environmental safeguards. These controls 
remain under agency facility and operational management authority in coordination with 
the Department of General Services, Maryland Capital Police. 

8. End-User IT Support 
ISOs do not provide help desk services, end-user troubleshooting, desktop support, 
password resets, hardware diagnostics, or general IT assistance. These functions 
remain within agency IT support organizations or centralized service desks. 

9. Agency Authority and Decision-Making 



 
The ISO Program does not replace or supersede agency leadership authority, 
operational command structure, or statutory responsibilities. ISOs provide governance 
oversight and advisory guidance. Agencies retain full authority over: 

• Operational systems and infrastructure 
• Resource allocation and budgeting 
• Procurement decisions 
• Risk acceptance determinations 
• Policy approval and enforcement 

10. Risk Ownership 
ISOs do not assume ownership of agency cybersecurity risk. Agencies retain full 
ownership of their security posture, residual risk exposure, and formal risk acceptance 
decisions. The ISO provides structured risk identification, prioritization guidance, and 
governance for corrective actions. Final risk decisions remain with agency executive 
leadership. 

11. Delivery Execution and Technical Implementation 
ISOs do not serve as technical delivery leads responsible for executing remediation 
activities or implementing security controls. Instead, ISOs provide: 

• Corrective action plan development support 
• Remediation roadmap structuring 
• Milestone validation 
• Enterprise risk prioritization guidance 
• Progress monitoring and reporting 
• Executive-level risk briefings 

Agencies remain responsible for: 
• Technical execution of remediation activities 
• Operational system management 
• Control implementation 
• Resource allocation 
• Documented risk acceptance 

 
Failure to make reasonable progress on agreed remediation milestones may be 
elevated through established executive governance channels. 



 
The ISO Program strengthens cybersecurity outcomes through structured oversight, 
prioritization discipline, and coordinated corrective action governance. It does not 
replace agency technical delivery teams. 
Agencies requiring services beyond the defined scope of the ISO Program must 
coordinate with DoIT to determine whether those needs may be addressed through 
other centralized cybersecurity services administered by the Office of Security 
Management or through separate service agreements. 
 

II. Service Dependencies 
To ensure the Service is delivered consistently and in accordance with State standards, 
the Customer must satisfy the following requirements: 
 

DoIT Services: N/A 

Technical: Provide access to agency security-related documentation and systems as 
needed. The Customer shall provide timely and accurate security status, 
remediation updates, and risk acceptance documentation as requested by 
the assigned ISO. 

Non-
Technical: 

Provide a minimum of one (1) primary point of contact for agency relations 
and ISO integration. 
Agency IT staff cooperation with meeting and working with their assigned 
ISO. 
Timely responses to all ISO outreach, including security findings and 
remediation efforts. 

 

III. Responsibility Model 
The ISO Program operates under a shared governance model. The responsibilities 
outlined below define the roles, authorities, and expectations of both DoIT and the 
participating agency. 
This list is not exhaustive and may be updated periodically. Any revisions to this section 
will take effect fourteen calendar days after publication of the updated Service 
Agreement. 

A. DoIT Responsibilities 



 
DoIT, through the Office of Security Management and the ISO Program, commits to the 
following responsibilities: 

1. ISO Assignment and Oversight 
Assign and manage a qualified Information Security Officer aligned to the agency’s tier 
designation, risk profile, operational complexity, and cybersecurity maturity. Maintain 
supervisory oversight of ISO performance, ensure professional competency, and adjust 
resource allocation as warranted by enterprise risk conditions. 

2. Strategic Cybersecurity Advisory 
Provide structured strategic guidance aligned with State cybersecurity objectives, 
enterprise risk management principles, and recognized industry frameworks. Deliver 
executive-level cybersecurity insight to support informed decision-making, risk 
prioritization, and long-term security planning. 

3. Risk Assessment Review and Governance Oversight 
Review agency cybersecurity assessments and risk analyses, including NIST CSF 
maturity assessments and other structured evaluations. Identify systemic control gaps, 
vulnerabilities, and enterprise risk implications. Provide governance-level 
recommendations to inform risk treatment strategies, remediation planning, and 
prioritization decisions. Monitor the progress of corrective actions and validate milestone 
alignment with agreed remediation timelines. 

4. Policy, Standards, and Framework Development 
Develop, maintain, and disseminate State cybersecurity policies, standards, control 
frameworks, and recommended best practices. Ensure consistency across executive 
branch agencies through centralized guidance and governance alignment. 
Communicate updates to policies, standards, and enterprise directives in a timely and 
structured manner. 

5. Statewide Initiative Coordination and Compliance Tracking 
Coordinate enterprise cybersecurity initiatives across participating agencies. Support 
statewide compliance tracking efforts related to statutory, regulatory, and executive 
requirements. Provide structured communications, reporting templates, and guidance to 
support alignment with statewide cybersecurity objectives. 

6. Centralized Service Integration Support 
Assist agencies in evaluating and integrating with centralized DoIT cybersecurity 
services to strengthen security posture and improve operational efficiency. Provide 
governance alignment to ensure agency adoption of centralized capabilities supports 
enterprise risk reduction. 



 
7. Incident Governance and Executive Coordination 

Provide governance-level coordination during reportable cybersecurity incidents. 
Facilitate executive awareness, ensure alignment with State incident classification 
standards, and support regulatory reporting requirements. Track post-incident corrective 
actions and lessons learned to strengthen enterprise resilience. 
 

B. Customer Responsibilities 
The participating agency retains full authority and accountability for operational 
execution and risk ownership. The agency agrees to the following responsibilities: 

1. Service Participation and Access 
Comply with all Service Dependencies outlined in Section II, including designation of 
required points of contact, provision of access to relevant systems and documentation, 
and timely participation in governance discussions. Ensure agency leadership 
engagement in cybersecurity oversight activities. 

2. Remediation Execution and Risk Management 
Actively manage and execute remediation efforts for identified vulnerabilities and 
assessment findings. Align remediation activities with State cybersecurity standards and 
enterprise risk priorities established in coordination with the assigned ISO. Document 
progress, maintain evidence of control implementation, and communicate status 
updates as requested. 

3. Policy Compliance and Internal Governance 
Ensure agency personnel, systems, and operational processes comply with applicable 
State cybersecurity policies, standards, and control frameworks. Maintain internal 
governance structures necessary to enforce policy adherence and operational 
discipline. 

4. Assessment and Audit Cooperation 
Participate fully in cybersecurity assessments, audits, and governance reviews. Provide 
accurate, complete, and timely information regarding systems, controls, architecture, 
and operational processes. Support validation activities necessary to confirm risk 
posture and compliance status. 

5. Incident Reporting and Response Participation 
Report cybersecurity incidents in accordance with established State reporting criteria 
and timelines. Engage actively in coordinated incident response efforts. Support post-
incident analysis and implement agreed corrective actions. 



 
6. Authority, Risk Ownership, and Decision-Making 

Retain ultimate authority over: 
• Agency operations and infrastructure 
• Budgeting and resource allocation 
• Risk acceptance decisions 
• Procurement and implementation of security controls 
• Policy approval and enforcement 

The ISO provides oversight and advisory services. The agency retains ownership of its 
cybersecurity posture and residual risk exposure. Formal risk acceptance decisions 
must be documented and acknowledged by appropriate agency executive leadership. 
The ISO Program strengthens cybersecurity through structured oversight, enterprise 
alignment, and governance of corrective actions. DoIT provides centralized leadership, 
standards, and visibility into risk. The agency executes operational controls, manages 
resources, and owns the outcomes of risk. This model promotes accountability, 
transparency, and a consistent enterprise security posture across the State 
government. 

IV. Service Level Agreements (SLA’s) 
All services provided under the ISO Program will be measured against the following Key 
Performance Indicators (KPIs). SLA performance metrics assume timely agency 
participation, availability of required documentation, and engagement from designated 
agency points of contact. Delays caused by agency inaction may impact SLA 
measurement outcomes. 
 

Service Area Performance Standard Measurement & 
Compliance 

Security Risk 
Assessments 

Establish a baseline of the agency’s 
security posture within 12 business weeks 
of onboarding (or subsequent completion 
of assessment), using available 
assessment data, interviews, and existing 
documentation to identify key risks and 
capability gaps. 

90% completion 
within the timeframe. 

Risk Remediation 
Planning 

Assist the agency with developing a 
remediation plan within 8 business weeks 
of the agency’s receipt and review of 

80% on-time delivery. 



 
cybersecurity maturity assessment 
reports. 

Incident Response 
Support 

Respond to security incidents in 
accordance with established Statewide 
incident response policies. 

95% adherence to 
response times. 

Agency Requests  90% on-time 
completion. 

Compliance Support Provide regulatory guidance and 
assessment within 10 business days of 
request. 

85% on-time delivery. 

 

A. ISO Program Support Tiering 
The Information Security Officer (ISO) Program categorizes agencies based on their 
agency-funded cybersecurity staffing and capabilities and the level of support required 
from the Office of Security Management (OSM). Agencies are assigned to Tier 1, Tier 2, 
or Tier 3, with Tier 3 agencies receiving the highest level of support due to a significant 
lack of internal cybersecurity resourcing. 
This tiering system ensures that security resources are allocated effectively, prioritizing 
agencies that require the most dedicated efforts to enhance their security posture and 
mitigate risks. 
 

Tier Level Description Service Expectations 

Tier 1 Agencies with dedicated 
cybersecurity staff and a robust 
agency security structure 

Periodic (approximately every 4-6 weeks) 
ISO support, compliance assistance, and 
strategic guidance to align with State 
standards and services; receive strategic 
advisory support focused on advanced 
risk management, zero trust alignment, 
and enterprise integration with centralized 
services. 

Tier 2 Agencies with dedicated 
cybersecurity resources that 
have other job functions outside 
of cybersecurity 

Moderate (approximately every 2-4 
weeks) ISO support, increased 
remediation efforts, security assessments, 
and dedicated assistance deploying 
centralized cyber services. 



 
Tier 3 Agencies with no dedicated 

cybersecurity resources or 
agency cybersecurity structure. 

Receive structured onboarding, quarterly 
executive risk briefings, remediation 
roadmap development, centralized 
service onboarding support, and 
increased monitoring coordination. 
Frequent (approximately every 1-2 
weeks) ISO support, and ongoing security 
monitoring, and focused deployment and 
prioritization of cyber service adoption. 

 

1. Tier Prioritization 
• Tier 1 and Tier 2 agencies receive structured support based on available 

resources, with a focus on compliance, best practices, and centralized cyber 
service adoption. 

• Tier 3 agencies receive the highest level of focus due to their lack of dedicated 
support and funding within their agency for cybersecurity. 

• OSM, in coordination with the agency and the ISO leadership team, assesses 
agency maturity and aligns it with the appropriate tier to ensure tailored service 
delivery. 

• During concurrent multi-agency incidents, prioritization will be based on 
enterprise risk impact, incident severity, and statutory reporting obligation. 

 

V. Support and Service Management 

A. Support 
ISOs are available during standard business hours to provide security guidance, 
assessments, and compliance support. ISOs may work beyond standard hours for 
critical incident response situations, ensuring that agencies receive necessary support 
during emergencies. Agencies will have access to 24x7 support via the Service Desk / 
Security Operations Center for security-related issues. 

• DoIT will provide support via telephone, email, or in-person according to the 
SLAs outlined above. 

• The DoIT Service Desk is available 24 hours a day, 7 days a week to provide 
frontline telephone support. 

• Advanced support for more complex issues is available Monday through Friday, 
excluding State holidays and closings. 



 
• Specialized or expert-level support will be engaged as needed to address critical 

or escalated issues. 
• DoIT will serve as the primary support provider of the Service, utilizing third-party 

vendors when necessary. 
 

B. Support and Service Management Exclusions 
While DoIT strives to tailor support and maintenance activities to align with the 
Customer’s mission, business needs may fall outside the scope of the ISO Program as 
outlined in Section I.B. 

VI. Costs for Service 
The ISO Program is provided at no direct cost to Executive Branch agencies and 
participating State entities under the centralized shared service model administered by 
the Department of Information Technology. 
Through centralization, the State achieves economies of scale, standardized 
governance, consistent risk oversight, and enterprise-wide cost efficiency. This model 
reduces duplicative cybersecurity staffing and tool investments across agencies while 
strengthening statewide security posture and accountability. 
The ISO Program Service Agreement is subject to formal review on an annual basis by 
the Office of Security Management leadership. During this review, OSM will evaluate: 

• Enterprise risk posture 
• Agency cybersecurity maturity levels 
• SLA performance metrics 
• Legislative or regulatory changes 
• Statewide cybersecurity priorities 
 

Based on this evaluation, OSM may adjust tier assignments, performance metrics, 
engagement cadence, or service expectations to ensure continued alignment with 
statewide risk management objectives and statutory requirements. 

VII. Termination of Service 
This service will terminate at the completion of the date(s) identified in the SOW. 
 



 
VIII. Warranty, Limitations, and Exclusions 
Outlined accordingly in the SOW. 
 
Version Control Information: Version 2.0 
Release Date:  June 1, 2026  
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